5/6/26, 3:05 PM MyBB My Arcade Plugin 1.3 - Cross-Site Scripting - PHP webapps Exploit

ﬂ@ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/44186 1/3


https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

5/6/26, 3:05 PM

%’ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/44186

MyBB My Arcade Plugin 1.3 - Cross-Site Scripting - PHP webapps Exploit

MyBB My Arcade Plugin 1.3 - Cross-Site
Scripting

EDB-ID: CVE:

44186 N/A

EDB Verified: ./

Author: Type:

0XB9 WEBAPPS

Exploit: & _/ {}

Platform: Date:
PHP 2018-02-27

Vulnerable App:

2/3


https://www.exploit-db.com/download/44186
https://www.exploit-db.com/download/44186
https://www.exploit-db.com/download/44186
https://www.exploit-db.com/download/44186
https://www.exploit-db.com/raw/44186
https://www.exploit-db.com/raw/44186
https://www.exploit-db.com/raw/44186
https://www.exploit-db.com/raw/44186
https://www.exploit-db.com/?author=9327
https://www.exploit-db.com/?type=webapps
https://www.exploit-db.com/apps/566df51e08033c876a8d92f6b8b2f34c-My%20Arcade_#4_stable.zip
https://www.exploit-db.com/apps/566df51e08033c876a8d92f6b8b2f34c-My%20Arcade_#4_stable.zip
https://www.exploit-db.com/apps/566df51e08033c876a8d92f6b8b2f34c-My%20Arcade_#4_stable.zip
https://www.exploit-db.com/apps/566df51e08033c876a8d92f6b8b2f34c-My%20Arcade_#4_stable.zip
https://www.exploit-db.com/?platform=php
https://www.exploit-db.com/exploits/44184
https://www.exploit-db.com/exploits/44187
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

5/6/26, 3:05 PM

%’ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/44186

MyBB My Arcade Plugin 1.3 - Cross-Site Scripting - PHP webapps Exploit

Exploit Title: MyBB My Arcade Plugin v1.3 - Persistent XSS

Date: 2/21/2018

Author: 0xB9

Contact: luxorforums.com/User-0xB9 or 0xB9[at]protonmail.com

Software Link: https://community.mybb.com/mods.php?action=view&pid=411
Version: 1.3

Tested on: Ubuntu 17.10
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1. Description:

The My Arcade plugin adds a page of arcade games and keeps track of user
scores, also allowing users to add a comment next to their score. The
comment box is vulnerable to a persistent XSS.

2. Proof of Concept:

Persistent XSS

- Play an arcade game

- Add the following comment to your score <p """><SCRIPT>alert("XSS")
</SCRIPT>">

- Edit the comment, Boom.

3. Solution:

Update to 1.3.1

Patch: https://github.com/PaulBender/My -
Arcade/commit/4ee2a2e8d245defb94930c2¢c377e78ddfbOfcc94
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