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Risk

Default Action drop

Active 

Affected OS Windows

Affected App Other

Profile Type Buffer Errors

Description

This indicates a possible attack against a buffer overflow vulnerability in Belkin Bulldog Plus.

The vulnerability is due to the affected software's failure to adequately validate user-supplied

data before copying it into a buffer. Remote attackers may exploit this to execute arbitrary

code.

Affected Products

4/28/26, 12:04 PM Intrusion Prevention | FortiGuard Labs

https://www.fortiguard.com/encyclopedia/ips/17325/belkin-bulldog-plus-web-services-buffer-overflow 1/3

https://www.fortiguard.com/
https://www.fortiguard.com/encyclopedia?type=ips
https://www.fortiguard.com/encyclopedia?type=ips
https://www.fortiguard.com/encyclopedia?type=ips
https://www.fortiguard.com/encyclopedia?type=ips
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html


Belkin Bulldog Plus 4.0.2 build 1219

Impact

System Compromise: Remote attackers can gain control of vulnerable systems.

Recommended Actions

Currently we are not aware of any vendor supplied patch for this issue.

Loading ...

Coverage

IPS (Regular DB) 

IPS (Extended DB) 

Version Updates

Date Version Status Detail

2021-05-19 18.082 Modified Sig Added
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