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GAlan.Galan.File.Buffer.Overflow

ID 18034

Created Dec 29, 2009

Updated Jul 18, 2024

Risk

Default Action drop

Active 

Affected OS Windows

Affected App Other

Profile Type BufferErrors

Description

This indicates an attack attempt to exploit a remote code-execution vulnerability in gAlan.

The vulnerability is caused by an error when handling malformed gAlan files (.galan). It can be

exploited via a crafted gAlan file, leading to remote code execution.

Affected Products

gAlan 0.2.1
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Impact

System Compromise: Remote attackers can gain control of vulnerable systems.

Recommended Actions

Currently we are not aware of any officially supplied patch for this issue.

Loading ...

Coverage

IPS (Regular DB) 

IPS (Extended DB) 

Version Updates

Date Version Status Detail

2024-07-22 28.830 Modified Name:GAlan.

Galan.

File.

Stack.

Overflow:GAlan.

Galan.

File.

Buffer.

Overflow
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