
FortiGuard Labs

 Intrusion Prevention

Dogfood.CRM.Spell.Remote.Command.Exec
ution

ID 28547

Created Aug 09, 2011

Updated Mar 20, 2023

Risk

Default Action drop

Active 

Affected OS Linux, BSD, Solaris

Affected App Other

Profile Type Code Injection

Description

This indicates an attack attempt against a Command Execution vulnerability in Dogfood CRM.

The vulnerability is caused by an error when the vulnerable software handles a malicious post

request. It allows a remote attacker to execute arbitrary commands via sending a crafted web

page.
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Dogfood CRM

Impact

System Compromise: Remote attackers can gain control of vulnerable systems.

Recommended Actions

Currently we are not aware of any vendor supplied patch for this issue.

Loading ...

Coverage

IPS (Regular DB) 

IPS (Extended DB) 
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