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AOL.Phobos.DLL.ActiveX.Control.Import.Bu
ffer.Overflow

ID 32026

Created Jun 13, 2012

Updated Jul 21, 2020

Risk

Default Action drop

Active 

Affected OS Windows

Affected App Other

Profile Type Buffer Errors

Description

This indicates an attack attempt to exploit a Code Execution vulnerability in AOL.

The vulnerability, which is located in the "Phobos.dll" ActiveX control, can be exploited through

misuse of the "Import" method. It may allow remote attackers to execute arbitrary code in the

context of the application using the affected ActiveX control. Failed exploit attempts will likely

cause the program to crash,

resulting in a denial-of-service condition.
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Affected Products

AOL 9.5

Impact

System Compromise: Remote attackers can gain control of vulnerable systems.

Recommended Actions

Set the kill bit for the following CLSID:

{A105BD70-BF56-4D10-BC91-41C88321F47C}

Loading ...

Coverage

IPS (Regular DB) 

IPS (Extended DB) 

Version Updates

Date Version Status Detail

2020-07-22 15.892 Modified Sig Added

References

http://www.rec-sec.com/2010/01/25/aol-playlist-class-buffer-overflow/


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