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Risk

Default Action drop

Active 

Affected OS Windows

Affected App Other

Profile Type Buffer Errors

Description

This indicates an attack attempt to exploit a Buffer Overflow vulnerability in Beetel Connection

Manager.

This vulnerability is due to insufficient input validation error when the vulnerable software

handles a crafted NetConfig file. A remote attacker may be able to exploit this to execute

arbitrary code within the context of the application, via a crafted NetConfig file.
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Beetel Connection Manager PCW_BTLIND 1.0.0B04 and prior

Impact

System Compromise: Remote attackers can gain control of vulnerable systems.

Recommended Actions

Currently we are unaware of any vendor supplied patch for this issue.

Loading ...

Coverage

IPS (Regular DB) 

IPS (Extended DB) 

References

http://www.exploit-db.com/exploits/28969/
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