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Arbitrary.File.Upload

ID 48874

Created Apr 13, 2020

Updated Apr 16, 2020

Risk

Default Action drop

Active 

Affected OS Other

Affected App Other

Profile Type OS Command Injection

Description

This indicates an attack attempt to exploit an Arbitrary File Upload Vulnerability in Seeyon

Office Anywhere.

The vulnerability is due to insufficient sanitizing of user supplied inputs in the application. A

remote unauthenticated attacker could exploit this vulnerability by uploading and accessing a

specially crafted file, which can lead to arbitrary code execution on the vulnerable system.

Affected Products
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Seeyon A8-V5 Collaborative Management Software V6. 1sp1

Seeyon A8+ Collaborative Management Software V7. 0, V7. 0sp1, V7. 0sp2, V7. 0sp3

Seeyon A8+ Collaborative Management Software V7. 1

Impact

System Compromise: Remote attackers can gain control of vulnerable systems.

Recommended Actions

Currently we are not aware any vendor provided patch to address this issue.

Loading ...

Coverage

IPS (Regular DB) 

IPS (Extended DB) 

Version Updates

Date Version Status Detail

2020-04-17 15.821 Modified Sig Added

2020-04-15 15.818 Modified Default_action:pass:drop

2020-04-13 15.815 New
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https://www.lsablog.com/networksec/penetration/seeyon-oa-file-upload-vulnerability-

analysis/
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