
Vulnerability Description

①Possibility of device hang (CVE-2017-9765)
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②Possibility of Mass Message Transmission Between Devices (CVE-2024-

2169)

③ Possibility of device configuration information being read (CVE-2024-

51977)

④Possibility of device hang-up (CVE-2024-51979)

⑤Possibility of port scanning (CVE-2024-51980)

⑥Possibility of server-side request forgery attacks (CVE-2024-51981)

⑦Possibility of device reboot (CVE-2024-51982)

⑧Possibility of device reboot (CVE-2024-51983)
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⑨Possibility of pass-back attack (CVE-2024-51984)

Affected Models
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Countermeasure

Workaround

Related Information

5/7/26, 7:22 AM Notice on Vulnerabilities in FUJIFILM Multifunction Devices and Printers | FUJIFILM Business Innovation

https://www.fujifilm.com/fb/en/news/10321e 6/7

https://www.cve.org/CVERecord?id=CVE-2017-9765
https://www.cve.org/CVERecord?id=CVE-2024-2169
https://www.cve.org/CVERecord?id=CVE-2024-51977
https://www.cve.org/CVERecord?id=CVE-2024-51979
https://www.cve.org/CVERecord?id=CVE-2024-51980
https://www.cve.org/CVERecord?id=CVE-2024-51981
https://www.cve.org/CVERecord?id=CVE-2024-51982
https://www.cve.org/CVERecord?id=CVE-2024-51983
https://www.cve.org/CVERecord?id=CVE-2024-51984
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy


Contact

5/7/26, 7:22 AM Notice on Vulnerabilities in FUJIFILM Multifunction Devices and Printers | FUJIFILM Business Innovation

https://www.fujifilm.com/fb/en/news/10321e 7/7

https://support-fb.fujifilm.com/
https://www.fujifilm.com/fb/en/news
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy
https://www.fujifilm.com/fb/common/privacy_policy

