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Security Bulletin: IBM® Db2® is vulnerable to a denial of service with a
specially crafted query involving multiple subqueries (CVE-2026-1577)

Security Bulletin

Summary
IBM® Db2® is vulnerable to a denial of service with a specially crafted query involving multiple subqueries.
Vulnerability Details

CVEID: CVE-2026-1577 (https://www.cve.org/CVERecord?id=CVE-2026-1577)
DESCRIPTION: IBM Db2 for Linux, UNIX and Windows (includes Db2 Connect Server) could allow
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level of the appropriate release to remediate this vulnerability.

Release

Fixed in
mod pack

APAR

Download URL

V11.5

TBD

DT460939

(https://ww
w.ibm.com/
mysupport/
s/defect/aCl
gJ0000009
d3l/dt46093
9)

Special Build #79671 or later for V11.5.9 available at this link:

https://www.ibm.com/support/pages/node/7087189
(https://www.ibm.com/support/pages/node/7087189)

V12.1

TBD

DT460939
(https://ww
w.ibm.com/

mysupport/

s/defect/aCl
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(https://www.ibm.com/support/pages/published-security-vulnerabilities-db2-linux-unix-and-windows-including-special-build-information)

Acknowledgement

Change History

15 Apr 2026: Initial Publication

*The CVSS Environment Score is customer environment specific and will ultimately impact the Overall CVSS

Score. Customers can evaluate the impact of this vulnerability in their environments by accessing the links in the

Reference section of this Security Bulletin.

Disclaimer

According to the Forum of Incident Response and Security Teams (FIRST), the Common Vulnerability Scoring
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