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Security Bulletin: IBM i is affected by a privilege escalation vulnerability
in Web Administration GUI [CVE-2026-2311]

Security Bulletin

Summary

Web Administration GUI for IBM i is vulnerable to privilege escalation caused by an invalid authorization check
as described in the vulnerability details section.

Vulnerability Details

CVEID: CVE-2026-2311 (https://www.cve.org/CVERecord?id=CVE-2026-2311)

DESCRIPTION: IBMiis vulnerable to privilege escalation caused by an invalid IBM i Web Administration GUI
authorization check. A malicious actor could cause user-controlled code to run with administrator privilege.
CWE: CWE-284: Improper Access Control (https://cwe.mitre.org/data/definitions/284.htmi)

CVSS Source: IBM

CVSS Base score: 6.4

CVSS Vector: (CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H)

Affected Products and Versions

Affected Affected Product Version(s) Affected Product Feature(s) or
Product(s) License Program Product(s)

IBM i 7.6 5770DG1

IBM i 7.5 5770DG1

IBM i 7.4 5770DG1

IBM i 7.3 5770DG1

IBM i 7.2 5770DG1
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I Release - ownioa INK(S
PTF Number(s)
7.2 $J08818 https://www.ibm.com/mysupport/s/fix-information?legacy=SJ08818
(https://www.ibm.com/mysupport/s/fix-information?legacy=SJ08818)

IBM recommends users running unsupported versions of affected products upgrade to a supported and fixed
version of affected products.

Workarounds and Mitigations

None

Get Notified about Future Security Bulletins

@ Subscribe to My Notifications (https://www.ibm.com/support/pages/node/718119) to be notified of important product

support alerts like this.

References

Complete CVSS v3 Guide (7
On-line Calculator v3 7

Related Information

IBM Secure Engineering Web Portal (http://www.ibm.com/security/secure-engineering/bulletins. htmi)

IBM Product Security Incident Response Blog (http:/www.ibm.com/blogs/psirt)

Acknowledgement

Change History
15 Apr 2026: Initial Publication

*The CVSS Environment Score is customer environment specific and will ultimately impact the Overall CVSS
Score. Customers can evaluate the impact of this vulnerability in their environments by accessing the links in the
Reference section of this Security Bulletin.
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proauct has been used By IBM since that aate, nor that IBV was aware of a vu|nera5|||ty as Of that date. We are

making clients aware of relevant vulnerabilities as we become aware of them. "Affected Products and Versions"

referenced in IBM Security Bulletins are intended to be only products and versions that are supported by IBM

and have not passed their end-of-support or warranty date. Thus, failure to reference unsupported or extended-

support products and versions in this Security Bulletin does not constitute a determination by IBM that they are

unaffected by the vulnerability. Reference to one or more unsupported versions in this Security Bulletin shall not

create an obligation for IBM to provide fixes for any unsupported or extended-support products or versions.

Cross-reference information

Product Component Platform Version

IBM i

IBM i 7.2 Preventative Service Planning

IBM i 7.3 Preventative Service Planning

IBM i 7.4 Preventative Service Planning

IBM i 7.5 Preventative Service Planning

IBM i 7.6 Preventative Service Planning

IBM i 7.6.0,7.5.0,7.4.0,7.3.0,7.2.0

IBM i 7.2.0
IBM i 7.3.0
IBM i 7.4.0
IBM i 7.5.0
IBM i 7.6.0

Document Information

More support for:

IBM i (https://www.ibm.com/mysupport/s/topic/0TO50000000QW2ZGAW)
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