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HTML injection in PHP Point Of
Sale

Posted date 21/04/2026

INCIBE-2026-294

3 - Medium

Affected Resources

PHP Point Of Sale, version 19.4.

Description

INCIBE has coordinated the publication of a medium-severity vulnerability affecting PHP

Point Of Sale, a sales software. The vulnerability was discovered by Gonzalo Aguilar

García (6h4ack).

This vulnerability has been assigned the following code, CVSS v4.0 base score, CVSS

vector and CWE vulnerability type:

CVE-2025-41011: CVSS v4.0: 5.1 | CVSS

AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/SC:N/SI:L/SA:N | CWE-79

Solution

There is no solution reported at this time.

Detail

CVE-2025-41011: HTML injection vulnerability in PHP Point of Sale v19.4. This

vulnerability allows an attacker to render HTML in the victim's browser due to a lack of

proper validation of user input by sending a request to

'/reports/generate/specific_customer', ussing 'start_date_formatted' y

'end_date_formatted' parameters.
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0day CNA Injection PHP +

Identificador CVE Severidad Explotación Fabricante

CVE-2025-41011 Media No PHP POINT OF SALE

Nota: El valor de explotación de cada vulnerabilidad corresponde al momento de

publicación de este aviso. Dicho valor puede haber cambiado en el transcurso del

tiempo.
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