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Multiple vulnerabilities in
Teampass

Posted date 31/03/2026
Identificador: INCIBE-2026-244

Importance 5 - Critical
[ N R . E——

Affected Resources
Teampass, versions prior to 3.1.5.16.

Description

£

INCIBE has coordinated the publication of 2 critical vulnerabilities affecting Teampass, a

password manager. The vulnerabilities were discovered by Julen Garrido Estévez (B3xal).

These vulnerabilities have been assigned the following codes, CVSS v4.0 base score, CVSS

vector, and CWE vulnerability type for each vulnerability:
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endpoint 'redacted/index.php?page=items'. The application fails to properly sanitize
and encode user-input data during the import process, allowing malicious JavaScript
payloads to be persistently stored in the database. When other users view the
imported passwords, the payload is automatically executed in their browsers,
resulting in a stored XSS condition at the endpoint 'redacted/index.php?page=items'.
Exploiting this vulnerability allows an attacker to execute arbitrary JavaScript code in
the context of multiple users and the administrator, which can lead to session

hijacking, credential theft, privilege abuse, and compromise of application integrity.

CVE-2026-3106 Critica TEAMPASS

CVE-2026-3107 Critica No TEAMPASS

Nota: El valor de explotacion de cada vulnerabilidad corresponde al momento de
publicacion de este aviso. Dicho valor puede haber cambiado en el transcurso del
tiempo.

References list
» Pagina web de Teampass ™

Update | | CNA | | Vulnerability | | XSS

£ Jin BOCN I © =

We use a selection of our own and third-party cookies on the pages of this website: Essential cookies, which are
required in order to use the website; functional cookies, which provide better easy of use when using the website;
performance cookies, which we use to generate aggregated data on website use and statistics; and marketing cookies,
which are used to display relevant content and advertising. If you choose "ACCEPT ALL", you consent to the use of all
cookies. You can accept and reject individual cookie types and revoke your consent for the future at any time at
"Settings".

https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass

2/2


https://www.incibe.es/en/incibe-cert/tags/update
https://www.incibe.es/en/incibe-cert/tags/cna
https://www.incibe.es/en/incibe-cert/tags/vulnerability
https://www.incibe.es/incibe-cert/tags/xss
https://www.facebook.com/share.php?u=https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass&title=Multiple%20vulnerabilities%20in%20Teampass
https://www.linkedin.com/shareArticle?mini=true&url=https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass&title=Multiple%20vulnerabilities%20in%20Teampass&source=https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass
https://twitter.com/intent/tweet?url=https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass&url=https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass&hashtags=Hashtag
https://www.pinterest.com/pin/create/button/?url=https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass&description=Multiple%20vulnerabilities%20in%20Teampass
https://wa.me/?text=https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass
mailto:?subject=Multiple%20vulnerabilities%20in%20Teampass&body=Check%20out%20this%20site%20https://www.incibe.es/en/incibe-cert/notices/aviso/multiple-vulnerabilities-teampass
https://www.incibe.es/incibe-cert/alerta-temprana/vulnerabilidades/CVE-2026-3106
https://www.incibe.es/incibe-cert/alerta-temprana/vulnerabilidades/CVE-2026-3107
https://teampass.net/
https://teampass.net/

