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Reflected Cross-Site Scripting
(XSS) on Anon Proxy Server

Posted date 01/12/2025
Identificador: INCIBE-2026-247
Importance 3 - Medium

Affected Resources
Anon Proxy Server v0.104.

Description
INCIBE has coordinated the disclosure of three medium-severity vulnerabilities affecting
Anon Proxy Server, a fast proxy server with HTTP, HTTPS, and SOCKS caching. The

vulnerabilities were discovered by Rafael Pedrero.

These vulnerabilities have been assigned the following codes, CVSS v4.0 base score, CVSS

vectors, and CWE vulnerability type:
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CVE-2025-41355 Media ANON PROXY SERVER
CVE-2025-41356 Media No ANON PROXY SERVER
CVE-2025-41357 Media No ANON PROXY SERVER

Nota: El valor de explotacion de cada vulnerabilidad corresponde al momento de
publicacion de este aviso. Dicho valor puede haber cambiado en el transcurso del
tiempo.

References list
« Anon Proxy Server Code | SourceForge ™
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