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SQL inyection in Umami
Software application

Posted date 31/03/2026
Identificador: INCIBE-2026-246

Importance 5 - Critical
[ N R . E——

Affected Resources
Umami Software application, version 3.0.2.

Description
INCIBE has coordinated the publication of a critical severity vulnerability affecting Umami

Software application, a analytics platform. The vulnerability was discovered by Hector
Ruiz Ruiz & NaxusAl.

This vulnerability has been assigned the following code, CVSS v4.0 base score, CVSS
vector and CWE vulnerability type:
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successful explotation of this vulnerability could allow an authenticated attacker to

compromiso the data of the database and execute dangerous functions.

CVE-2026-4317 Critica UMAMI SOFTWARE

Nota: El valor de explotacién de cada vulnerabilidad corresponde al momento de
publicacién de este aviso. Dicho valor puede haber cambiado en el transcurso del
tiempo.
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