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OpenSSL 3.0.0 to 3.0.6 decodes
some punycode email addresses in
X.509 certificates improperly
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Overview

Two buffer overflow vulnerabilities were discovered in OpenSSL
versions 3.0.0 through 3.0.6. These vulnerabilities were introduced in
version 3.0.0 with the inclusion of support for punycode email address
parsing for X.509 certificates. OpenSSL's assessment of the severity of
the vulnerabilities has reduced from CRITICAL to HIGH, and OpenSSL
3.0.7 addresses the issues.

Description

Two buffer overflows have been reported in the OpenSSL 3.0.x branch
prior to version 3.0.7 that, when exploited, may lead to denial of
services or, in some cases, remote code execution in the vulnerable
target environment. OpenSSL client and server implementations that
use the vulnerable libraries are affected. The server implementation
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also requires that TLS client authentication is enabled in order to

attack, and potentially exploit, a vulnerable target. OpenSSL provides
details:

* Fixed two buffer overflows in punycode decoding funct

A buffer overrun can be triggered in X.509 certific:
specifically in name constraint checking. Note that
certificate chain signature verification and require
have signed the malicious certificate or for the apj
certificate verification despite failure to construc
issuer.

In a TLS client, this can be triggered by connecting
server. In a TLS server, this can be triggered if 1
client authentication and a malicious client connect

An attacker can craft a malicious email address to ¢
an arbitrary number of bytes containing the . chi
on the stack. This buffer overflow could result in
denial of service).

([CVE-2022-3786])

An attacker can craft a malicious email address to ¢
attacker-controlled bytes on the stack. This buffel
result in a crash (causing a denial of service) or |
execution depending on stack layout for any given p.
([CVE-2022-3602])

OpenSSL versions 1.1.1 and 1.0.2 are not affected.

CERT/CC is unaware of any exploitation of this vulnerability at this
time.

Impact

Successful exploitation could lead to denial of service or remote
execution of arbitrary code in the target environment.
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Solution

Any services depending on versions of OpenSSL 3.0.x prior to
OpenSSL 3.0.7 should be upgraded to version 3.0.7 or later. Operators
may also consider temporarily disabling TLS client authentication until
applying an update.
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