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Oracle Critical Patch Update
Advisory - April 2026

Description

A Critical Patch Update is a collection of patches for multiple security vulnerabilities. These
patches address vulnerabilities in Oracle code and in third party components included in Oracle
products. These patches are usually cumulative, but each advisory describes only the security
patches added since the previous Critical Patch Update Advisory. Thus, prior Critical Patch
Update advisories should be reviewed for information regarding earlier published security
patches. Refer to “Critical Patch Updates, Security Alerts and Bulletins” for information about
Oracle Security advisories.

Oracle continues to periodically receive reports of attempts to maliciously exploit
vulnerabilities for which Oracle has already released security patches. In some instances,
it has been reported that attackers have been successful because targeted customers had
failed to apply available Oracle patches. Oracle therefore strongly recommends that
customers remain on actively-supported versions and apply Critical Patch Update
security patches without delay.

This Critical Patch Update contains 481 new security patches across the product families listed
below. Please note that an MOS note summarizing the content of this Critical Patch Update and
other Oracle Software Security Assurance activities is located at April 2026 Critical Patch
Update: Executive Summary and Analysis.

Please note that since the release of the January 2026 Critical Patch Update, Oracle has
released a Security Alert for Oracle Identity Manager and Oracle Web Services Manager,
CVE-2026-21992 (March 20, 2026). Customers are strongly advised to apply the April 2026
Critical Patch Update for Fusion Middleware products, which includes patches for this
Alert as well as additional patches.

Affected Products and Patch Information

Security vulnerabilities addressed by this Critical Patch Update affect the products listed below.

Please click on the links in the Patch Availability Document column below to access the
documentation for patch availability information and installation instructions.
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Affected Products and Versions Patch Availability Document
JD Edwards EnterpriseOne Tools, versions 9.2.0.0-9.2.26.1 JD Edwards
Management Cloud Engine, version 25.2.0.0.0 Management Cloud Engine

MySQL Cluster, versions 8.0.0-8.0.44, 8.4.0-8.4.7, 9.0.0-9.5.0 MySQL

MySQL Connectors, versions 9.0.0-9.6.0 MySQL
MySQL Enterprise Backup, versions 8.0.0-8.0.45, 8.4.0-8.4.8, MySOL
9.0.0-9.6.0 Y

MySQL Server, versions 8.0.0-8.0.45, 8.4.0-8.4.8, 9.0.0-9.6.0 MySQL
MySQL Shell, versions 8.0.0-8.0.45, 8.4.0-8.4.8, 9.0.0-9.6.0 MySQL
MySQL Workbench, versions 8.0.0-8.0.46 MySQL

Oracle Access Manager, version 14.1.2.0.0 Fusion Middleware

Oracle Adapter for Eclipse RDF4], versions 3.12.0, 21.1.8, 24.1.0 | Database

Oracle Agile Product Lifecycle Management for Process,

version 6.2.4 Oracle Supply Chain Products

Oracle Application Development Framework (ADF), versions

12.21.4.0,141.2.0.0 Fusion Middleware

Oracle Application Express, versions 23.2.20, 23.2.21, 24115,

24116, 24.213, 24.215 Database

Oracle Application Testing Suite, version 13.3.0.1 Oracle Enterprise Manager
Oracle Autonomous Health Framework, versions 25.11-26.1 Oracle Autonomous Health Framew:
Oracle AutoVue, version 21.1.0 Oracle Supply Chain Products
Oracle Banking Branch, versions 14.5.0.0.0-14.8.0.0.0 Contact Support

Oracle Banking Cash Management, version 14.8.2.0.0 Contact Support

Oracle Banking Collections and Recovery, versions 14.6.0.0.0- Contact Support

14.8.0.0.0

?Afr-aS%e-OE?gnking Corporate Lending, versions 14.5.0.0.0- Contact Support

Oracle Banking Credit Facilities Process Management, versions Contact Support
14.5.0.0.0-14.8.0.0.0

1O4r-a8?-c-z-)-l?é)anking Liquidity Management, versions 14.8.0.0.0, Contact Support

Oracle Banking Origination, versions 14.5.0.0.0-14.8.0.0.0 Contact Support

Oracle Banking Payments, versions 14.5.0.0.0-14.8.0.0.0 Contact Support
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Affected Products and Versions

Patch Availability Document

Oracle Banking Supply Chain Finance, versions 14.5.0.0.0-

14.8.0.0.0 Contact Support
Oracle Banking Trade Finance, versions 14.5.0.0.0-14.8.0.0.0 Contact Support
Oracle Banking Trade Finance Process Management, versions Contact Subport
14.5.0.0.0-14.8.0.0.0 PP

Oracle Banking Virtual Account Management, versions Contact Support

14.5.0.0.0-14.8.0.0.0

Oracle Bl Publisher, versions 7.6.0.0.0, 8.2.0.0.0

Oracle Analytics

Oracle Blockchain Platform, version 24.1.3

Oracle Blockchain Platform

Oracle Business Activity Monitoring, version 12.2.1.4.0

Fusion Middleware

Oracle Business Intelligence Enterprise Edition, versions
7.6.0.0.0, 8.2.0.0.0

Oracle Analytics

Oracle Business Process Management Suite, versions 12.2.1.4.0,
141.2.0.0

Fusion Middleware

Oracle Commerce Guided Search, version 11.4.0

Oracle Commerce

Oracle Communications Billing and Revenue Management,
versions 15.0.0.0.0-15.0.1.0.0, 15.1.0.0.0-15.2.0.0.0

Oracle Communications Billing and
Revenue Management

Oracle Communications BRM - Elastic Charging Engine,
versions 15.0.0.0-15.0.1.0, 15.1.0.0-15.2.0.0

Oracle Communications BRM - Elast
Charging Engine

Oracle Communications Cloud Native Core Binding Support
Function, version 25.1.200

Oracle Communications Cloud Nativ
Core Binding Support Function

Oracle Communications Cloud Native Core Certificate
Management, version 25.1.201

Oracle Communications Cloud Nativ
Core Certificate Management

Oracle Communications Cloud Native Core Console, version
251.201

Oracle Communications Cloud Nativ
Core Console

Oracle Communications Cloud Native Core DBTier, versions
25.1.200, 25.2100

Oracle Communications Cloud Nativ
Core DBTier

Oracle Communications Cloud Native Core Network Exposure
Function, versions 24.2.1, 24.2.4

Oracle Communications Cloud Nativ
Core Network Exposure Function

Oracle Communications Cloud Native Core Network Function
Cloud Native Environment, versions 25.1.200, 25.2.200

Oracle Communications Cloud Nativ
Core Network Function Cloud Native
Environment

Oracle Communications Cloud Native Core Network Repository
Function, version 251.204

Oracle Communications Cloud Nativ
Core Network Repository Function

Oracle Communications Cloud Native Core Network Slice
Selection Function, versions 251100, 25.1.200

Oracle Communications Cloud Nativ
Core Network Slice Selection Functic

Oracle Communications Cloud Native Core Policy, versions
25.1.200, 25.1.201, 251.202

Oracle Communications Cloud Nativ
Core Policy
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https://support.oracle.com/
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Affected Products and Versions

Patch Availability Document

Oracle Communications Cloud Native Core Security Edge
Protection Proxy, versions 25.1.200, 25.1.201, 25.2.100

Oracle Communications Cloud Nativ
Core Security Edge Protection Proxy

Oracle Communications Cloud Native Core Service
Communication Proxy, versions 25.1.100, 25.1.200, 25.1.202,
25.2100

Oracle Communications Cloud Nativ
Core Service Communication Proxy

Oracle Communications Cloud Native Core Unified Data
Repository, versions 25.1.100, 25.1.200

Oracle Communications Cloud Nativ
Core Unified Data Repository

Oracle Communications Convergence, version 3.0.3.4.0

Oracle Communications Convergenc

Oracle Communications EAGLE, version 47.0

Oracle Communications EAGLE
(Software)

Oracle Communications EAGLE Application Processor, versions
17.0-171

Oracle Communications EAGLE
Application Processor

Oracle Communications EAGLE Element Management System,
version 47.0.0.1.0

Oracle Communications EAGLE
Element Management System

Oracle Communications EAGLE LNP Application Processor,
version 11.0

Oracle Communications EAGLE LNP
Application Processor

Oracle Communications Element Manager, versions 9.0.0-9.0.4

Oracle Communications Element
Manager

Oracle Communications Instant Messaging Server, version
10.0.1.8.0

Oracle Communications Instant
Messaging Server

Oracle Communications LSMS, version 14.0

Oracle Communications LSMS

Oracle Communications Messaging Server, version 8.1.0.0.0

Oracle Communications Messaging
Server

Oracle Communications Network Integrity, versions 7.3.6, 7.4.0,
7.5.0,8.0.0

Oracle Communications Network
Integrity

Oracle Communications Offline Mediation Controller, versions
15.0.0.0.0-15.01.0.0, 15.1.0.0.0-15.2.0.0.0

Oracle Communications Offline
Mediation Controller

Oracle Communications Operations Monitor, versions 5.2, 6.0,
61

Oracle Communications Operations
Monitor

Oracle Communications Order and Service Management,
versions 7.5.0, 8.0.0

Oracle Communications Order and
Service Management

Oracle Communications Performance Intelligence Center,
versions 10.5.0.0-10.5.0.2

Oracle Communications Performanc
Intelligence Center

Oracle Communications Policy Management, versions
15.0.0.0.0, 15.0.0.1.0

Oracle Communications Policy
Management

Oracle Communications Service Catalog and Design, versions
8.0.0.6.0,81.0.5.0,8.2.0.2.0

Oracle Communications Service Cat
and Design
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https://support.oracle.com/support/?documentId=CPU101
https://support.oracle.com/support/?documentId=CPU101
https://support.oracle.com/support/?documentId=CPU111
https://support.oracle.com/support/?documentId=CPU111
https://support.oracle.com/support/?documentId=CPU115
https://support.oracle.com/support/?documentId=CPU115
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https://support.oracle.com/support/?documentId=CPU106
https://support.oracle.com/support/?documentId=CPU100
https://support.oracle.com/support/?documentId=CPU100
https://support.oracle.com/support/?documentId=CPU118
https://support.oracle.com/support/?documentId=CPU118
https://support.oracle.com/support/?documentId=CPU98
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https://support.oracle.com/support/?documentId=CPU61
https://support.oracle.com/support/?documentId=CPU113
https://support.oracle.com/support/?documentId=CPU113
https://support.oracle.com/support/?documentId=CPU105
https://support.oracle.com/support/?documentId=CPU105
https://support.oracle.com/support/?documentId=CPU60
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Affected Products and Versions

Patch Availability Document

Oracle Communications Session Border Controller, versions
9.3.0,10.0.0, 10.1.0

Oracle Communications Session Bot
Controller

Oracle Communications Session Report Manager, versions
9.0.0-9.0.4

Oracle Communications Session Reg
Manager

Oracle Communications Unified Assurance, versions 6.1.1-7.0.0

Oracle Communications Unified
Assurance

Oracle Communications Unified Inventory Management,
versions 7.5.0-7.5.1, 7.6.0-7.8.0, 8.0.0

Oracle Communications Unified
Inventory Management

Oracle Configuration Manager, versions 13.5, 24.1

Oracle Enterprise Manager

Oracle Data Integrator, versions 12.2.1.4.0, 14.1.2.0.0

Fusion Middleware

Oracle Database Server, versions 121.0.2.0, 12.2.0.1.0, 19.3-19.30,
21.3-21.21, 23.4.0-23.26.1

Database

Oracle Documaker, versions 12.7.2-13.0.2

Contact Support

Oracle E-Business Suite, versions 12.2.3-12.2.15, 15.0

Oracle E-Business Suite

Oracle Enterprise Communications Broker, versions 4.2.0, 5.0.0

Oracle Enterprise Communications
Broker

Oracle Enterprise Manager Base Platform, versions 13.5, 24.1

Oracle Enterprise Manager

Oracle Enterprise Manager for Fusion Middleware, versions
13.5, 241

Oracle Enterprise Manager

Oracle Enterprise Operations Monitor, version 6.1.0.0.0

Oracle Enterprise Operations Monitc

Oracle Essbase, version 21.81.0.0

Database

Oracle Financial Services Analytical Applications Infrastructure,
versions 8.0.7.9, 8.0.8.7,8.1.2.5

Oracle Financial Services Analytical
Applications Infrastructure

Oracle Financial Services Behavior Detection Platform, versions
8.0.81,81.210,81.21

Oracle Financial Services Behavior
Detection Platform

Oracle Financial Services Compliance Studio, version 81.2.9

Oracle Financial Services Complianc
Studio

Oracle Financial Services Customer Screening, version 81.2.8.0

Oracle Financial Services Customer
Screening

Oracle Financial Services Enterprise Case Management,
versions 8.0.8.2, 81.2.10, 81.2.11

Oracle Financial Services Enterprise
Case Management

Oracle Financial Services Lending and Leasing, versions
14.8.0.0.0, 14.10.0.0.0-1412.0.0.0

Contact Support

Oracle Financial Services Model Management and Governance,
version 8.1.2.7

Oracle Financial Services Model
Management and Governance

Oracle Financial Services Regulatory Reporting, versions
8.1.210, 81.21

Oracle Financial Services Regulatory
Reporting
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https://support.oracle.com/support/?documentId=CPU87
https://support.oracle.com/support/?documentId=CPU87
https://support.oracle.com/support/?documentId=CPU116
https://support.oracle.com/support/?documentId=CPU116
https://support.oracle.com/support/?documentId=CPU62
https://support.oracle.com/support/?documentId=CPU62
https://support.oracle.com/support/?documentId=CPU67
https://support.oracle.com/support/?documentId=CPU67
https://support.oracle.com/support/?documentId=CPU59
https://support.oracle.com/support/?documentId=KA1574
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https://support.oracle.com/
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https://support.oracle.com/support/?documentId=CPU110
https://support.oracle.com/support/?documentId=CPU58
https://support.oracle.com/support/?documentId=CPU144
https://support.oracle.com/support/?documentId=CPU144
https://support.oracle.com/support/?documentId=CPU123
https://support.oracle.com/support/?documentId=CPU123
https://support.oracle.com/support/?documentId=CPU71
https://support.oracle.com/support/?documentId=CPU71
https://support.oracle.com/support/?documentId=CPU92
https://support.oracle.com/support/?documentId=CPU92
https://support.oracle.com/support/?documentId=CPU86
https://support.oracle.com/support/?documentId=CPU86
https://support.oracle.com/
https://support.oracle.com/support/?documentId=CPU70
https://support.oracle.com/support/?documentId=CPU70
https://support.oracle.com/support/?documentId=CPU91
https://support.oracle.com/support/?documentId=CPU91
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Affected Products and Versions

Patch Availability Document

Oracle Financial Services Trade-Based Anti Money Laundering
Enterprise Edition, version 8.0.8

Oracle Financial Services Trade-Base
Anti Money Laundering Enterprise
Edition

Oracle Financial Services Transaction Filtering, version 8.1.2.8.0

Oracle Financial Services Transactiol
Filtering

Oracle FLEXCUBE Enterprise Limits and Collateral
Management, versions 14.5.0.0.0-14.8.0.0.0

Contact Support

Oracle Fusion Middleware, versions 12.21.4.0, 141.2.0.0

Fusion Middleware

Oracle Global Lifecycle Management OPatchAuto, versions

12.2.0116-12.2.01.49 Database
Oracle GoldenGate, versions 23.4-23.26.1 Database
Oracle GoldenGate Big Data and Application Adapters, versions Database
19..0.0.0-191.0.0.21, 21.3-21.21, 23.4-23.10

Oracle GoldenGate Stream Analytics, versions 19.1.0.0.0- Database
191.0.014

Oracle GraalVM Enterprise Edition, version 21.3.17 Java SE
Oracle GraalVM for JDK, versions 17.0.18, 21.0.10 Java SE
Oracle Graph Server and Client, versions 24.4.5, 25.4.1, 26.1.0 Database

Oracle Hospitality Cruise Shipboard Property Management
(SPMS), versions 23.1.5-23.3.0

Oracle Hospitality Cruise Shipboard
Property Management (SPMS)

Oracle HTTP Server, versions 12.2.1.4.0, 141.2.0.0

Fusion Middleware

Oracle Hyperion Infrastructure Technology, version 11.2.24.0.0

Oracle Enterprise Performance
Management

Oracle Identity Manager, versions 12.21.4.0, 141.2.0.0, 141.21.0

Fusion Middleware

Oracle Identity Manager Connector, version 12.2.1.4.0

Fusion Middleware

Oracle Insurance Policy Administration J2EE, versions 11.3.1.0,
11.3.2.0,12.0.5.0, 121.1.0

Oracle Insurance Applications

Oracle Insurance Policy Administration Operational Data Store
for Life and Annuity, version 1.0.21

Contact Support

Oracle Java SE, versions 8u481, 8u481-b50, 8u481-perf, 11.0.30,
17.018, 21.0.10, 25.01, 25.0.2, 26

Java SE

Oracle Life Sciences Empirica Signal, versions 9.21-9.2.3

Oracle Life Science

Oracle Life Sciences InForm, versions 7.0.1.0, 7.0.11

Oracle Life Science

Oracle Managed File Transfer, versions 12.2.1.4.0, 141.2.0.0

Fusion Middleware

Oracle Middleware Common Libraries and Tools, versions
12.21.4.0,141.2.0.0

Fusion Middleware
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https://support.oracle.com/support/?documentId=CPU124
https://support.oracle.com/support/?documentId=CPU124
https://support.oracle.com/support/?documentId=CPU124
https://support.oracle.com/support/?documentId=CPU93
https://support.oracle.com/support/?documentId=CPU93
https://support.oracle.com/
https://support.oracle.com/support/?documentId=KA1574
https://support.oracle.com/support/?documentId=CPU58
https://support.oracle.com/support/?documentId=CPU58
https://support.oracle.com/support/?documentId=CPU58
https://support.oracle.com/support/?documentId=CPU58
https://support.oracle.com/support/?documentId=CPU94
https://support.oracle.com/support/?documentId=CPU94
https://support.oracle.com/support/?documentId=CPU58
https://support.oracle.com/support/?documentId=CPU122
https://support.oracle.com/support/?documentId=CPU122
https://support.oracle.com/support/?documentId=KA1574
https://support.oracle.com/support/?documentId=KA812
https://support.oracle.com/support/?documentId=KA812
https://support.oracle.com/support/?documentId=KA1574
https://support.oracle.com/support/?documentId=KA1574
https://support.oracle.com/support/?documentId=CPU131
https://support.oracle.com/
https://support.oracle.com/support/?documentId=CPU94
https://support.oracle.com/support/?documentId=CPU132
https://support.oracle.com/support/?documentId=CPU132
https://support.oracle.com/support/?documentId=KA1574
https://support.oracle.com/support/?documentId=KA1574
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Affected Products and Versions Patch Availability Document
Oracle NoSQL Database, versions 1.6.5, 1.7.0 Database

Oracle Outside In Technology, version 8.5.8 Fusion Middleware

Oracle Product Lifecycle Analytics, version 3.6.1 Oracle Supply Chain Products
Oracle REST Data Services, versions 24.2.0, 24.2.1, 24.3.0, 24.31], Database
24.4.0,2511,25.2.0,25.21,25.2.2,25.2.3, 25.3.0, 25.31, 25.4.0

Oracle Retail Assortment Planning, versions 15.0, 16.0 Retail Applications

Oracle Retail Bulk Data Integration, versions 16.0.3, 19.0.1 Retail Applications

Oracle Retail EFTLink, versions 21.0.0-25.0.0 Retail Applications

Oracle Retail Extract Tranform and Load, version 13.0.5 Retail Applications

Oracle Retail Financial Integration, versions 16.0.3, 19.0.1 Retail Applications

Oracle Retail Fiscal Management, version 14.2 Retail Applications

Oracle Retail Integration Bus, versions 16.0.3, 19.0.1 Retail Applications

Oracle Retail Merchandise Financial Planning, versions 15.0, ) ..
Retail Applications

16.0

Oracle Retail Merchandising System, versions 16.0.3, 19.0.1 Retail Applications
Oracle Retail Predictive Application Server, version 16.0.3 Retail Applications
Oracle Retail Price Management, version 16.0.3 Retail Applications
Oracle Retail Service Backbone, versions 16.0.3, 19.0.1 Retail Applications
Oracle Retail Warehouse Management System, version 16.0 Retail Applications
Oracle Retail Xstore Point of Service, versions 21.0.5, 22.0.3 Retail Applications
Oracle Security Service, versions 12.1.3.0.0, 12.2.1.4.0 Fusion Middleware
Oracle SOA Suite, versions 12.21.4.0, 141.2.0.0 Fusion Middleware
Oracle Solaris, version 11.4 Systems

Oracle TimesTen In-Memory Database, versions 18.1.4, 22.1.1 Database

Oracle Tuxedo, versions 22.1.0, 2211 Fusion Middleware

Oracle Utilities Application Framework, versions 4.3.0.5.0-
4.3.0.6.0, 4.4.0.0.0-4.4.0.4.0, 4.5.0.0.0-4.5.0.2.0, 25.4, 2510, Oracle Utilities Applications
26.4

Oracle Utilities Live Energy Connect, versions 7.1.0.0.45,

2512.0.0.0 Oracle Utilities Applications

Oracle Utilities Network Management System, versions
2.4.01.31,2.5.01.16, 2.5.0.210, 2.6.01.10, 2.6.0.2.5, 2.6.0.2.6

Oracle Utilities Testing Accelerator, versions 7.0.0.0.7, 7.0.0.1.5,
25.4.0.0.2

Oracle Utilities Applications

Oracle Utilities Applications
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Affected Products and Versions Patch Availability Document
Oracle VM VirtualBox, version 7.2.6 Virtualization
Oracle Web Services Manager, versions 12.2.1.4.0, 14.1.2.0.0 Fusion Middleware
Oracle WebCenter Forms Recognition, version 14.1.1.0.0 Fusion Middleware
Oracle WebCenter Sites, versions 12.21.4.0, 141.2.0.0 Fusion Middleware
Oracle WebLogic Server, versions 12.2.1.4.0, 141.1.0.0, 14.1.2.0.0, . )

Fusion Middleware
151.1.0.0
PeopIeSoft Enterprise CC Common Application Objects, PeopleSoft
version 9.2
PeopleSoft Enterprise CS Student Records, version 9.2 PeopleSoft
PeopleSoft Enterprise FIN Contracts, version 9.2 PeopleSoft
PeopleSoft Enterprise FIN Maintenance Management, version PeopleSoft
9.2
PeopleSoft Enterprise FIN Project Costing, version 9.2 PeopleSoft

PeopleSoft Enterprise HCM Absence Management, version 9.2 | PeopleSoft

PeopleSoft Enterprise HCM Human Resources, version 9.2 PeopleSoft

PeopleSoft Enterprise HCM Shared Components, version 9.2 PeopleSoft

PeopleSoft Enterprise PeopleTools, versions 8.61-8.62 PeopleSoft

PeopleSoft Enterprise SCM Purchasing, version 9.2 PeopleSoft

Primavera P6 Enterprise Project Portfolio Management,

versions 2112.0.0-2112.21.6, 2212.0.0-2212.211, 2312.0.0- Oracle Construction and Engineerin

231218.0, 2412.0.0-241213.0, 25.12.0.0-2512.2.0 suite

Primavera Unifier, versions 2112.0-2112.17, 2212.0-22.12.15, Oracle Construction and Engineerin,
2312.0-231216, 2412.0-241213, 2512.0-2512.3 Suite

Siebel Applications, versions 17.0-26.2 Siebel

Sun ZFS Storage Appliance Kit, version 8.8 Systems

Risk Matrix Content

Risk matrices list only security vulnerabilities that are newly addressed by the patches
associated with this advisory. Risk matrices for previous security patches can be found in
previous Critical Patch Update advisories and Alerts. An English text version of the risk
matrices provided in this document is here.

Several vulnerabilities addressed in this Critical Patch Update affect multiple products. Each
vulnerability is identified by a CVE ID. A vulnerability that affects multiple products will appear
with the same CVE ID in all risk matrices.
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Security vulnerabilities are scored using CVSS version 3.1 (see Oracle CVSS Scoring for an
explanation of how Oracle applies CVSS version 3.1).

Oracle conducts an analysis of each security vulnerability addressed by a Critical Patch Update.
Oracle does not disclose detailed information about this security analysis to customers, but the
resulting Risk Matrix and associated documentation provide information about conditions
required to exploit the vulnerability and the potential impact of a successful exploit. Oracle
provides this information so that customers may conduct their own risk analysis based on the
particulars of their product usage. For more information, see Oracle vulnerability disclosure
policies.

Third party component vulnerabilities that are deemed not exploitable in the context of their
inclusion in an Oracle product are listed, with VEX justifications, below the respective Oracle
product's risk matrix.

The protocol in the risk matrix implies that all of its secure variants are affected as well. For
example, if HTTP is listed as an affected protocol, it implies that HTTPS is also affected. The
secure variant of a protocol is listed in the risk matrix only if it is the only variant affected.

Workarounds

Due to the threat posed by a successful attack, Oracle strongly recommends that
customers apply Critical Patch Update security patches as soon as possible. Until you apply
the Critical Patch Update patches, it may be possible to reduce the risk of successful attack by
blocking network protocols required by an attack. For attacks that require certain privileges or
access to certain packages, removing the privileges or the ability to access the packages from
users that do not need the privileges may help reduce the risk of successful attack. Both
approaches may break application functionality, so Oracle strongly recommends that
customers test changes on non-production systems. Neither approach should be considered a
long-term solution as neither corrects the underlying problem.

Skipped Critical Patch Updates

Oracle strongly recommends that customers apply security patches as soon as possible. For
customers that have skipped one or more Critical Patch Updates and are concerned about
products that do not have security patches announced in this Critical Patch Update, please
review previous Critical Patch Update advisories to determine appropriate actions.

Critical Patch Update Supported Products and Versions

Patches released through the Critical Patch Update program are provided only for product
versions that are covered under the Premier Support or Extended Support phases of the

https://www.oracle.com/security-alerts/cpuapr2026.html 9/93


https://www.oracle.com/security-alerts/cvssscoringsystem.html
https://www.oracle.com/us/support/assurance/disclosure-policies/index.html
https://www.oracle.com/us/support/assurance/disclosure-policies/index.html
https://www.oracle.com/security-alerts/cpufaq.html#vex
https://www.oracle.com/security-alerts

4/22/26, 6:31 AM Oracle Critical Patch Update Advisory - April 2026
Lifetime Support Policy. Oracle recommends that customers plan product upgrades to ensure
that patches released through the Critical Patch Update program are available for the versions
they are currently running.

Product releases that are not under Premier Support or Extended Support are not tested for
the presence of vulnerabilities addressed by this Critical Patch Update. However, it is likely that
earlier versions of affected releases are also affected by these vulnerabilities. As a result, Oracle
recommends that customers upgrade to supported versions.

Database, Fusion Middleware, and Oracle Enterprise Manager products are patched in
accordance with the Software Error Correction Support Policy that further supplements the
Lifetime Support Policy as explained in My Oracle Support Note KB65129. Please review the
Technical Support Policies for further guidelines regarding support policies and phases of
support.

Credit Statement

The following people or organizations reported security vulnerabilities addressed by this
Critical Patch Update to Oracle:

* 4raln: CVE-2026-34317, CVE-2026-34318, CVE-2026-34319

* Aaron Esau: CVE-2026-35248

* Aleksei Veremeev of a2.solutions: CVE-2026-34312

* Anton Fedorov: CVE-2026-22017, CVE-2026-34303

* Anwar Dawa: CVE-2026-35246

* Bartosz Michatowski: CVE-2026-35251

* Co-tang X: CVE-2026-22010, CVE-2026-34310

* Diego Palacios: CVE-2026-35247

* ehdgks0627: CVE-2026-35245

* fstmpr: CVE-2026-35242

* HoraceYang of Tencent Security YUNDING LAB: CVE-2026-22005
* Jan Czerlunczakiewicz of STM CYBER: CVE-2026-34279

* Jan Kaminski: CVE-2026-35251

* Jingzhou Fu of WingTecher Lab of Tsinghua University: CVE-2026-22009
* Joakim Bulow: CVE-2026-34308

* John Kounelis: CVE-2026-34269

¢ Kamil Frankowicz: CVE-2026-35251
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Ken Pyle: CVE-2026-22007, CVE-2026-34268

Khanh Nguyen Trong of Vietcombank: CVE-2026-34314, CVE-2026-34320, CVE-2026-34321,
CVE-2026-35231

Maxime Escourbiac of Michelin CERT: CVE-2026-22011

Mert: CVE-2026-35250

Nguyen Tuong Huy of HDBank: CVE-2026-34313

nosocksinbirks: CVE-2026-35249

Pavel Kohout of Aisle Research: CVE-2026-34270, CVE-2026-34271, CVE-2026-34276
Pierre_Adams: CVE-2026-35244

Thomas Beckers of Soptim: CVE-2026-22016

VMBreakers (Gangmin Kim, Sangbin Kim, Un3xploitable) working with Trend Micro Zero Day
Initiative: CVE-2026-35230

Xiaodong Qi of Shui Mu Yu Lin: CVE-2026-22005
Yassine Bengana of Michelin CERT: CVE-2026-22011

yoloClin of Radiant Security: CVE-2026-34283, CVE-2026-34284, CVE-2026-34285, CVE-
2026-34286, CVE-2026-34287, CVE-2026-34288, CVE-2026-34289, CVE-2026-34290, CVE-
2026-34291, CVE-2026-34292, CVE-2026-34294, CVE-2026-34305, CVE-2026-34315, CVE-
2026-35232, CVE-2026-35243

Yuanyi Li of Shui Mu Yu Lin: CVE-2026-22005

yx: CVE-2026-35240

Zhiyong Wu of WingTecher Lab of Tsinghua University: CVE-2026-22009
Zpt_dxpn of Pentest Team Viettel Cyber Security: CVE-2026-34296

Security-In-Depth Contributors

Oracle acknowledges people who have contributed to our Security-In-Depth program (see
FAQ). People are acknowledged for Security-In-Depth contributions if they provide information,

observations or suggestions pertaining to security vulnerability issues that result in significant

modification of Oracle code or documentation in future releases, but are not of such a critical

nature that they are distributed in Critical Patch Updates.

In this Critical Patch Update, Oracle recognizes the following for contributions to Oracle's

Security-In-Depth program:

Ahmed Ghalab
Emad Al-Mousa of Saudi Aramco's Upstream Digital Center (UDC)

Hanno Bock
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* Maxime Escourbiac of Michelin CERT

Thomas M.

Viktor Lofgren

Yassine Bengana of Michelin CERT

yoloClin of Radiant Security [2 reports]

On-Line Presence Security Contributors

Oracle acknowledges people who have contributed to our On-Line Presence Security program
(see FAQ). People are acknowledged for contributions relating to Oracle's on-line presence if
they provide information, observations or suggestions pertaining to security-related issues
that result in significant modification to Oracle's on-line external-facing systems.

For this quarter, Oracle recognizes the following for contributions to Oracle's On-Line Presence
Security program:

* Matthew Maynard

* Nibin George

* notnotnotveg

* Parvatianantall

* Peschel Frank

* Pim Dieleman

* samaelOx4

* Susan Feindt

* Susmoy Khan Miran

* Suyash Kishor Sawant
* Thomas Pikaart of Caesars Entertainment

* WC[3 reports]

Critical Patch Update Schedule

Critical Patch Updates are released on the third Tuesday of January, April, July, and October.
The next four dates are:

e 21 July 2026
* 20 October 2026
* 19 January 2027
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* 20 April 2027

References

* Oracle Critical Patch Updates, Security Alerts and Bulletins

* (Critical Patch Update - April 2026 Documentation Map

* Oracle Critical Patch Updates and Security Alerts - Frequently Asked Questions
* Risk Matrix Definitions

* Use of Common Vulnerability Scoring System (CVSS) by Oracle

* English text version of the risk matrices

* CSAF JSON version of the risk matrices

* Map of CVE to Advisory/Alert

* Oracle Lifetime support Policy

e JEP 290 Reference Blocklist Filter

Modification History

Date Note

2026-April-21 Rev 1. Initial Release.

Oracle Database Products Risk Matrices

This Critical Patch Update contains 26 new security patches for Oracle Database Products
divided as follows:

* 8 new security patches for Oracle Database Products

No new security patches for Oracle APEX, but third party patches are provided

* 2 new security patches for Oracle Autonomous Health Framework

* 3 new security patches for Oracle Blockchain Platform

* No new security patches for Oracle Essbase, but third party patches are provided

* No new security patches for Oracle Global Lifecycle Management, but third party patches are
provided

10 new security patches for Oracle GoldenGate

* No new security patches for Oracle Graph Server and Client, but third party patches are
provided
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* No new security patches for Oracle NoSQL Database, but third party patches are provided

* 2 new security patches for Oracle REST Data Services

* 1new security patch for Oracle TimesTen In-Memory Database

Oracle Database Server Risk Matrix

This Critical Patch Update contains 8 new security patches, plus additional third party patches
noted below, for Oracle Database Products. 4 of these vulnerabilities may be remotely
exploitable without authentication, i.e., may be exploited over a network without requiring user
credentials. 1of these patches is applicable to client-only installations, i.e., installations that do
not have the Oracle Database Server installed. The English text form of this Risk Matrix can be

found here.
Package Remote CVSS VERSION 31
and/or Exploit
CVEID Component Privilege Protocol without | Base | Attack | Attack | Pri
Required Auth.? Score Vector Complex  Rec
CVE-2026-33870 | CUStEWare | o HTTP | Yes | 75 |Network| Low |Noi
(Micronaut)
Create Oracle
CVE-2026-35229 | Java VM . Yes 7.5 | Network Low Noi
Session Net
RDBMS i i
CVE-2026-31790 (OpenSSL) None Multiple No 72 | Network| Low Hig
CVE-2026-26007, RDBMS Create | \pultiple | Yes | 65 |Network| Low |Noi
(Python) Session
CVE-2026-21999 XML HTTP HTTPS Yes 5.3 | Network| High | Noi
Database Listener
Data Mining
(Intel i
CVE-2025-31948 | oneapl | Authenticated| oo ' No | 33 | Local | Low | Lo
. User
Toolkit
OpenMP)
RDBMS
CVE-2025-48924 \APache DBMS I Multiple | No | 33 | Local | Low | Noi
Commons Developer
Lang)
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Package Remote CVSS VERSION 3.1
and/or Exploit
CVEID Component Prvleee Protocol without Base | Attack | Attack | Pri
Required Auth.? |Score| Vector | Complex Rec
CVE-2026-34312 | RDBMS Roh‘;‘l’eﬁﬁggss Multiple | No | 2.4 |Network| Low | Hig

Additional CVEs addressed are:

The patch for CVE-2026-33870 also addresses CVE-2026-33013.
The patch for CVE-2026-31790 also addresses CVE-2025-15467.

Additional patches included in this Critical Patch Update for the following non-

exploitable CVEs for this Oracle product family:

Database (Apache Tomcat): CVE-2025-66614, CVE-2025-58050, CVE-2026-24733 and CVE-
2026-24734 [VEX Justification: vulnerable_code_cannot_be_controlled_by_adversary].

GraalVM Multilingual Engine: CVE-2026-21945, CVE-2025-12183, CVE-2025-43368, CVE-
2025-47219, CVE-2025-6021, CVE-2025-6052, CVE-2025-7425, CVE-2026-21925, CVE-2026-
21932, CVE-2026-21933 and CVE-2026-21947 [VEX Justification:
vulnerable_code_not_in_execute_path].

Java VM (Apache Hive): CVE-2025-62728 [VEX Justification:
vulnerable_code_not_in_execute_path].

RDBMS (libexpat): CVE-2026-25210 and CVE-2026-24515 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

RDBMS (Nhttp2): CVE-2026-27135 [VEX Justification: vulnerable_code_not_in_execute_path].

Spatial and Graph (SQLite): CVE-2025-6965 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

SQLcl (Apache Log4j): CVE-2025-68161 [VEX Justification:
vulnerable_code_not_in_execute_path].

SQLcl (assertj): CVE-2026-24400 [VEX Justification: vulnerable_code_not_in_execute_path].

SQLcl (MCP Java SDK): CVE-2026-34237 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

Oracle Database Server Client-Only Installations

The following Oracle Database Server vulnerability included in this Critical Patch Update
affects client-only installations: CVE-2025-48924.

https://www.oracle.com/security-alerts/cpuapr2026.html
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Oracle Adapter for Eclipse RDF41] Risk Matrix

This Critical Patch Update contains 2 new security patches, plus additional third party patches

noted below, for Oracle Adapter for Eclipse RDF4J. Both of these vulnerabilities may be

remotely exploitable without authentication, i.e., may be exploited over a network without
requiring user credentials. The English text form of this Risk Matrix can be found here.

Remote CVSS VERSION 3.1 RISK
CVEID Product | Component  Protocol S .
without | Base | Attack | Attack | Privs
Auth.? | Score| Vector Complex Req'd| Ir
Oracle | Adapter for
Adapter | Eclipse RDF
CVE-2025-48976 for (Apache HTTP Yes 7.5 | Network Low None
Eclipse | Commons
RDF4] | FileUpload)
Oracle Jena
Adapter adapter
CVE-2023-46750 for I HTTP Yes 61 |Network Low None | Re
Eclipse Sfﬁro)
RDF4]

Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:
* Oracle Adapter for Eclipse RDF4]

* Adapter for Eclipse RDF (Apache Commons BeanUtils): CVE-2025-48734 [VEX
Justification: vulnerable_code_not_in_execute_path].

¢ Adapter for Eclipse RDF (Apache Commons Lang): CVE-2025-48924 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Adapter for Eclipse RDF (Eclipse Jetty): CVE-2025-5115 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle APEX Risk Matrix

This Critical Patch Update contains no new security patches for exploitable vulnerabilities but
does include third party patches, noted below, for the following non-exploitable third party
CVEs for Oracle APEX. Please refer to previous Critical Patch Update Advisories if the last
Critical Patch Update was not applied for Oracle APEX. The English text form of this Risk Matrix
can be found here.

https://www.oracle.com/security-alerts/cpuapr2026.html
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Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:

* Oracle Application Express

* General (DOMPurify): CVE-2026-0540 [VEX Justification:
vulnerable_code_not_in_execute_path].

* General (turndown): CVE-2025-9670 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle Autonomous Health Framework Risk Matrix

This Critical Patch Update contains 2 new security patches, plus additional third party patches
noted below, for Oracle Autonomous Health Framework. 1 of these vulnerabilities may be
remotely exploitable without authentication, i.e., may be exploited over a network without
requiring user credentials. The English text form of this Risk Matrix can be found here.

Remote CVSS VERSION 31RI
CVE ID Prod C Protocol | TXPlOTt
roduct omponent (Brotoco without | Base | Attack | Attack | Privs
Auth.? | Score Vector Complex | Req'c
Aut(c?;?)crlr?ous Trace File
CVE-2025-15467 Health Analyzer | Multiple No 7.2 | Network| Low High
Framework {OPATEEL)
Oracle Cor[]ir::nd
CVE-2025-9232 |Autonomous| . tace | HTTP | Yes | 59 |Network| High | None
Health
and SDK
Framework
(pynacl)

Additional CVEs addressed are:
* The patch for CVE-2025-9232 also addresses CVE-2025-9230.
* The patch for CVE-2025-15467 also addresses CVE-2025-11187.

Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:

* QOracle Autonomous Health Framework
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vulnerable_code_cannot_be_controlled_by_adversary].

* Trace File Analyzer (Apache Log4j): CVE-2025-68161 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

Oracle Critical Patch Update Advisory - April 2026
* Command Line Interface and SDK (urllib3): CVE-2026-21441 [VEX Justification:

Oracle Blockchain Platform Risk Matrix

This Critical Patch Update contains 3 new security patches, plus additional third party patches

noted below, for Oracle Blockchain Platform. 2 of these vulnerabilities may be remotely

exploitable without authentication, i.e., may be exploited over a network without requiring user

credentials. The English text form of this Risk Matrix can be found here.

Remote CVSS VERSION 31RIS
CVEID Product | Component  Protocol Exploit
P without Base | Attack | Attack | Privs
Auth.? | Score| Vector | Complex Req'd
Oracle BCS
CVE-2025-61729 | Blockchain Console HTTP Yes 75 | Network Low None
Platform | (Golang Go)
Oracle BCS
CVE-2025-59465 | Blockchain| Console HTTPR/2 Yes 7.5 | Network Low None
Platform (Node.js)
Oracle BCS
CVE-2025-5318 | Blockchain Console HTTP No 5.4 | Network Low Low
Platform (libssh)

Additional CVEs addressed are:

* The patch for CVE-2025-59465 also addresses CVE-2025-27209, CVE-2025-27210, CVE-
2025-55130, CVE-2025-55131, CVE-2025-55132, CVE-2025-59466, CVE-2026-21636, and CVE-

2026-21637.

* The patch for CVE-2025-5318 also addresses CVE-2025-4877, CVE-2025-4878, CVE-2025-

5351, CVE-2025-5372, CVE-2025-5449, and CVE-2025-5987.

* The patch for CVE-2025-61729 also addresses CVE-2024-24789, CVE-2024-24790, CVE-
2025-47910, CVE-2025-47912, CVE-2025-58183, CVE-2025-58185, CVE-2025-58186, CVE-
2025-58187, CVE-2025-58188, CVE-2025-58189, CVE-2025-61723, CVE-2025-61724, CVE-
2025-61725, and CVE-2025-61727.

Additional patches included in this Critical Patch Update for the following non-

exploitable CVEs for this Oracle product family:
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* Oracle Blockchain Platform

BCS Console (Apache Commons Lang): CVE-2025-48924 [VEX Justification:
vulnerable_code_not_in_execute_path].

BCS Console (Python): CVE-2025-8194, CVE-2024-12718, CVE-2024-9287, CVE-2025-
4138, CVE-2025-4330, CVE-2025-4435, CVE-2025-4517 and CVE-2025-6069 [VEX
Justification: vulnerable_code_not_in_execute_path].

BCS Console (urllib3): CVE-2025-66418 and CVE-2025-66471 [VEX Justification:
vulnerable_code_not_in_execute_path].

BCS Console (LibTIFF): CVE-2025-9900, CVE-2025-8176, CVE-2025-8177 and CVE-2025-
8961 [VEX Justification: vulnerable_code_not_in_execute_path].

BCS Console (glibc): CVE-2025-8058 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle Essbase Risk Matrix

This Critical Patch Update contains no new security patches for exploitable vulnerabilities but
does include third party patches, noted below, for the following non-exploitable third party
CVEs for Oracle Essbase. Please refer to previous Critical Patch Update Advisories if the last
Critical Patch Update was not applied for Oracle Essbase. The English text form of this Risk
Matrix can be found here.

Additional patches included in this Critical Patch Update for the following non-

exploitable CVEs for this Oracle product family:

* QOracle Essbase

* Essbase Web Platform (Apache HTTP Server): CVE-2025-58098, CVE-2025-55753, CVE-

2025-59775, CVE-2025-65082 and CVE-2025-66200 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Essbase Web Platform (curl): CVE-2025-14017, CVE-2025-13034, CVE-2025-14524, CVE-

2025-14819, CVE-2025-15079 and CVE-2025-15224 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Essbase Web Platform (OpenSSL): CVE-2025-15467, CVE-2025-68160, CVE-2025-69418,

CVE-2025-69419, CVE-2025-69420, CVE-2025-69421, CVE-2026-22795 and CVE-2026-
22796 [VEX Justification: vulnerable_code_not_in_execute_path].

Oracle Global Lifecycle Management Risk Matrix

https://www.oracle.com/security-alerts/cpuapr2026.html
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This Critical Patch Update contains no new security patches for exploitable vulnerabilities but

does include third party patches, noted below, for the following non-exploitable third party

CVEs for Oracle Global Lifecycle Management. Please refer to previous Critical Patch Update
Advisories if the last Critical Patch Update was not applied for Oracle Global Lifecycle
Management. The English text form of this Risk Matrix can be found here.

Additional patches included in this Critical Patch Update for the following non-

exploitable CVEs for this Oracle product family:

* Oracle Global Lifecycle Management OPatchAuto

* Database extensions (jackson-core): CVE-2025-52999 [VEX Justification:

vulnerable_code_cannot_be_controlled_by_adversary].

Oracle GoldenGate Risk Matrix

This Critical Patch Update contains 10 new security patches, plus additional third party patches
noted below, for Oracle GoldenGate. 7 of these vulnerabilities may be remotely exploitable
without authentication, i.e., may be exploited over a network without requiring user

credentials. The English text form of this Risk Matrix can be found here.

Remote CVSS VERSION 31RI
CVEID Product | C t | Protocol | EXPloit
roduc omponent | Frotoco without Base | Attack | Attack | Privs
Auth.? |Score| Vector | Complex Req'd
Oracle
CVE-2025-66566 | CO0enGate | General 1 top 1 veo 1 75 Network| Low | None
Stream (1z4-java)
Analytics
Oracle
GoldenGate
CVE-2025-67735 | 08D3t@ | AWSSDK 1 rrn 1 voo | 65 | Network| Low | None
and (Netty)
Application
Adapters
Oracle
GoldenGate
Big Data Java
CVE-2025-67735 and Delivery HTTP Yes 6.5 |Network| Low None
Application N,
Adapters

https://www.oracle.com/security-alerts/cpuapr2026.html

20/93


https://www.oracle.com/security-alerts/cpuapr2026verbose.html#GLM
https://www.oracle.com/security-alerts/cpuapr2026verbose.html#GG

4/22/26, 6:31 AM

Oracle Critical Patch Update Advisory - April 2026

Remote CVSS VERSION 3.1RI
CVEID Product |C t | Protocol | EXPlott
e Lelfs el pletn(lils (LR IE) without Base Attack | Attack | Privs
Auth.? | Score| Vector | Complex Req'd
Oracle
GoldenGate | Third Party
CVE-2024-7254 | DigData | (Google | \opp | N | 65 |Network| Low | Low
and Protobuf-
Application Java)
Adapters
Oracle
Gglide[r; Gtate Third Party
CVE-2025-33042 in ja (Apache | None | No | 59 | Local | Low |None
Application ae)
Adapters
Oracle . .
CVE-2026-34273 Libraries HTTP Yes 5.3 | Network Low None
GoldenGate
Oracle Java
GoldenGate i
Bic Dat Delivery
CVE-2025-8916 'gan;a (Bouncy | HTTPS | Yes | 53 |Network| Low | None
.. Castle Java
Application Library)
Adapters y
Oracle Third Party
CVE-2025-68161 (Apache TLS Yes 47 |Network| High None
GoldenGate .
Log4j)
Oracle
GoldenGate | Third Party
CVE-2025-48924| 08D3t@ | (Apache | rpp 1\ | 42 |Network| Low | Low
and Commons
Application Lang)
Adapters
Oracle
GoldenGate Java
CVE-2025-1143 | D'8D3ta | Delivery o rn 1 vee | 37 | Network| High | None
and (Eclipse
Application Jetty)
Adapters
Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:
* Oracle GoldenGate Big Data and Application Adapters
https://www.oracle.com/security-alerts/cpuapr2026.html
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* Third Party (Aircompressor): CVE-2025-67721 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

* Third Party (MessagePack): CVE-2026-21452 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

* Oracle GoldenGate Stream Analytics

* General (Apache Hive): CVE-2025-62728 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Third Party (Apache Avro): CVE-2025-33042 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Third Party (Apache Log4j): CVE-2025-68161 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle Graph Server and Client Risk Matrix

This Critical Patch Update contains no new security patches for exploitable vulnerabilities but
does include third party patches, noted below, for the following non-exploitable third party
CVEs for Oracle Graph Server and Client. Please refer to previous Critical Patch Update
Advisories if the last Critical Patch Update was not applied for the Oracle Graph Server and
Client. The English text form of this Risk Matrix can be found here.

Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:
* Oracle Graph Server and Client

* Packaging (Apache Tomcat): CVE-2026-24734 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle NoSQL Database Risk Matrix

This Critical Patch Update contains no new security patches for exploitable vulnerabilities but
does include third party patches, noted below, for the following non-exploitable third party
CVEs for Oracle NoSQL Database. Please refer to previous Critical Patch Update Advisories if
the last Critical Patch Update was not applied for Oracle NoSQL Database. The English text
form of this Risk Matrix can be found here.
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Additional patches included in this Critical Patch Update for the following non-

exploitable CVEs for this Oracle product family:

* Oracle NoSQL Database

* Administration (Apache Commons Lang): CVE-2025-48924 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle REST Data Services Risk Matrix

This Critical Patch Update contains 2 new security patches, plus additional third party patches

noted below, for Oracle REST Data Services. Both of these vulnerabilities may be remotely

exploitable without authentication, i.e., may be exploited over a network without requiring user

credentials. The English text form of this Risk Matrix can be found here.

Remote CVSS VERSION 3.1 RISK (
CVE ID Product | C p j| Bl
roduct | Component Protocol | ... .| Base | Attack | Attack | Privs |
Auth.? Score| Vector Complex Req'd In
%?SC]I? Third Party
CVE-2025-5115 Data (Eclipse HTTP/2 Yes 7.5 | Network Low None | |
Services Jetty)
ol | st
CVE-2025-66453 Data Services HTTP Yes 5.3 | Network Low None | |
. (Rhino)
Services
https://www.oracle.com/security-alerts/cpuapr2026.html
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Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:

* Oracle REST Data Services

* General (React): CVE-2026-23864, CVE-2025-55182, CVE-2025-55183, CVE-2025-55184
and CVE-2025-67779 [VEX Justification: vulnerable_code_not_in_execute_path].

Oracle TimesTen In-Memory Database Risk Matrix

This Critical Patch Update contains 1 new security patch for Oracle TimesTen In-Memory
Database. This vulnerability is remotely exploitable without authentication, i.e., may be
exploited over a network without requiring user credentials. The English text form of this Risk
Matrix can be found here.

Remote CVSS VERSION 3.1 RISK
Exploit

without Base | Attack | Attack | Privs
Auth.? | Score Vector | Complex | Req'd Ir

CVEID Product  Component | Protocol

Oracle
TimesTen | Third-party
CVE-2025-68121 In- components | HTTPS Yes 74 | Network | High None

Memory | (Golang Go)
Database

Additional CVEs addressed are:

* The patch for CVE-2025-68121 also addresses CVE-2025-61727, CVE-2025-61729, and CVE-
2025-61732.

Oracle Commerce Risk Matrix

This Critical Patch Update contains 3 new security patches for Oracle Commerce. 2 of these
vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a
network without requiring user credentials. The English text form of this Risk Matrix can be
found here.
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Remote CVSS VERSION 3.1 RIS
CVEID Product | Component Protocol Exploit .
without  Base | Attack | Attack | Privs
Auth.? | Score| Vector | Complex Req'd
Oracle Experience
Commerce MEIES
CVE-2025-48734 Guided (Apache HTTP No 8.8 | Network Low Low
Search Commons
BeanUtils)
Oracle Endeca
CVE-2024-56406 | 0mmerce| Application | rrp | voo | 86 [Network| Low | None
Guided Controller
Search (Perl)
Content
Acquisition
System,
Oracle Endeca
CVE-2026-24734 | COMMerce | Application | rrp | voo | 75 | Network| Low | None
Guided Controller,
Search Experience
Manager
(Apache
Tomcat)

Oracle Communications Risk Matrix

This Critical Patch Update contains 139 new security patches, plus additional third party
patches noted below, for Oracle Communications. 93 of these vulnerabilities may be remotely

exploitable without authentication, i.e., may be exploited over a network without requiring user

credentials. The English text form of this Risk Matrix can be found here.

Remote CVSS VERSI(C
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Oracle
Communications
Cloud Native Platform
CVE-2025-6965 Core Network (SQLite) HTTP Yes 9.8 | Network Low
Exposure
Function
CVE-2025-68615 Oracle Other (Net- UDP Yes 9.8 |Network| Low
Communications SNMP)
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSI(
Exploit
CVEID Product Component |Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
EAGLE
Oracle
Communications
CVE-2025-68615 EAGLE Other (Net-  SSETTEN  voc  ICEWN Network BRI
.. SNMP)
Application
Processor
Oracle
Communications Patches (Net-
CVE-2025-68615 EAGLE LNP HTTP Yes 9.8 | Network Low
L SNMP)
Application
Processor
Oracle
CVE-2025-68615 | Communications PO (e HTTP Yes 9.8 | Network Low
SNMP)
LSMS
Oracle
CVE-2025-68615 | “ommunications | Security (Net- | o0 | voo | 98 | Network|  Low
Messaging SNMP)
Server
Oracle
Communications DEVEIEEEr
CVE-2025-68615 ) Infrastructure HTTP Yes 9.8 | Network Low
Operations
) (Net-SNMP)
Monitor
Comrgai?]ci\tions MIECTEITR
CVE-2026-25968 . Engine HTTP Yes 9.8 | Network Low
Operations (ImageMagick)
Monitor & &
Oracle Configuration
CVE-2025-68615 | -Ommunications | Management |\ -0 | voo | 98 | Network| Low
Policy Platform (Net-
Management SNMP)
Oracle
CVE-2025-48913 | COMmunications | Core (Apache |\ \rrp | v | 98 |Network| Low
Unified CXF)
Assurance
Oracle Alarms, KPI,
CVE-2025-12543 | COMmunications Il HTTP | Yes | 96 |Network| Low
Cloud Native | Measurements
Core Policy (Undertow)
CVE-2025-12543 Oracle Install HTTP Yes 9.6 | Network Low
Communications | (Undertow)
https://www.oracle.com/security-alerts/cpuapr2026.html
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CVEID

Product

Component

Protocol

Remote
Exploit
without
Auth.?

CVSS VERSI(

Base
Score

Attack
Vector

Attack
Comple>

Cloud Native
Core Unified
Data Repository

CVE-2024-5535

Oracle
Communications
Cloud Native
Core Network
Slice Selection
Function

Install
(OpenSSL)

TLS

Yes

91

Network

Low

CVE-2025-55130

Oracle
Communications
Cloud Native
Core Policy

Install
(Node.js)

HTTP

Yes

91

Network

Low

CVE-2025-58050

Oracle
Communications
Operations
Monitor

Mediation
Engine
(PCRE2)

HTTP

Yes

91

Network

Low

CVE-2025-15467

Oracle
Communications
Cloud Native
Core Certificate
Management

Configuration
(OpenSSL)

HTTPS

Yes

8.8

Network

Low

CVE-2025-15467

Oracle
Communications
Cloud Native
Core Console

Configuration
(OpenSSL)

TLS

Yes

8.8

Network

Low

CVE-2025-9900

Oracle
Communications
Cloud Native
Core Network
Repository
Function

Signaling
(LibTIFF)

HTTP

Yes

8.8

Network

Low

CVE-2025-9900

Oracle
Communications
Cloud Native
Core Network
Slice Selection
Function

Install
(LibTIFF)

HTTP

Yes

8.8

Network

Low

CVE-2026-0861

Oracle
Communications
Cloud Native

Configuration
(glibc)

https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSI(
Exploit
CVEID Product Component |Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Core Network
Function Cloud
Native
Environment
Oracle
CVE-2025-55754 | COMMunications | Core (Apache | prp | 0 | g4 |Network| Low
Unified Pulsar)
Assurance
Oracle
Communications )
CVE-2026-0861 Unified Thzr?igf)rty None No | 84 | Local | Low
Inventory &
Management
Oracle
CVE-2026-0861 | Enterprise | Mediation 1 yon0 | No | 84 | Local | Low
Operations Engine (glibc)
Monitor
Oracle
Communications ATS
Cloud Native Framework
CVE-2025-58098 T R (o che HITTP HTTP No 8.3 | Network Low
Edge Protection Server)
Proxy
Oracle
Communications ATS
Cloud Native Framework
CVE-2025-58098 S o che HTTP HTTP No 8.3 |Network| Low
Communication Server)
Proxy
Ora§le _ ATS
Communications
) Framework
CVE-2025-58098 | Cloud Native HTTP No 8.3 | Network Low
e (Apache HTTP
Core Unified Server)
Data Repository
Oracle
Communications
Cloud Native Configuration
CVE-2025-32990 ot SR (GUTLS) TLS Yes 8.2 | Network Low
Edge Protection
Proxy
https://www.oracle.com/security-alerts/cpuapr2026.html
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CVEID

Product

Component

Protocol

Remote
Exploit
without
Auth.?

CVSS VERSI(

Base
Score

Attack
Vector

Attack
Comple>

CVE-2025-32990

Oracle
Communications
Cloud Native
Core Service
Communication
Proxy

Signaling
(GnuTLS)

TLS

Yes

8.2

Network

Low

CVE-2026-22022

Oracle
Communications
Unified
Assurance

Core (Apache
Solr)

HTTP

Yes

8.2

Network

Low

CVE-2025-5318

Oracle
Communications
Cloud Native
Core Network
Repository
Function

Signaling
(libssh)

SFTP

No

8.1

Network

Low

CVE-2025-5318

Oracle
Communications
Cloud Native
Core Security
Edge Protection
Proxy

ATS
Framework
(libssh)

SFTP

No

8.1

Network

Low

CVE-2025-5318

Oracle
Communications
Cloud Native
Core Service
Communication
Proxy

Install (libssh)

SFTP

No

8.1

Network

Low

CVE-2025-5318

Oracle
Communications
EAGLE
Application
Processor

Other (libssh)

SFTP

No

8.1

Network

Low

CVE-2025-5318

Oracle
Communications
EAGLE LNP
Application
Processor

Patches
(libssh)

SFTP

No

8.1

Network

Low

CVE-2025-5318

Oracle
Communications
LSMS

Platform
(libssh)

SFTP

No

8.1

Network

Low
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Remote CVSS VERSI(C
Exploit
CVEID Product Component |Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Oracle Configuration
CVE-2026-25646 | “OMmmunications | Management |\ rrp | voo | g1 | Network| High
Policy Platform
Management (libpng)
Oracle
CVE-2025-5318 | Communications|  Routing | qerp | N | g1 | Network | Low
Session Border (libssh)
Controller
Oracle
Communications
CVE-2026-27099 | Cloud Native Install HTTP | No | 80 |Network| Low
Core Binding (Jenkins)
Support
Function
Oracle
Communications
CVE-2026-27099 | Cloud Native Install HTTP | No | 80 |Network| Low
Core Network (Jenkins)
Exposure
Function
Oracle
Communications
CVE-2026-27099 | Coud Native Install HTTP | No | 80 |Network| Low
Core Network (Jenkins)
Repository
Function
Oracle Alarms, KPI,
CVE-2026-27099  OTMunications|  and HTTP | No | 80 |Network| Low
Cloud Native | Measurements
Core Policy (Jenkins)
Oracle
COCT m;n'\llcifuons Automated
CVE-2026-27099 | ~ - W€ | TestSuite | HTTP | No | 80 |Network| Low
Core Security T
Edge Protection
Proxy
CVE-2026-27099 Oracle ATS HTTP No 8.0 |Network| Low
Communications| Framework
Cloud Native (Jenkins)
Core Service
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CVEID

Product

Component

Protocol

Remote
Exploit
without
Auth.?

CVSS VERSI(

Base
Score

Attack
Vector

Attack
Comple>

Communication
Proxy

CVE-2025-68973

Oracle
Communications
Cloud Native
Core Certificate
Management

Configuration
(GnuPG)

None

No

7.8

Local

High

CVE-2025-68973

Oracle
Communications
Cloud Native
Core Console

Configuration
(GnuPG)

None

No

78

Local

High

CVE-2025-66566

Oracle
Communications
BRM - Elastic
Charging Engine

Security (1z4-
java)

HTTP

Yes

7.5

Network

Low

CVE-2026-21945

Oracle
Communications
Cloud Native
Core Certificate
Management

Oracle Java SE

HTTP

Yes

7.5

Network

Low

CVE-2026-21945

Oracle
Communications
Cloud Native
Core Console

Oracle Java SE

HTTP

Yes

7.5

Network

Low

CVE-2025-8194

Oracle
Communications
Cloud Native
Core DBTier

Configuration
(Python)

HTTP

Yes

7.5

Network

Low

CVE-2025-41253

Oracle
Communications
Cloud Native
Core Network
Exposure
Function

Install (Spring
Cloud
Gateway)

HTTP

Yes

7.5

Network

Low

CVE-2025-41249

Oracle
Communications
Cloud Native
Core Network
Exposure
Function

Install (Spring
Framework)

HTTP

Yes

7.5

Network

Low
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Remote CVSS VERSI(
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Oracle
Communications Platform
CVE-2025-48976 | Cloud Native e HTTP | Yes | 75 |Network| Low
Core Network Commons
Exposure FileUpload)
Function
Oracle
Communications
Cloud Native Platform
CVE-2024-8184 RS (Eclipse Jetty) HTTP Yes 75 | Network Low
Exposure
Function
Oracle
Communications
Cloud Native Platform
CVE-2025-13151 Core Network (Libtasn1) HTTP Yes 75 | Network Low
Exposure
Function
Oracle
Communications
CVE-2023-34453 | Cloud Native et HTTP | Yes | 75 |Network| Low
Core Network (Snappy)
Exposure
Function
Oracle
Communications
Cloud Native Configuration
CVE-2025-55163 | Core Network & HTTP/2 Yes 7.5 | Network Low
. (Netty)
Function Cloud
Native
Environment
Oracle
Cog]onagn[:j(;i:\]/zns Install (Spring
CVE-2025-41253 Cloud HTTP Yes 75 | Network Low
Core Network
i Gateway)
Repository
Function
CVE-2025-48976 Oracle Signaling HTTP Yes 75 |Network| Low
Communications (Apache
Cloud Native Commons
Core Network FileUpload)
https://www.oracle.com/security-alerts/cpuapr2026.html
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CVEID

Product

Component

Protocol

Remote
Exploit
without
Auth.?

CVSS VERSI(

Base
Score

Attack
Vector

Attack
Comple>

Repository
Function

CVE-2025-41248

Oracle
Communications
Cloud Native
Core Network
Repository
Function

Signaling
(Spring
Security)

HTTP

Yes

7.5

Network

Low

CVE-2025-66418

Oracle
Communications
Cloud Native
Core Network
Repository
Function

Signaling
(urllib3)

HTTP

Yes

7.5

Network

Low

CVE-2025-55163

Oracle
Communications
Cloud Native
Core Network
Repository
Function

Signaling
(Netty)

HTTP/2

Yes

7.5

Network

Low

CVE-2025-67635

Oracle
Communications
Cloud Native
Core Network
Slice Selection
Function

Install
(Jenkins)

HTTP

Yes

7.5

Network

Low

CVE-2025-13151

Oracle
Communications
Cloud Native
Core Network
Slice Selection
Function

Install
(Libtasn1)

HTTP

Yes

7.5

Network

Low

CVE-2025-41253

Oracle
Communications
Cloud Native
Core Network
Slice Selection
Function

Install (Spring
Cloud
Gateway)

HTTP

Yes

7.5

Network

Low
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Remote CVSS VERSI(C
Exploit
CVEID Product Component |Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Oracle
Communications | Configuration
CVE-2026-21452 SITEEUSTUS (1.1cccazePack) HTTP Yes 7.5 | Network Low
Core Policy
Oracle
CVE-2026-23490 | Communications | Configuration |\ rrp | voo | 75 | Network |  Low
Cloud Native (pyasn1)
Core Policy
Oracle
Communications | Configuration
CVE-2026-21441 Cloud Native (urllib3) HTTP Yes 75 |Network| Low
Core Policy
Oracle
CVE-2026-33870 | <OMMUNICAUONS| oo (Netty) | HTTP | Yes | 75 |Network| Low
Cloud Native
Core Policy
Oracle
CVE-2021-0341 | COMMunications |\ okHttp)| HTTP | Yes | 75 |Network| Low
Cloud Native
Core Policy
Oracle
CoCrngnl\llcipons ATS
CVE-2025-67635 | ~ - °'' | Framework | HTTP | Yes | 75 |Network| Low
Core Security Gl
Edge Protection
Proxy
Oracle
CoCnIﬂmznl\llc?fuons ATS
CVE-2025-66418 | ~ oo @™ | Framework | HTTP | Yes | 75 |Network| Low
Core Security (urllib3)
Edge Protection
Proxy
Oracle
“CoudNatve | Automated
CVE-2025-5115 ) Test Suite HTTP Yes 7.5 | Network Low
Core Security (Eclipse Jetty)
Edge Protection P y
Proxy
CVE-2025-41249 Oracle Signaling HTTP Yes 7.5 | Network Low
Communications (Spring
Cloud Native Framework)
https://www.oracle.com/security-alerts/cpuapr2026.html
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CVEID

Product

Component

Protocol

Remote
Exploit
without
Auth.?

CVSS VERSI(

Base
Score

Attack
Vector

Attack
Comple>

Core Security
Edge Protection
Proxy

CVE-2025-55163

Oracle
Communications
Cloud Native
Core Security
Edge Protection
Proxy

Signaling
(Netty)

HTTPR/2

Yes

7.5

Network

Low

CVE-2025-5115

Oracle
Communications
Cloud Native
Core Service
Communication
Proxy

Install (Eclipse
Jetty)

HTTP

Yes

7.5

Network

Low

CVE-2025-67635

Oracle
Communications
Cloud Native
Core Service
Communication
Proxy

Signaling
(Jenkins)

HTTP

Yes

7.5

Network

Low

CVE-2025-58057

Oracle
Communications
Cloud Native
Core Service
Communication
Proxy

Signaling
(Netty)

HTTP

Yes

7.5

Network

Low

CVE-2025-66418

Oracle
Communications
Cloud Native
Core Service
Communication
Proxy

Signaling
(urllib3)

HTTP

Yes

7.5

Network

Low

CVE-2025-13151

Oracle
Communications
Cloud Native
Core Unified
Data Repository

ATS
Framework
(Libtasn1)

HTTP

Yes

7.5

Network

Low

CVE-2025-66418

Oracle
Communications
Cloud Native

ATS
Framework
(urllib3)

https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSI(
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Core Unified
Data Repository
Oracle
Communications
CVE-2026-21441 Cloud Native Install (urllib3) | HTTP Yes 75 |Network| Low
Core Unified
Data Repository
Oracle
Communications Securit
CVE-2025-5115 EAGLE Element . Y HTTP Yes 7.5 | Network Low
(Eclipse Jetty)
Management
System
Comr%?w?l:itions Ulire] ey
CVE-2026-24734 (Apache HTTP Yes 75 |Network| Low
Element
Tomcat)
Manager
Oracle
CVE-2025-26333 | communications | Other (BSAFE |\ rpp 1 voo | 75 | Network | Low
Network Crypto-J)
Integrity
Comr%?w?l:itions MIEILET
CVE-2025-69223 . Engine HTTP Yes 75 |Network| Low
Operations
. (AIOHTTP)
Monitor
Oracle Configuration
Communications Management
CVE-2026-24734 . Platform HTTP Yes 7.5 | Network Low
Policy
Management (PR
& Tomcat)
Oracle Configuration
CVE-2026-21441 | COMMunications | Management | rrp | vog | 75 | Network| Low
Policy Platform
Management (urllib3)
Oracle
CVE-2025-58057 | Communications | Patch Request | i r0p | vos | 75 | Network| Low
Service Catalog (Netty)
and Design
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Remote CVSS VERSI(C
Exploit
CVEID Product Component |Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Oracle
CVE-2025-66566 | O Munications| Patch Request | - irrp | vog | 75 Network| Low
Service Catalog (Iz4-java)
and Design
Comrr?tr;?l:ztions Utzel [PETris
CVE-2026-24734 ) (Apache HTTP Yes 75 | Network Low
Session Report
Tomcat)
Manager
Oracle )
.. Security
Communications Combonent
CVE-2025-26333 Unified (Bg AFE HTTPS Yes 75 | Network Low
Inventory i)
Management P
C mrgr?‘qet. n Configuration
CVE-2025-12383 | 0L MCIONS T (Eejipse HTTP | Yes | 74 |Network| High
Cloud Native ey
Core Policy y
Oracle
CVE-2025-33042 | COMMunications| Core (Apache | irpp | ves | 73 [Network| Low
Unified Avro)
Assurance
Oracle
C ot Core (Ingress
CVE-2026-3288 | —° T TICOHONS T NGINX HTTP | No | 6.8 |Network| Low
Unified
Controller)
Assurance
Oracle
CVE-2025-5372 Comrgr‘:i?i'ggt‘ons Core (libssh) | SSH No | 6.8 |Network| Low
Assurance
Oracle
Communications| Core (Net-
CVE-2025-68615 Unified SNMP) UDP No 6.8 | Network Low
Assurance
Oracle
Communications
CVE-2026-26007 CoUdNative nstall | yrTe | Yes | 65 |Network| Low
Core Binding | (Cryptography)
Support
Function
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Remote CVSS VERSI(
Exploit
CVEID Product Component |Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Oracle
Communications
Cloud Native Signaling
CVE-2026-26007 HTTP Yes 6.5 |Network| Low
Core Network | (Cryptography)
Repository
Function
Oracle Alarms, KPI,
CVE-2026-26007 | CTMunications|  and HTTP | Yes | 65 |Network| Low
Cloud Native | Measurements
Core Policy (Cryptography)
Oracle
CoCnIﬂmznl\llc?fuons ATS
CVE-2026-26007 | ~ 0o 9™W€ | Framework | Multiple | Yes | 65 |Network| Low
Core Security i)
Edge Protection yptography
Proxy
Oracle
Cocnl‘nm:nl\llci_tlons ATS
CVE-2026-26007 | oo V¢ | Framework | HTTP | Yes | 65 |Network| Low
Core Service iR
Communication yptography
Proxy
Comrr?&?m?citions JEIEITT,
CVE-2026-26007 . Engine HTTP Yes 6.5 | Network Low
Operations (Cryptography)
Monitor yplog y
Oracle
Communications Core
CVE-2026-25210 Unified (LibExpat) None No 6.5 Local Low
Assurance
Oracle
CVE-2025-52967 Comrgr‘:i?i'ggt'ons Core (miflow) | HTTP | No | 6.4 | Network| High
Assurance
Oracle
Communications ATS
CVE-2025-14017 Cloud Native Framework None No 6.3 Local High
Core Unified (curl)
Data Repository
CVE-2025-14104 Oracle Configuration None No 6.1 Local Low
Communications | (util-linux)
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CVEID

Product

Component

Protocol

Remote
Exploit
without
Auth.?

CVSS VERSI(

Base
Score

Attack
Comple>

Attack
Vector

Cloud Native
Core Certificate
Management

CVE-2025-14104

Oracle
Communications
Cloud Native
Core Console

Configuration
(util-linux)

None

No

6.1

Local Low

CVE-2025-26791

Oracle
Communications
Cloud Native
Core Network
Function Cloud
Native
Environment

Configuration
(DOMPurify)

HTTP

Yes

6.1

Network Low

CVE-2026-1642

Oracle
Communications
Operations
Monitor

Mediation
Engine (nginx)

HTTP

Yes

59

Network | High

CVE-2024-45339

Oracle
Communications
Unified
Assurance

Core (Golang
Go)

None

No

5.8

Local Low

CVE-2025-48795

Oracle
Communications
Cloud Native
Core Unified
Data Repository

Security
(Apache CXF)

HTTP

Yes

5.6

Network | High

CVE-2025-5318

Oracle
Enterprise
Communications
Broker

Third Party
(libssh)

SSH

No

54

Network Low

CVE-2025-61795

Oracle
Communications
EAGLE Element
Management
System

Security
(Apache
Tomcat)

HTTP

No

5.3

Network | High

CVE-2026-23903

Oracle
Communications
Element
Manager

Third Party
(Apache Shiro)

HTTP

Yes

5.3

Network Low
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Remote CVSS VERSI(
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Oracle
CVE-2026-23903 | COmmunications | Third Party | rpp | yoo | 53 | Network| Low
Session Report | (Apache Shiro)
Manager
Oracle
CVE-2025-15284 Comrgﬁi?i'ggt'ons Core(gs) | HTTP | No | 49 |Network| Low
Assurance
Oracle
CVE-2025-66418 Comrgﬁi?i'ggt'ons Core (urllib3) | HTTP | No | 49 |Network| Low
Assurance
Oracle
Communications Core
CVE-2025-9230 Unified (OpenSSL) HTTPS No 49 |Network| Low
Assurance
Oracle
Communications Platform
CVE-2025-68161 Billing and (Apache TLS Yes 4.8 |Network| High
Revenue Log4j)
Management
Oracle o
Communications Security issues
CVE-2025-68161 . (Apache TLS Yes 4.8 |Network| High
BRM - Elastic Log4i)
Charging Engine &%
Oracle Configuration
CVE-2025-68161 | Communications (Apache TLS Yes 4.8 |Network| High
Convergence Log4j)
Oracle
Communications Security
CVE-2025-68161 | EAGLE Element (Apache TLS Yes 4.8 |Network| High
Management Log4j)
System
Oracle
Communications | Installation
CVE-2025-68161 Instant (Apache TLS Yes 4.8 |Network| High
Messaging Log4))
Server
CVE-2025-68161 Oracle Installation TLS Yes 4.8 |Network| High
Communications (Apache
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSI(C
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Offline Log4))
Mediation
Controller
Oracle
Communications Security
CVE-2025-68161 Order and (Apache TLS Yes 4.8 |Network| High
Service Log4j)
Management
Oracle
Communications | Management
CVE-2025-68161 Performance (Apache TLS Yes 4.8 |Network| High
Intelligence Log4j)
Center
Oracle Configuration
Communications MEITEEEE
CVE-2025-68161 Polic Platform TLS Yes 4.8 |Network| High
Manager\rlment (AEeE
Log4))
Oracle
CVE-2025-68161 | COMMunications | Core (Apache | 1, Yes | 48 |Network| High
Unified Log4))
Assurance
Oracle .
. Security
Communications Component
CVE-2025-68161 Unified P TLS | Yes | 48 |Network| High
(Apache
Inventory Log4i)
Management &%
Oracle
CVE-2025-58057 Cmrg;?;:g“ons Core(Netty) | HTTP | No | 45 |Network| Low
Assurance
Oracle
CVE-2025-41249 | COMmunications | Core(Spring | prrp | Ng | 45 |Network| Low
Unified Framework)
Assurance
Oracle
CVE-2025-41248 | COMMunications | Core (Spring | irrp | No | 45 |Network| Low
Unified Security)
Assurance
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Remote CVSS VERSI(
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack
Auth.? Score| Vector |Comple>
Oracle
CVE-2025-9086 Comﬁgi?i'ggt'ons Core(cur) | HTTP | No | 45 |Network| Low
Assurance
Oracle
CVE-2026-26007 | “OMMunications Rl HTTPS | No | 45 |Network| Low
Unified (Cryptography)
Assurance
Oracle
CVE-2026-24734 | COMMunications | Core (Apache | 1 ¢ No | 45 |Network| Low
Unified Tomcat)
Assurance
Oracle
CVE-2026-21637 Comﬁgi?i'ggt'ons Core (Nodejs) | TLS No | 45 |Network| Low
Assurance
Oracle
CVE-2025-27821 | Communications | Core (Apache | \rrg No | 43 |Network| Low
Unified Hadoop)
Assurance
Oracle Configuration
CVE-2025-61984 | COMmunications | Management |\ |\ | 34 | (ocal | High
Policy Platform
Management (OpenSSH)
Oracle
CVE-2025-58181 | COmmunications | Core (Golang | oo, No | 24 |Network| Low
Unified Crypto)
Assurance

Additional CVEs addressed are:
The patch for CVE-2025-66418 also addresses CVE-2025-66471 and CVE-2026-21441.

The patch for CVE-2025-5115 also addresses CVE-2025-59474, CVE-2025-59475, and CVE-
2025-59476.

The patch for CVE-2025-58057 also addresses CVE-2024-29857, CVE-2024-30172, CVE-
2024-34447, CVE-2025-55163, and CVE-2025-58056.

The patch for CVE-2025-69223 also addresses CVE-2025-69224, CVE-2025-69225, CVE-
2025-69226, CVE-2025-69227, CVE-2025-69228, CVE-2025-69229, and CVE-2025-69230.
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The patch for CVE-2025-67635 also addresses CVE-2025-67636, CVE-2025-67637, CVE-
2025-67638, and CVE-2025-67639.

The patch for CVE-2026-27099 also addresses CVE-2025-67635 and CVE-2026-27100.

The patch for CVE-2025-55754 also addresses CVE-2022-46337, CVE-2024-52046, CVE-
2025-30065, and CVE-2025-47436.

The patch for CVE-2025-9086 also addresses CVE-2025-10148.
The patch for CVE-2025-8194 also addresses CVE-2025-6069.
The patch for CVE-2026-24734 also addresses CVE-2025-66614 and CVE-2026-24733.

The patch for CVE-2025-14017 also addresses CVE-2025-13034, CVE-2025-14524, CVE-2025-
14819, CVE-2025-15079, and CVE-2025-15224.

The patch for CVE-2026-25968 also addresses CVE-2026-24481, CVE-2026-24484, CVE-
2026-24485, CVE-2026-25576, CVE-2026-25637, CVE-2026-25638, CVE-2026-25794, CVE-
2026-25795, CVE-2026-25796, CVE-2026-25797, CVE-2026-25798, CVE-2026-25799, CVE-
2026-25897, CVE-2026-25898, CVE-2026-25965, CVE-2026-25966, CVE-2026-25967, CVE-
2026-25969, CVE-2026-25970, CVE-2026-25971, CVE-2026-25982, CVE-2026-25983, CVE-
2026-25985, CVE-2026-25986, CVE-2026-25987, CVE-2026-25988, CVE-2026-25989, CVE-
2026-26066, CVE-2026-26283, CVE-2026-26284, CVE-2026-26983, CVE-2026-27798, CVE-
2026-27799, CVE-2026-28493, CVE-2026-28494, CVE-2026-28686, CVE-2026-28687, CVE-
2026-28688, CVE-2026-28689, CVE-2026-28690, CVE-2026-28691, CVE-2026-28692, CVE-
2026-28693, CVE-2026-30883, CVE-2026-30929, CVE-2026-30931, CVE-2026-30935, and
CVE-2026-30936.

The patch for CVE-2025-9900 also addresses CVE-2025-8176, CVE-2025-8177, and CVE-
2025-8961.

The patch for CVE-2025-32990 also addresses CVE-2025-32988, CVE-2025-32989, and CVE-
2025-6395.

The patch for CVE-2026-0861 also addresses CVE-2026-0915.
The patch for CVE-2026-23903 also addresses CVE-2026-23901.
The patch for CVE-2026-22022 also addresses CVE-2026-22444.

The patch for CVE-2025-48913 also addresses CVE-2023-3894, CVE-2024-28752, CVE-2024-
29736, CVE-2024-32007, CVE-2024-41172, and CVE-2025-23184.

The patch for CVE-2026-21637 also addresses CVE-2025-55130, CVE-2025-59465, CVE-
2025-59466, and CVE-2026-21636.

The patch for CVE-2025-58098 also addresses CVE-2025-55753, CVE-2025-59775, CVE-
2025-65082, and CVE-2025-66200.

The patch for CVE-2026-3288 also addresses CVE-2026-24512.

The patch for CVE-2026-25646 also addresses CVE-2025-64505, CVE-2025-64506, CVE-
2025-64720, CVE-2025-65018, CVE-2026-22695, and CVE-2026-22801.

The patch for CVE-2025-58181 also addresses CVE-2025-22869 and CVE-2025-47914.
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* The patch for CVE-2025-52967 also addresses CVE-2024-37059, CVE-2025-0453, CVE-2025-
11200, CVE-2025-11201, and CVE-2025-14279.

* The patch for CVE-2025-9230 also addresses CVE-2025-9231 and CVE-2025-9232.

Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:

* Management Cloud Engine

* BEServer (Apache Tomcat): CVE-2025-61795 [VEX Justification:
inline_mitigations_already_exist].

* Security (Spring Framework): CVE-2025-41249 [VEX Justification:
component_not_present].

* Security (libssh): CVE-2025-5318 and CVE-2025-4877 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

* Security (Apache Log4j): CVE-2025-68161[VEX Justification: component_not_present].

Oracle Communications Cloud Native Core Binding Support Function

* Install (LibExpat): CVE-2026-25210 and CVE-2026-24515 [VEX Justification:
component_not_present].

Oracle Communications Cloud Native Core Console

* Configuration (PCRE2): CVE-2025-58050 [VEX Justification:
vulnerable_code_not_present].

Oracle Communications Cloud Native Core DBTier

* Install (urllib3): CVE-2026-21441 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Oracle Communications Cloud Native Core Network Exposure Function

* Platform (1z4-java): CVE-2025-66566 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Oracle Communications Cloud Native Core Network Function Cloud Native Environment

* Configuration (Ingress NGINX Controller): CVE-2026-24512, CVE-2026-1580, CVE-2026-
24513 and CVE-2026-24514 [VEX Justification: component_not_present].

* Configuration (Node.js): CVE-2025-59465, CVE-2025-55130, CVE-2025-55131, CVE-2025-
55132, CVE-2025-59466, CVE-2026-21636 and CVE-2026-21637 [VEX Justification:
vulnerable_code_not_present].

* Configuration (OpenSSL): CVE-2025-15467 and CVE-2025-68160 [VEX Justification:
vulnerable_code_not_present].
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* Oracle Communications Cloud Native Core Network Repository Function

* Install (Apache Tika): CVE-2025-66516 [VEX Justification: component_not_present].

* Signaling (Undertow): CVE-2025-12543 and CVE-2024-3884 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Signaling (I1z4-java): CVE-2025-66566 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle Communications Cloud Native Core Network Slice Selection Function
* Install (PCRE2): CVE-2025-58050 [VEX Justification: vulnerable_code_not_present].
* Install (Pillow): CVE-2026-25990 [VEX Justification: vulnerable_code_not_present].

* Install (1z4-java): CVE-2025-66566 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle Communications Cloud Native Core Policy

¢ Alarms, KPI, and Measurements (PCREZ2): CVE-2025-58050 [VEX Justification:
vulnerable_code_not_present].

* Install (Apache Tika): CVE-2025-66516 [VEX Justification: component_not_present].

¢ Alarms, KPI, and Measurements (LibExpat): CVE-2026-25210 and CVE-2026-24515 [VEX
Justification: vulnerable_code_not_present].

Oracle Communications Cloud Native Core Security Edge Protection Proxy

* Configuration (Pillow): CVE-2026-25990 [VEX Justification:
vulnerable_code_not_present].

* Signaling (PCRE2): CVE-2025-58050 [VEX Justification: vulnerable_code_not_present].

* Signaling (Spring Security): CVE-2025-41248 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle Communications Cloud Native Core Service Communication Proxy

¢ Install (LibTIFF): CVE-2025-9900 and CVE-2025-8176 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Install (1z4-java): CVE-2025-66566 [VEX Justification:
vulnerable_code_not_in_execute_path].

* Signaling (Eclipse Jetty): CVE-2025-5115 [VEX Justification: component_not_present].
* Signaling (PCRE2): CVE-2025-58050 [VEX Justification: vulnerable_code_not_present].

* Oracle Communications Cloud Native Core Unified Data Repository
¢ Install (PCRE2): CVE-2025-58050 [VEX Justification: vulnerable_code_not_present].

* Install (1z4-java): CVE-2025-66566 [VEX Justification:
vulnerable_code_not_in_execute_path].
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* Oracle Communications Session Border Controller

* Third Party (OpenSSL): CVE-2025-15467 and CVE-2025-68160 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

* Oracle Enterprise Communications Broker

* Third Party (OpenSSL): CVE-2025-15467 [VEX Justification: component_not_present].

Oracle Construction and Engineering Risk Matrix

This Critical Patch Update contains 4 new security patches for Oracle Construction and

Engineering. 3 of these vulnerabilities may be remotely exploitable without authentication, i.e.,

may be exploited over a network without requiring user credentials. The English text form of

this Risk Matrix can be found here.

Remote CVSS VERSION 31
CVEID Product | Component Protocol 2GACL .
without | Base | Attack | Attack | Priv
Auth.? | Score Vector Complex Req
Primavera P6
Enterprise | Web Access
CVE-2025-52999 Project (jackson- HTTP Yes 6.5 |Network| Low Non
Portfolio core)
Management
Prlmaverg P6 P6 Web
Enterprise Services
CVE-2025-48795 Project (Apache HTTP Yes 5.6 |Network | High Non
Portfolio CXF)
Management
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Remote CVSS VERSION 31
CVEID Product | Component Protocol 2L .
without | Base | Attack | Attack | Priv
Auth.? Score| Vector | Complex | Req
Primavera HEILIELL
CVE-2025-68161 o (Apache TLS Yes 4.8 |Network| High Non
Unifier Log4i)

Primavera P6

Enterprise POEWS
CVE-2025-26791 Project . HTTP No 41 |Network| Low Lov
. (DOMPurify)
Portfolio
Management

Additional CVEs addressed are:
* The patch for CVE-2025-48795 also addresses CVE-2025-23184.

Oracle E-Business Suite Risk Matrix

This Critical Patch Update contains 18 new security patches for Oracle E-Business Suite. 8 of
these vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited
over a network without requiring user credentials. The English text form of this Risk Matrix can
be found here.

Oracle E-Business Suite products include Oracle Database and Oracle Fusion Middleware
components that are affected by the vulnerabilities listed in the Oracle Database and Oracle
Fusion Middleware sections. The exposure of Oracle E-Business Suite products is dependent
on the Oracle Database and Oracle Fusion Middleware versions being used. Oracle Database
and Oracle Fusion Middleware security updates are not listed in the Oracle E-Business Suite
risk matrix. However, since vulnerabilities affecting Oracle Database and Oracle Fusion
Middleware versions may affect Oracle E-Business Suite products, Oracle recommends that
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customers apply the April 2026 Critical Patch Update to the Oracle Database and Oracle Fusion
Middleware components of Oracle E-Business Suite. For information on what patches need to
be applied to your environments, refer to Oracle E-Business Suite Release 12 Critical Patch

Update Knowledge Document (April 2026), My Oracle Support Note KA923.

Remote CVSS VERSIOM
| d I Exploit
CVEID Product Component | Protoco without | Base | Attack | Attack
Auth.? Score Vector Complex
Oracle
CVE-2026-34275 | Advanced | setupand T rpp fveo |98 I Network| Low
Inbound Administration
Telephony
Oracle
Enterprise
CVE-2024-51504 | Command | SOr€(APache | pep | vos | 91 |Network| Low
ZooKeeper)
Center
Framework
Oracle User Interface
CVE-2025-48734| _/dvanced (Apache HTTP | No | 88 | Network| Low
Supply Chain Commons
Planning BeanUtils)
Security
CVE-2025-48734 | Oracle Flow (Apache HTTP | No | 88 |Network| Low
Manufacturing| Commons
BeanUtils)
Oracle Global W?Ab St;‘ecrr\)/;ce
CVE-2025-48734 Order P HTTP No 8.8 | Network Low
Promising Commons
BeanUtils)
iProcurement
Oracle ECC shopping
CVE-2025-48734 | . (Apache HTTP No 8.8 |Network| Low
iProcurement
Commons
BeanUtils)
User Interface
CVE-2025-48734 | Oracle Rapid (PR HTTP | No | 88 |Network| Low
Planning Commons
BeanUtils)
Installation
CVE-2025-48734 | Oracle Yard (Apache HTTP | No | 88 |Network| Low
Management Commons
BeanUtils)
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Remote CVSS VERSION
Exploit
CVEID Product Component |Protocol without | Base | Attack | Attack
Auth.? | Score Vector Complex
Oracle
CVE-2026-22011 | Applications ADPatch HTTP No 7.6 | Network| High
DBA
Oracle
Enterprise
CVE-2025-58057 | Command ECC Core HTTP | Yes | 75 |Network| Low
(Netty)
Center
Framework
Oracle HCM Knowledge
CVE-2026-34297 Common _g HTTP Yes 75 | Network Low
. Integration
Architecture
Oracle
CVE-2026-34274 ) User Interface HTTP Yes 6.1 | Network Low
Configurator
Oracle
Enterprise ECC Core
CVE-2025-41242 Command (Spring HTTP Yes 59 |Network| High
Center Framework)
Framework
CVE-2026-34302 |  Oracle Workflow  ISEEEBN  No [958 Network [ Low
Workflow Loader
Oracle
Enterprise
CVE-2025-31672 | Command S5 Cre HTTP | Yes | 53 |Network| Low
(Apache POI)
Center
Framework
Oracle
Enterprise
CVE-2025-68161 | Command ECCCore | o g Yes | 48 |Network| High
(Apache Log4j)
Center
Framework
Oracle
CVE-2026-34298 | Applications |Personalization| HTTP No 47 |Network| Low
Framework
Oracle User Workflow and
CVE-2026-22014 Business HTTP No 3.8 | Network Low
Management Events

Additional CVEs addressed are:
* The patch for CVE-2025-41242 also addresses CVE-2024-38820 and CVE-2025-22233.
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* The patch for CVE-2025-58057 also addresses CVE-2023-44981, CVE-2024-13009, CVE-
2024-23944, CVE-2024-47535, CVE-2024-51504, CVE-2024-6763, CVE-2025-24970, and
CVE-2025-25193.

Oracle Enterprise Manager Risk Matrix

This Critical Patch Update contains 9 new security patches for Oracle Enterprise Manager. 8 of
these vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited
over a network without requiring user credentials. None of these patches are applicable to
client-only installations, i.e., installations that do not have Oracle Enterprise Manager installed.
The English text form of this Risk Matrix can be found here.

Oracle Enterprise Manager products include Oracle Database and Oracle Fusion Middleware
components that are affected by the vulnerabilities listed in the Oracle Database and Oracle
Fusion Middleware sections. The exposure of Oracle Enterprise Manager products is
dependent on the Oracle Database and Oracle Fusion Middleware versions being used. Oracle
Database and Oracle Fusion Middleware security updates are not listed in the Oracle Enterprise
Manager risk matrix. However, since vulnerabilities affecting Oracle Database and Oracle
Fusion Middleware versions may affect Oracle Enterprise Manager products, Oracle
recommends that customers apply the April 2026 Critical Patch Update to the Oracle Database
and Oracle Fusion Middleware components of Enterprise Manager. For information on what
patches need to be applied to your environments, refer to Critical Patch Update April 2026
Patch Availability Document for Oracle Products, My Oracle Support Note CPU59.

https://www.oracle.com/security-alerts/cpuapr2026.html

Remote CVSS VERSION 3.
CVEID Product Component  Protocol S
without Base | Attack | Attack | Pr
Auth.? | Score| Vector Complex  Re
Oracle
Enterprise Event
CVE-2026-34279 Manager HTTP No 91 | Network Low Hi
Management
Base
Platform
Oracle
Enterprise
CVE-2024-56406 | Manager | ~8SMNeXU 1 rrp | Ves | 86 |Network| Low | N
Gen (Perl)
Base
Platform
CVE-2024-56406 Oracle Enterprise HTTP Yes 8.6 |Network Low N¢
Enterprise Manager
Manager Install (Perl)


https://www.oracle.com/security-alerts/cpuapr2026verbose.html#EM
https://support.oracle.com/rs?type=doc&id=CPU59
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Remote CVSS VERSION 3.
CVEID Product Component | Protocol Rl
without Base | Attack | Attack Pr
Auth.? | Score | Vector Complex Re
Base
Platform
Orace | L% Testng
CVE-2025-26333 | Application (BSAFE HTTPS Yes 7.5 |Network Low N¢
Testing Suite i)
Oracle_: Security
Enterprise
Framework
CVE-2025-52999 Manager . HTTP Yes 7.5 |Network Low N¢
(jackson-
Base
Platform core)
Orach_a Infrastructure
Enterprise Management
CVE-2025-41249 | Manager for S HTTP Yes 75 |Network| Low N¢
FUETE Framework)
Middleware
OCM
Oracle Request
CVE-2025-68161 | Configuration Tunnel TLS Yes 4.8 |Network| High N¢
Manager (Apache
Log4))
Oracle Enterprise
Enterprise Manager
CVE-2025-68161 Manager Install TLS Yes 4.8 |Network| High N¢
Base (Apache
Platform Log4))
Oracle Oracle
Enterprise | Management
CVE-2025-68161 Manager Service TLS Yes 4.8 |Network| High N¢
Base (Apache
Platform Log4))

Oracle Financial Services Applications Risk Matrix

This Critical Patch Update contains 75 new security patches, plus additional third party patches
noted below, for Oracle Financial Services Applications. 59 of these vulnerabilities may be

remotely exploitable without authentication, i.e., may be exploited over a network without

requiring user credentials. The English text form of this Risk Matrix can be found here.

https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack ||
Auth.? | Score | Vector Complex F
Onboarding
Oracle Batch
CVE-2023-34034 Banking Processes HTTP Yes 9.8 |Network Low I
Origination (Spring
Security)
Oracle
Banking
CVE-2023-44981| CorPorate | Base(Apache |\ \oop | oo | o1 INetwork| Low ||
Lending ZooKeeper)
Process
Management
BOrakc_Ie Security
CVE-2023-44981 | _ ~o I8 (Apache | HTTP | Yes | 91 |Network| Low ||
Supply Chain
. ZooKeeper)
Finance
Oracle
Banking Trade Common
CVE-2023-44981 Finance (Apache HTTP Yes 91 |Network| Low I
Process ZooKeeper)
Management
Oracle
CBanklnf Base (Apache
CVE-2025-48734| OPO%€ | Commons | HTTP | No | 88 |Network| Low
Lending .
BeanUtils)
Process
Management
Oracle Co?:g:crﬁgon
CVE-2025-48734 Banking b HTTP No 8.8 |Network| Low
Origination COmnene
BeanUtils)
Oracle
Insurance
Policy Logger
CVE-2025-48734 | /\dministration|  (Apache HTTP | No | 88 |Network| Low
Operational Commons
Data Store for BeanUtils)
Life and
Annuity
CVE-2026-25210 Oracle Third Party None No 7.8 Local Low
Financial (LibExpat)
Services
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack ||
Auth.? | Score | Vector Complex F
Behavior
Detection
Platform
Oracle
Financial
Services
Trade-Based Platform
CVE-2026-25210 Ao ey (LibExpat) None No 7.8 Local Low
Laundering
Enterprise
Edition
Oracle Reports
CVE-2025-41249 Banking (Spring HTTP Yes 75 |Network| Low I
Branch Framework)
Oracle Reports
CVE-2025-41248 Banking (Spring HTTP Yes 75 |Network| Low I
Branch Security)
Oracle Reports (1z4-
CVE-2025-66566 Banking p'ava) HTTP Yes 7.5 |Network| Low I
Branch ]
Oracle Accessibility
CVE-2025-41249 | Banking Cash (Spring HTTP Yes 7.5 | Network Low I
Management | Framework)
Oracle Common (I1z4-
CVE-2025-66566  Banking Cash ) HTTP Yes 7.5 | Network Low I
Management ]
Oracle Infrastructure
Banking (Apache
CVE-2025-48976 . HTTP Yes 75 |Network| Low I
Collections Commons
and Recovery | FileUpload)
Oracle
CVE-2025-41249 | Banking | Core(Spring | \orp | oo | 75 |Network| Low ||
Corporate Framework)
Lending
Oracle
Banking
CVE-2025-41249 | COrPOrate | Base(Spring | piorp | vos | 75 |Network| Low ||
Lending Framework)
Process
Management
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack ||
Auth.? | Score | Vector Complex F
Oracle
Banking
CVE-2025-66566 | COPorate | Base(lz4- 1 prp | yveg | 75 INetwork| Low |1
Lending java)
Process
Management
Oracle
CBanklnf Core (Apache
CVE-2025-48976 | ~°'POrate Commons | HTTP | Yes | 75 |Network| Low |l
Lending .
FileUpload)
Process
Management
Oracle
Banking
CVE-2025-27817 | Corporate | Base(Apache | \\rrps | vas | 75 |Network| Low ||
Lending Kafka)
Process
Management
Oracle Common
Banking Credit et
CVE-2025-48976 Facilities C P HTTP Yes 75 | Network Low I
ommons
Process FileUpload)
Management
Oracle
Banking Credit Common
CVE-2025-5115 Facilities ) HTTP/2 Yes 75 |Network| Low I
(Eclipse Jetty)
Process
Management
Oracle
Banking Credit Common
CVE-2025-27817 Facilities (Apache HTTPS Yes 7.5 |Network| Low I
Process Kafka)
Management
Oracle Co?:gurﬁtlon
CVE-2025-48976 |  Banking pache HTTP | Yes | 75 |Network| Low ||
Origination Commons
FileUpload)
Oracle Configuration
CVE-2025-41249 Banking (Spring HTTP Yes 75 |Network| Low I
Origination Framework)
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack ||
Auth.? | Score | Vector Complex F
U Configuration
CVE-2025-66566 Banking g_ HTTP Yes 7.5 | Network Low I
.. (Iz4-java)
Origination
QIEId: Configuration
CVE-2025-1948 Banking e HTTP/2 Yes 7.5 | Network Low I
. (Eclipse Jetty)
Origination
it Configuration
CVE-2025-55163 Banking & HTTPR/2 Yes 75 |Network| Low I
. (Netty)
Origination
Oracle Configuration
CVE-2025-27817 Banking (Apache HTTPS Yes 75 |Network| Low I
Origination Kafka)
Ol Payments
CVE-2025-55163 Banking Y HTTP/2 Yes 7.5 | Network Low I
(Netty)
Payments
Oracle Security
CVE-2025-48976| _ Banking | (Apache | popp | vos | 75 |Network| Low ||
Supply Chain Commons
Finance FileUpload)
B(;;akqne Security
CVE-2025-27817 ng. (Apache HTTPS Yes 7.5 |Network| Low I
Supply Chain
! Kafka)
Finance
OIEI Core (Sprin
CVE-2025-41249 | Banking Trade P8 1 UTTP | Yes | 75 |Network| Low |I
. Framework)
Finance
Qracle Dashboard
Banking Trade s
CVE-2025-48976 Finance C b HTTP Yes 7.5 | Network Low I
ommons
Process FileUpload)
Management P
Oracle
Banking Trade
CVE-2025-55163 |  Finance Dashboard | rrpn | ves | 75 |Network| Low ||
(Netty)
Process
Management
CVE-2025-27817 Oracle Dashboard HTTPS Yes 75 |Network| Low I
Banking Trade (Apache
Finance Kafka)
https://www.oracle.com/security-alerts/cpuapr2026.html
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CVEID

Product

Component

Protocol

Remote
Exploit

without
Auth.?

CVSS VERSION

Base
Score

Attack
Vector

Attack
Complex

Process
Management

CVE-2025-41249

Oracle
Banking
Virtual
Account
Management

Common Core

(Spring
Framework)

HTTP

Yes

7.5

Network

Low

CVE-2025-48976

Oracle
Banking
Virtual
Account
Management

Core (Apache
Commons
FileUpload)

HTTP

Yes

7.5

Network

Low

CVE-2025-27817

Oracle
Banking
Virtual
Account
Management

Core (Apache
Kafka)

HTTP

Yes

7.5

Network

Low

CVE-2025-55163

Oracle
Banking
Virtual
Account
Management

Core (Netty)

HTTP/2

Yes

7.5

Network

Low

CVE-2026-34310

Oracle
Financial
Services

Analytical
Applications
Infrastructure

Platform

HTTP

Yes

7.5

Network

Low

CVE-2026-22010

Oracle
Financial
Services

Analytical
Applications
Infrastructure

Platform

HTTP

Yes

7.5

Network

Low

CVE-2025-27820

Oracle
Financial
Services

Analytical
Applications
Infrastructure

Platform
(Apache
HttpClient)

HTTP

Yes

7.5

Network

Low

https://www.oracle.com/security-alerts/cpuapr2026.html
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CVEID

Product

Component

Protocol

Remote
Exploit

without
Auth.?

CVSS VERSION

Base
Score

Attack
Vector

Attack
Complex

CVE-2026-25990

Oracle
Financial
Services

Compliance

Studio

Reports
(Pillow)

HTTP

Yes

7.5

Network

Low

CVE-2026-34320

Oracle
Financial
Services

Customer
Screening

User Interface

HTTP

Yes

7.5

Network

Low

CVE-2025-27820

Oracle
Financial
Services

Regulatory
Reporting

Installer
(Apache
HttpClient)

HTTP

Yes

7.5

Network

Low

CVE-2026-35231

Oracle
Financial
Services

Transaction
Filtering

User Interface

HTTP

Yes

7.5

Network

Low

CVE-2025-48976

Oracle
FLEXCUBE
Enterprise
Limits and
Collateral

Management

Infrastructure
(Apache
Commons
FileUpload)

HTTP

Yes

7.5

Network

Low

CVE-2025-27821

Oracle
Financial
Services

Model

Management
and
Governance

Installer
(Apache
Hadoop)

HTTP

Yes

73

Network

Low

CVE-2026-34314

Oracle
Financial
Services

Analytical
Applications
Infrastructure

Platform

HTTP

No

6.8

Network

High

CVE-2026-34325

Oracle
Financial

User Interface

https://www.oracle.com/security-alerts/cpuapr2026.html
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Local

Low

57/93



4/22/26, 6:31 AM

Oracle Critical Patch Update Advisory - April 2026

Remote CVSS VERSION
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack ||
Auth.? | Score | Vector Complex F
Services
Analytical
Applications
Infrastructure
Oracle
Banking Infrastructure
CVE-2025-67735 o HTTP Yes 6.5 |Network| Low I
Liquidity (Netty)
Management
Oracle
Banking Infrastructure
CVE-2025-12183 o . HTTP No 6.5 |Network| Low
Liquidity (Iz4-java)
Management
Oracle
Financial
CVE-2026-34313 | °rvices Platform HTTP | No | 65 |Network| Low
Analytical
Applications
Infrastructure
Oracle
Insurance
Admli:)r?i]s](t'::/ation Logger
CVE-2023-20863 . (Spring HTTP No 6.5 | Network Low
Operational Framework)
Data Store for
Life and
Annuity
Oracle
el | et
CVE-2021-28168 i (Eclipse None No 5.5 Local Low
Analytical Ty
Applications Y
Infrastructure
Oracle Core (Apache
CVE-2025-48924 | Banking Trade | Commons HTTP Yes 5.3 |Network| Low I
Finance Lang)
Ora(zle Common Core
Banking (Apache
CVE-2025-48924 Virtual P HTTP Yes 5.3 |Network| Low I
Commons
Account Lang)
Management
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack ||
Auth.? | Score | Vector Complex F
Orac'le Platform
Banking .
CVE-2025-48924 Virtual b HTTP Yes 5.3 |Network| Low I
Commons
Account Lot
Management &
Documaker
CVE-2025-48924 R Core(Apache | rop | vas | 53 |Network| Low |I
Documaker Commons
Lang)
Oracle Documaker
CVE-2025-41249 Core (Spring | HTTP Yes 5.3 |Network| Low I
Documaker
Framework)
Oracle Apache
Financial Commons
CVE-2025-48924 Services (Apache HTTP Yes 5.3 |Network Low I
Lending and Commons
Leasing Lang)
Ora(zle Common Core
Banking (Apache
CVE-2025-46392 Virtual P HTTP No 49 |Network| Low
Commons
gl Configuration)
Management
Orac_le Platform
Banking .
CVE-2025-48976 Virtual b HTTP No 49 | Network Low
Commons
Account | o Upload)
Management P
Oracle
Ealdne Platform
CVE-2025-58057 Virtual HTTP No 49 |Network| Low
(Netty)
Account
Management
Oracle
Banking Platform
CVE-2025-68161 Virtual (Apache TLS Yes 4.8 |Network| High I
Account Log4j)
Management
CVE-2026-34321 Oracle User Interface | HTTP No 4.8 |Network| High
Financial
Services
Analytical
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack ||
Auth.? | Score | Vector Complex F
Applications
Infrastructure
Oracle
I;mar_mal Platform
CVE-2025-68161 ervices (Apache TLS | Yes | 48 |Network| High ||
Analytical Log4i)
Applications &%
Infrastructure
Oracle
I;lnar_mal Third Party
CVE-2025-68161 ervices (Apache TLS | Yes | 48 |Network| High |I
Behavior Log4i)
Detection &%
Platform
Oracle
Financial
Servi Installers
CVE-2025-68161 ervices (Apache TLS | Yes | 48 |Network| High |I
Enterprise Log4)
Case &%l
Management
Oracle
Financial
Services Installer
CVE-2025-68161 Model (Apache TLS Yes 4.8 |Network| High I
Management Log4j)
and
Governance
Oracle
Financial
TSjrvges q Platform
CVE-2025-68161 | | 0cC °d%€ (Apache TLS | Yes | 48 |Network| High |I
Anti Money Log4)
Laundering g%
Enterprise
Edition
Oracle
Insurance Architecture
CVE-2025-68161 Policy (Apache TLS Yes 4.8 |Network| High I
Administration Log4j)
J2EE
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack ||
Auth.? | Score | Vector Complex F
Oracle
Fslnar_mlal Platform
CVE-2025-41254 ervices (Spring HTTP | Yes | 43 |Network| Low ||
Analytical
. Framework)
Applications
Infrastructure
Oracle
Banking Platform
CVE-2025-27636 Virtual (Apache HTTP No 41 |Network| High
Account Camel)
Management

Additional CVEs addressed are:

The patch for CVE-2025-41249 also addresses CVE-2025-22233 and CVE-2025-41242.
The patch for CVE-2026-25210 also addresses CVE-2026-24515.

The patch for CVE-2023-34034 also addresses CVE-2023-20862 and CVE-2023-34035.
The patch for CVE-2025-27817 also addresses CVE-2025-27818.

The patch for CVE-2025-58057 also addresses CVE-2025-58056.

Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:
* Oracle Banking Liquidity Management
* Common (Apache Tika): CVE-2025-66516 [VEX Justification:
vulnerable_code_not_in_execute_path].
* Oracle Banking Virtual Account Management

* Platform (Apache Tika): CVE-2025-66516 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle Fusion Middleware Risk Matrix

This Critical Patch Update contains 59 new security patches, plus additional third party patches
noted below, for Oracle Fusion Middleware. 46 of these vulnerabilities may be remotely

https://www.oracle.com/security-alerts/cpuapr2026.html
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exploitable without authentication, i.e., may be exploited over a network without requiring user

credentials. The English text form of this Risk Matrix can be found here.

To get the full list of current and previously released Critical Patch Update patches for Oracle
Fusion Middleware products, refer to My Oracle Support Doc ID KA1182.

Remote CVSS VERSION 3.1
CVE ID Product | C t Protocol EXPlOit
roduc omponent |Frotocol | .ihout | Base | Attack | Attack | Priv
Auth.? Score| Vector Complex | Rec
Oracle R;:rt\llrer;e
CVE-2022-45047  Managed SSH Yes 9.8 |Network| Low Nor
File Transfer (APEES
Mina SSHD)
Oracl Docs-ATMI-
CVE-2025-68615 racie IB (Net- UDP Yes | 9.8 |Network| Low |Not
Tuxedo
SNMP)
Oracle
CVE-2026-34285 | 'Centity Core HTTPS | Yes | 91 |Network| Low |No
Manager
Connector
Oracle
CVE-2026-34286 | €Uty Core HTTPS | Yes | 91 |Network| Low |No
Manager
Connector
Oracle
CVE-2026-34287 | 'dentity Core HTTPS | Yes | 91 |Network| Low | Nor
Manager
Connector
Oracle Centralized
Business Thirdparty .
CVE-2021-45046 .. HTTP Yes 9.0 |Network| High Not
Activity Jars (Apache
Monitoring Log4j)
CVE-2026-34291 orascéfvgrp Core HTTP | Yes | 87 |Network| High |No
Core
CVE-2025-5809g | O2CleHTTP | (Apache o0 | (0 | 83 |Network| Low | Lo
Server HTTP
Server)
Oracle DC-Specific
CVE-2026-25646  OutsideIn | Component | HTTP Yes 81 |Network| High Not
Technology (libpng)
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 31
Exploit
CVEID Product | Component | Protocol without | Base | Attack | Attack | Pri
Auth.? | Score Vector Complex  Rec
Oracle
Application
CVE-2026-35243 | Development| ADF Faces None No 7.8 Local Low Lo
Framework
(ADF)
Oracle DC-Specific
CVE-2026-25210 | OutsideIn | Component | None No 7.8 Local Low Lo
Technology | (LibExpat)
Oracle Outside In
CVE-2026-22184 | OutsideIn | Maintenance| None No 7.8 Local Low Lo
Technology (zlib)
Or«:acle Document
Business Service
CVE-2025-52999 Process -y HTTP Yes 7.5 | Network Low Not
Management ] core)
Suite
Core
CVE-2024-43394 | O2CIEHTTP | (Apache 1\ o 1 voe | 75 | Network| Low | Nor
Server HTTP
Server)
Core
CVE-2025-59775 | O2CIeHTTP | (Apache 1\ b 1 voe | 75 | Network| Low | Nor
Server HTTP
Server)
Oracle
CVE-2026-34290 '9eNtity Core TCP Yes | 75 |Network| Low |Nor
Manager
Connector
B2B Engine
CVE-2024-29857 | Or2cleSOA | (Bouncy 1 e | ves | 75 | Network| Low | Noi
Suite Castle Java
Library)
Oracle Learnset
CVE-2025-41249 | 'Vebeenter | Manager |\ rrp | voo | 75 |Network| Low | Noi
Forms (Spring
Recognition | Framework)
Oracle Web
CVE-2026-34305, Weblogic i HTTP Yes 75 |Network| Low Not
Services
Server
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 31
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack | Pri
Auth.? | Score Vector Complex  Rec
B2B Engine
CVE-2025-12383 OraSCL?tEOA (Eclipse | HTTPS | Yes | 74 |Network| High | Not
Jersey)
LT Web Server
CVE-2025-0725 Access : HTTP Yes 7.3 |Network| Low Nor
Plugin (curl)
Manager
Oracle
Business Composer
CVE-2025-33042 Process (Apache HTTP Yes 7.3 | Network Low Not
Management Avro)
Suite
Oracle
Middleware | Third Party
CVE-2025-33042| Common (Apache HTTP Yes 7.3 |Network| Low Not
Libraries and Avro)
Tools
Oracle
Middleware .
CVE-2025-35036 | Common | MrdParty | yirrp | ves | 73 |Network| Low | Nor
. . (Validator)
Libraries and
Tools
Oracle .
Middleware Tk(\(largoPa]\;ty
CVE-2021-22573 Common 0 Au%h HTTPS No 7.3 | Network Low Lo
Libraries and .
Client)
Tools
Adapters
CVE-2025-33042 OraSCL?tEOA (Apache | HTTP | Yes | 73 |Network| Low |Not
Avro)
Centralized
Oracle Thirdoart
CVE-2025-35036 | WebLogic ‘Saf:ry HTTP | Yes | 73 |Network| Low | Nor
Server (Validator)
Oracle Third Party
CVE-2024-13009 |dentity (jackson- HTTP Yes 72 |Network| Low Not
Manager databind)
Oracle
CVE-2026-34292  Weblogic Core HTTP No 7.2 |Network| Low Hig
Server
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 31
Exploit
CVEID Product | Component Protocol without | Base | Attack | Attack | Pri
Auth.? | Score Vector Complex  Rec
Oracle MFT
Qe Installer
CVE-2023-2976 Managed None No 71 Local Low Lo
. (Google
File Transfer
Guava)
Oracle DC-Specific
CVE-2025-68431 | OutsideIn | Component | HTTP Yes 71 | Network Low Nor
Technology (libheif)
Oracle
Oracle Database
CVE-2026-21939 Fusion Client for None No 7.0 Local High Nor
Middleware Fusion
Middleware
Core
CVE-2025-65082 | O2CIeHTTP | (Apache 1\ b 1 Vs | 65 |Network| Low | Nor
Server HTTP
Server)
Oracle Web
CVE-2026-34315 A Weblogic i HTTP Yes 6.5 |Network| Low Not
Services
Server
Centralized
Oracle Thirdparty
CVE-2025-46392 | WeblLogic |Jars(Apache| HTTPS No 6.5 |Network Low Lo
Server Commons
Lang)
Oracle
CVE-2026-35252 |  Security CoraAcF],T SLlyrtes | No | 64 |Network| High | Lo
Service
Oracle
Business Human
CVE-2026-34284 Process workflow HTTP Yes 61 |Network Low Not
Management Ng+
Suite
Oracle .
. Identity
CVE-2026-34283 Identity HTTP Yes 61 |Network Low Nor
Console
Manager
Oracle
CVE-2026-34288 | 9entity Core HTTP | Yes | 59 |Network| High |Nor
Manager
Connector
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 31
Exploit
CVEID Product | Component | Protocol without | Base | Attack | Attack | Pri
Auth.? | Score Vector Complex  Rec
Oracle
|dentity .
CVE-2026-34289 Core HTTPS Yes 59 |Network| High Not
Manager
Connector
Ig;ﬂf Microsoft
CVE-2026-34294 Mana y Active LDAP No 59 |Network| High Lo
ser Directory
Connector
Security
CVE-2025-53864 ?;i;'eriztra (Nimbus | HTTP | Yes | 58 |Network| Low | Nor
& JOSE+IWT)
Oracle Dynamic
CVE-2026-35232 Fusion Monitoring | HTTP No 5.4 |Network Low Lo
Middleware Service
Or_aclg ADF Faces
Application (Apache
CVE-2025-48924 | Development P HTTP Yes 5.3 |Network Low Nor
Commons
Framework Lo
(ADF) g
Oracle
Application | ADF Faces
CVE-2025-31672 | Development| (Apache HTTP Yes 5.3 |Network| Low Not
Framework POI)
(ADF)
Oracle
. Composer
Business A
CVE-2025-48924 Process P HTTP Yes 5.3 |Network Low Nor
Commons
Management o)
Suite &
Oracle .
Middleware T?Ardaiar;y
CVE-2025-48924| Common b HTTP Yes 5.3 |Network Low Not
. . Commons
Libraries and Lang)
Tools &
Oracle Thirdparty
Middleware Patch
CVE-2025-8916 Common (Bouncy HTTPS Yes 5.3 |Network Low Not
Libraries and | Castle Java
Tools Library)
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 31
CVE ID Product | C t | Protocol | EXPIOIt
roduc omponent | Frotocol| & cihout | Base | Attack | Attack | Prit
Auth.? | Score Vector Complex  Rec
Oracle Web T?Xdalza:[y
CVE-2025-48924 Services b HTTP Yes 5.3 |Network Low Not
Commons
Manager
Lang)
Centralized
Oracle Thirdparty
CVE-2025-8916 WebLogic | Jars (Bouncy | HTTPS Yes 5.3 |Network| Low Not
Server Castle Java
Library)
Or_acle Runtime
Business Engine
CVE-2025-68161 Process TEEh TLS Yes 4.8 |Network| High Not
Management LE 4)
Suite <
Security
CVE-2025-68161 | O12CeDatd | he TLS Yes | 48 |Network| High |Not
Integrator i
Log4j)
Oracle Installer
CVE-2025-68161 Identity (Apache TLS Yes 4.8 |Network| High Not
Manager Log4j)
MFT
Oracle Runtime
CVE-2025-68161 Managed Server TLS Yes 4.8 |Network| High Not
File Transfer (Apache
Log4)
Oracle .
Middleware Thg:tréirty
CVE-2025-68161 Common TLS Yes 4.8 |Network| High Not
. . (Apache
Libraries and Log4i)
Tools &%
Oracle Thick Client
CVE-2025-68161 | WebCenter (Apache TLS Yes 4.8 |Network| High Not
Sites Log4j)
Centralized
Oracle Third Part
CVE-2025-68161 | WebLogic rerarty 1o11s Yes | 4.8 |Network| High |No
Jars (Apache
Server .
Log4j)
CVE-2025-41254 Oracle Third Party | HTTP Yes 4.3 |Network| Low Nor
Middleware | (Spring Web
Common Services)
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 31
Exploit
without Base | Attack | Attack | Pri
Auth.? | Score Vector Complex  Rec

CVEID Product Component | Protocol

Libraries and
Tools

Oracle SOA | Fabric Layer

CVE-2024-31573 Suite (xmlunit)

None No 4.0 Local High Not

Notes:

1. This vulnerability applies to Windows only.

Additional CVEs addressed are:

* The patch for CVE-2021-45046 also addresses CVE-2025-48924.
The patch for CVE-2022-45047 also addresses CVE-2023-48795.
The patch for CVE-2024-29857 also addresses CVE-2025-8885.
The patch for CVE-2026-25210 also addresses CVE-2026-24515.
The patch for CVE-2025-58098 also addresses CVE-2025-54090.
The patch for CVE-2025-46392 also addresses CVE-2025-48924.

Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:

® QOracle HTTP Server

* ModSecurity (curl): CVE-2025-14017, CVE-2025-10148, CVE-2025-13034, CVE-2025-
14524, CVE-2025-14819, CVE-2025-15079 and CVE-2025-15224 [VEX Justification:
vulnerable_code_not_in_execute_path].

Oracle Analytics Risk Matrix

This Critical Patch Update contains 15 new security patches for Oracle Analytics. 11 of these
vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a
network without requiring user credentials. The English text form of this Risk Matrix can be
found here.
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Remote CVSS VERSION 31 Rl
CVEID Product A Component Protocol 2TICL .
without  Base | Attack | Attack | Privs
Auth.? | Score Vector Complex Req'd
Oracle Platform
Business Security
CVE-2026-27727 | Intelligence| (Mchange LDAP Yes 9.8 | Network Low None
Enterprise | Commons
Edition Java)
Oracle
Business Platform .
CVE-2026-27830 |Intelligence| Security | LDAP | No | 90 A9l oy | o
) Network
Enterprise (c3p0)
Edition
Oracle Platform
Business Security
CVE-2025-48734 | Intelligence| (Apache HTTP No 8.8 | Network Low Low
Enterprise | Commons
Edition BeanUtils)
Oracle
Business | BI Platform
CVE-2025-15467 | Intelligence| Security TLS Yes 8.8 | Network Low None
Enterprise | (OpenSSL)
Edition
Oracle Platform
Business Security
CVE-2025-46762 | Intelligence | (Apache HTTP Yes 81 | Network | High None
Enterprise Parquet
Edition Java)
Oracle
Business | Pipeline Test
CVE-2026-21441 | Intelligence Failures HTTP Yes 7.5 | Network Low None
Enterprise (urllib3)
Edition
Oracle
Business Platform
CVE-2025-58057 | Intelligence | Security HTTP Yes 7.5 | Network Low None
Enterprise (Netty)
Edition
On_a\cle Platform
Bus_lness Security
CVE-2023-52428 | Intelligence (Nimbus HTTP Yes 7.5 | Network Low None
Enterprise
B /0SB IWT)
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 3.1Rl
CVE D Product | C t | Protocol | EXPlott
roduc omponent ' Frotoco without  Base | Attack | Attack | Privs
Auth.? | Score Vector Complex Req'd
Oracle
Business Analytics
CVE-2025-24970 | Intelligence Server TLS Yes 7.5 | Network Low None
Enterprise (Netty)
Edition
Or_acle Platform
Business Security
CVE-2025-33042 | Intelligence HTTP Yes 7.3 | Network Low None
) (Apache
Enterprise Avro)
Edition
Or_acle Platform
Business Securit
CVE-2021-28168 | Intelligence My None No 55 Local Low Low
) (Eclipse
Enterprise T
Edition y
Bl Publisher
Oracle Bl Microservice
CVE-2025-48924 . (Apache HTTP Yes 5.3 | Network Low None
Publisher
Commons
Lang)
Orgcle Platform
Business Securit
CVE-2025-59419 | Intelligence (nett _y SMTP Yes 5.3 | Network Low None
Enterprise codec-s\r/nt )
Edition 2
Orgcle Analytics
Business Server
CVE-2025-68161 | Intelligence PrsEEe TLS Yes 4.8 | Network | High None
Enterprise Lg 4j)
Edition e
Orgcle Platform
Business Securit
CVE-2023-35116 | Intelligence ('acksor:/— None No 47 Local High Low
Enterprise d]atabind)
Edition

Additional CVEs addressed are:

* The patch for CVE-2025-15467 also addresses CVE-2025-68160, CVE-2025-69418, CVE-

2025-69419, CVE-2025-69420, CVE-2025-69421, CVE-2026-22795, and CVE-2026-22796.
* The patch for CVE-2025-58057 also addresses CVE-2025-55163 and CVE-2025-58056.
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Oracle Life Science Applications Risk Matrix

This Critical Patch Update contains 4 new security patches for Oracle Life Science Applications.

3 of these vulnerabilities may be remotely exploitable without authentication, i.e., may be

exploited over a network without requiring user credentials. The English text form of this Risk

Matrix can be found here.

CVEID

Product

Component

Protocol

Remote
Exploit
without
Auth.?

CVSS VERSION 3.1 RIS

Base
Score

Attack
Vector

Attack
Complex

Privs
Req'd

CVE-2026-21997

Oracle
Life
Sciences
Empirica
Signal

Common Core

HTTP

No

8.5

Network

Low

Low

CVE-2026-34324

Oracle
Life
Sciences
InForm

App Server

HTTP

Yes

6.5

Network

Low

None

CVE-2026-34323

Oracle
Life
Sciences
InForm

IDM
Authentication

HTTP

Yes

6.3

Network

Low

None

CVE-2025-68161

Oracle
Life
Sciences
Empirica
Signal

Common Core
(Apache
Log4j)

TLS

Yes

4.8

Network

High

None

Oracle Hospitality Applications Risk Matrix

This Critical Patch Update contains 1 new security patch for Oracle Hospitality Applications.

This vulnerability is remotely exploitable without authentication, i.e., may be exploited over a

network without requiring user credentials. The English text form of this Risk Matrix can be

found here.
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Remote CVSS VERSION 31R
CVEID Product | Component Protocol 2T .
without Base | Attack | Attack | Priv
Auth.? Score| Vector |Complex Req'
Oracle
Hospljcahty Next-Gen
Cruise SPMS
CVE-2026-24734 | Shipboard Theehe HTTP Yes 7.5 | Network Low Non
FEpEiSY Tomcat)
Management
(SPMS)

Additional CVEs addressed are:

* The patch for CVE-2026-24734 also addresses CVE-2025-61795.

Oracle Hyperion Risk Matrix

This Critical Patch Update contains 6 new security patches for Oracle Hyperion. 4 of these

vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a

network without requiring user credentials. The English text form of this Risk Matrix can be

found here.
Remote CVSS VERSION 3
CVE ID Prod C P | Exploit
roduct omponent |Protoco without | Base | Attack | Attack | Pr
Auth.? Score| Vector | Complex Re
Oracle Installation
Hyperion e
CVE-2025-64775 P Configuration | HTTP Yes 7.5 | Network Low N¢
Infrastructure
Technolo SRPEEIG
gy Struts)
Oracle Installation
CVE-2025-9086 | YPerion ad L UTTP | Yes | 75 |Network| Low | N
Infrastructure | Configuration
Technology (curl)
Oracle Installation
CVE-2025-66566 | YPeron ad L UTTP | Yes | 75 |Network| Low | N
Infrastructure | Configuration
Technology (1z4-java)
CVE-2025-65018 Oracle Installation None No 71 Local Low N
Hyperion and
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 3,
CVE ID Product | C t |Protocot | EXPlOit
el lls el ptelnl=ln LI without Base | Attack | Attack | Pr
Auth.? Score| Vector | Complex Re
Infrastructure | Configuration
Technology (libpng)
Oracle Installation
CVE-2025-54571 | | 1YPerion enel HTTP | Yes | 61 |Network| Low | N
Infrastructure | Configuration
Technology | (ModSecurity)
Oracle
CVE-2026-35244 | 1YPerion SIS HTTP | No | 52 |Network| Low |H
Infrastructure | Management
Technology

Additional CVEs addressed are:
* The patch for CVE-2025-9086 also addresses CVE-2025-10148.

* The patch for CVE-2025-65018 also addresses CVE-2025-64505, CVE-2025-64506, and
CVE-2025-64720.

Oracle Java SE Risk Matrix

This Critical Patch Update contains 11 new security patches, plus additional third party patches
noted below, for Oracle Java SE. 7 of these vulnerabilities may be remotely exploitable without
authentication, i.e., may be exploited over a network without requiring user credentials. The
English text form of this Risk Matrix can be found here.

The CVSS scores below assume that a user running a Java applet or Java Web Start application
has administrator privileges (typical on Windows). When the user does not run with
administrator privileges (typical on Solaris and Linux), the corresponding CVSS impact scores
for Confidentiality, Integrity, and Availability are "Low" instead of "High", lowering the CVSS
Base Score. For example, a Base Score of 9.6 becomes 71.

Java Management Service, available to all users, can help you find vulnerable Java versions in
your systems. Java SE Subscribers and customers running in Oracle Cloud can use Java
Management Service to update Java Runtimes and to do further security reviews like
identifying potentially vulnerable third party libraries used by your Java programs. Existing
Java Management Service user click here to log in to your dashboard. The Java Management
Service Documentation provides a list of features available to everyone and those available

https://www.oracle.com/security-alerts/cpuapr2026.html
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only to customers. Learn more about using Java Management Service to monitor and secure

your Java Installatio

ns.

CVEID

Product

Component

Protocol

Remote
Exploit
without

CVSS VERSION 3.1 RIS

Auth.?

Base
Score

Attack
Vector

Attack
Complex

Privs
Req'd

CVE-2026-20652

Oracle
Java SE

JavaFX
(WebKitGTK)

Multiple

Yes

7.5

Network

Low

None

CVE-2026-22016

Oracle
Java SE,
Oracle
GraalVM
for JDK,
Oracle
GraalVM
Enterprise
Edition

JAXP

Multiple

Yes

7.5

Network

Low

None

CVE-2026-34282

Oracle
Java SE,
Oracle
GraalVM
for JDK,
Oracle
GraalVM
Enterprise

Edition

Networking

Multiple

Yes

7.5

https://www.oracle.com/security-alerts/cpuapr2026.html
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CVEID

Product

Component

Protocol

Remote

CVSS VERSION 3.1 RIS

Exploit
without
Auth.?

Base
Score

Attack
Vector

Attack
Complex

Privs
Req'd

CVE-2026-22003

Oracle
Java SE,
Oracle
GraalVM
Enterprise

Edition

Hotspot

None

No

6.0

Local

High

Low

CVE-2026-22021

Oracle
Java SE,
Oracle
GraalVM
for JDK,
Oracle
GraalVM
Enterprise

Edition

JSSE

HTTPS

Yes

53

Network

Low

None

CVE-2026-22013

Oracle
Java SE,
Oracle
GraalVM
for JDK,
Oracle
GraalVM
Enterprise

Edition

JGSS

Multiple

Yes

5.3

https://www.oracle.com/security-alerts/cpuapr2026.html
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CVEID

Product

Component

Protocol

Remote
Exploit
without
Auth.?

CVSS VERSION 3.1 RIS

Score

Base

Attack
Vector

Complex

Attack

Req'd

Privs

CVE-2026-23865

Enterprise

Oracle
Java SE,
Oracle
GraalVM
for JDK,
Oracle
GraalVM

Edition

(FreeType)

2D

None

No

5.3

Local

Low

None

CVE-2026-22008

Oracle
Java SE

Libraries

Multiple

Yes

37

Network

High

None

CVE-2026-22018

Oracle
Java SE,
Oracle
GraalVM
for JDK,
Oracle
GraalVM
Enterprise
Edition

Libraries

Multiple

https://www.oracle.com/security-alerts/cpuapr2026.html
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37
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High
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CVEID

Product

Component

Protocol

Remote

CVSS VERSION 3.1 RIS

Exploit
without
Auth.?

Base
Score

Attack
Vector

Attack
Complex

Privs
Req'd

CVE-2026-22007

Oracle
Java SE,
Oracle
GraalVM
for JDK,
Oracle
GraalVM
Enterprise
Edition

Security

None

No

29

Local

High

None

CVE-2026-34268

Oracle
Java SE,
Oracle
GraalVM
for JDK,
Oracle
GraalVM
Enterprise

Edition

Security

https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 3.1 RIS
Exploit

without | Base | Attack @ Attack | Privs
Auth.? | Score| Vector Complex  Req'd

CVEID Product  Component | Protocol

Notes:

1. This vulnerability applies to Java deployments, typically in clients running sandboxed Java
Web Start applications or sandboxed Java applets, that load and run untrusted code (e.g., code
that comes from the internet) and rely on the Java sandbox for security. This vulnerability does
not apply to Java deployments, typically in servers, that load and run only trusted code (e.g.,
code installed by an administrator).

2. This vulnerability can be exploited by using APIs in the specified Component, e.g., through a
web service which supplies data to the APIs. This vulnerability also applies to Java
deployments, typically in clients running sandboxed Java Web Start applications or sandboxed
Java applets, that load and run untrusted code (e.g., code that comes from the internet) and
rely on the Java sandbox for security.

Additional CVEs addressed are:

* The patch for CVE-2026-20652 also addresses CVE-2025-43457, CVE-2026-20608, CVE-
2026-20635, CVE-2026-20636, CVE-2026-20644, and CVE-2026-20676.

Additional patches included in this Critical Patch Update for the following non-
exploitable CVEs for this Oracle product family:
* Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition

* AWT (libpng): CVE-2026-22801, CVE-2025-64505, CVE-2025-64506, CVE-2025-64720,
CVE-2025-65018, CVE-2025-66293 and CVE-2026-22695 [VEX Justification:
vulnerable_code_cannot_be_controlled_by_adversary].

Oracle JD Edwards Risk Matrix

This Critical Patch Update contains 3 new security patches for Oracle JD Edwards. All of these
vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a
network without requiring user credentials. The English text form of this Risk Matrix can be
found here.
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Remote CVSS VERSION 3.
CVEID Product | C t | Protocol  EXPloit
roduc omponen rotoco without Base | Attack @ Attack | P
Auth.? | Score | Vector Complex R«
ID Edwards Infrgtsc:ﬂgfjre
CVE-2025-9230 | EnterpriseOne Sy HTTPS Yes 7.5 |Network Low N
Tools (OpensSL)
ID Edwards Infrgtsc:ﬂgfjre
CVE-2023-5388 | EnterpriseOne Sy HTTPS Yes 6.5 | Network Low N
Tools (NSS)
Web Runtime
JD Edwards Security
CVE-2025-48924 | EnterpriseOne (Apache HTTP Yes 5.3 | Network Low N
Tools Commons
Lang)

Additional CVEs addressed are:
* The patch for CVE-2025-9230 also addresses CVE-2025-9231 and CVE-2025-9232.

Oracle MySQL Risk Matrix

This Critical Patch Update contains 34 new security patches, plus additional third party patches

noted below, for Oracle MySQL. 3 of these vulnerabilities may be remotely exploitable without

authentication, i.e., may be exploited over a network without requiring user credentials. The

English text form of this Risk Matrix can be found here.

Remote CVSS VERSION 31
CVEID Product Component Protocol E?(ploit .
without | Base | Attack | Attack | Pri
Auth.? | Score Vector Complex Req
MySQL Enterprise
CVE-2025-15467 | Enterprise Backup TLS Yes 9.8 | Network Low Nor
Backup (OpenSSL)
MySQL Server: MySQL
CVE-2025-15467 Packaging Yes 9.8 | Network Low Nor
Server Protocol
(OpenSSL)
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Remote CVSS VERSION 31
CVE ID Product | C t| Protocol | EXPlOMt
el LS elulplelnizly LCEOLD without  Base | Attack | Attack | Pri
Auth.? Score| Vector |Complex Req
MySQL
CVE-2025-15467 ML Workbench MO Yes 9.8 | Network Low Nor
Workbench Workbench
(OpenSSL)
Server:
CVE-2026-34270 | Y°QL Group MySQL No | 65 |Network| Low | Lo
Server Replication | Protocol
Plugin
Server:
CVE-2026-34271 | MY>QL EIoUp MO No | 65 |Network| Low | Lo
Server Replication | Protocol
Plugin
Server:
CVE-2026-34276 | V0L Group My>QL No | 65 |Network| Low | Lo
Server Replication | Protocol
Plugin
MySQL Server: MySQL
CVE-2026-34308 Server JSON Protocol No 6.5 | Network Low Loy
CVE-2026-22009 | Y>QL Server: MySQL No | 65 |Network| Low | Lo
Server Optimizer Protocol
CVE-2026-22017 | Y>QL SEMETE MysQL No | 65 |Network| Low | Lo
Server Optimizer Protocol
CVE-2026-34272 | V>0t Server: MySQL No | 65 |Network| Low | Lo
Server Optimizer Protocol
CVE-2026-34303 | V>0 Server: MySQL No | 65 |Network| Low | Lo
Server Optimizer Protocol
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 31
Exploit
without  Base | Attack | Attack | Pri
Auth.? Score| Vector |Complex Req

CVEID Product Component Protocol

MySQL Enterprise

CVE-2025-14017 | Enterprise Backup None No 6.3 Local High Nor
Backup (curl)
MySQL Server:

CVE-2025-14017 Packaging None No 6.3 Local High Nor

Server il

MySQL Shell: Core

CVE-2026-34318 Multiple No 5.8 |Network| High Hig

Shell Client
Cluster:

CVE-2025-5318 | "YQL | General | Multiple | No | 54 |Network| Low | Loy
Cluster (libssh)

MySQL Shell: Core

CVE-2026-34317 Shell Client None No 5.0 Local Low Loy
CVE-2026-34319 | MYSQL | Shell:Core | No | 50 | Local Low | Lo
Shell Client

CVE-2026-22004| QL | hopg | MySQL No | 49 |Network| Low | Hig
Server Protocol

CVE-2026-34304 QL | opg | MySQL No | 49 |Network| Low | Hig
Server Protocol

CVE-2026-35236 = MySQL InnoDB MySQL No 49 |Network| Low Hig
Server Protocol
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Remote CVSS VERSION 31
CVE ID Product | C t| Protocol | EXPlott

roduc omponen rotoco without  Base | Attack | Attack | Pri

Auth.? Score| Vector |Complex Req

CVE-2026-35237 | V°QL InnoDB MySQL No | 49 |Network| Low | Hig
Server Protocol

CVE-2026-35238 | v>QL InnoDB MySQL No | 49 |Network| Low | Hig
Server Protocol

CVE-2026-34293 | QL Ioerverpmr | MYSQL No | 49 |Network| Low | Hig
Server Protocol

CVE-2026-35239 | QL oorverpmL| MySQL No | 49 |Network| Low | Hig
Server Protocol

CVE-2026-35235 e Server: GIS N No 49 |Network| Low Hig
Server Protocol

CVE-2026-21998 | Y>QL Server: My>QL No | 49 |Network| Low | Hig
Server Optimizer Protocol

CVE-2026-22005 | V>0t Server: MySQL No | 49 |Network| Low | Hig
Server Optimizer Protocol

CVE-2026-22002 | Y>QL SCRE MySQL No | 49 |Network| Low | Hig
Server Optimizer Protocol

CVE-2026-34267 | V0L Server: MySQL No | 49 |Network| Low | Hig
Server Optimizer Protocol
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Remote CVSS VERSION 31
CVE ID Product | C t| Protocol | EXPlott
roduc omponen rotoco without  Base | Attack | Attack | Pri
Auth.? Score| Vector |Complex Req
CVE-2026-34278 | MY>QL SCRE N No | 49 |Network| Low | Hig
Server Optimizer Protocol
CVE-2026-35240 | V0L SR MOl No | 49 |Network| Low | Hig
Server Optimizer Protocol
CVE-2026-35234 | V0L Server: MySQL No | 49 |Network| Low | Hig
Server Partition Protocol
Server:
cVE-2026-22015 | QL | nformation | MYSQL No | 43 |Network| Low | Lo
Server Protocol
Schema
MySOL Server: MySOL
CVE-2026-22001 | .’ Information | . No | 27 |Network| Low | Hig
Server Schema Protocol

Additional CVEs addressed are:

* The patch for CVE-2025-5318 also addresses CVE-2025-4877, CVE-2025-4878, CVE-2025-
5351, CVE-2025-5372, CVE-2025-5449, and CVE-2025-5987.

* The patch for CVE-2025-14017 also addresses CVE-2025-13034, CVE-2025-14524, CVE-2025-
14819, CVE-2025-15079, and CVE-2025-15224.

Additional patches included in this Critical Patch Update for the following non-

exploitable CVEs for this Oracle product family:

* MySQL Connectors

* Connector/C++ (OpenSSL): CVE-2025-15467 and CVE-2025-11187 [VEX Justification:

vulnerable_code_not_in_execute_path].

* Connector/ODBC (OpenSSL): CVE-2025-15467 and CVE-2025-11187 [VEX Justification:
vulnerable_code_not_in_execute_path].

* MySQL Workbench

* MySQL Workbench (libpng): CVE-2026-25646 [VEX Justification:

vulnerable_code_not_in_execute_path].
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Oracle PeopleSoft Risk Matrix

This Critical Patch Update contains 21 new security patches for Oracle PeopleSoft. 7 of these

vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a

network without requiring user credentials. The English text form of this Risk Matrix can be

found here.
Remote CVSS VERSION 3.
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack | Pr
Auth.? Score| Vector Complex | Re
PeopleSoft .
. Security
CVE-2025-15467 | Enterprise (OpenSSL) HTTPS Yes 8.8 | Network Low Nc
PeopleTools pen
PeopleSoft
CVE-2026-34309 | Enterprise Security HTTP No 81 |Network| Low Lc
PeopleTools
PeopIeS_oft Common
Enterprise Application
CVE-2025-58754 | CC Common %pb_ects HTTP | Yes | 75 |Network| Low | Nc
Application ].
Objects {93
PeopleSoft Porti
CVE-2025-8194 | Enterprise (Poih'gf) HTTP | Yes | 75 |Network| Low |Nc
PeopleTools y
PeopleSoft Portin
CVE-2025-66418 | Enterprise (rllib?i HTTP Yes 7.5 | Network Low Nc
PeopleTools .
PeopleSoft )
CVE-2025-43967 | Enterprise XM(';;L}‘]Z'i‘fs)her HTTP | Yes | 75 |Network| Low | Nc
PeopleTools
PeopleSoft
CVE-2026-34277 | Enterprise Fluid Core HTTP No 6.6 |Network Low Hi
PeopleTools
PeopleSoft
CVE-2026-34300 ""'oP'°¢ | Contracts | HTTP | No | 65 |Network| Low | L
Contracts
CVE-2026-34299 | PeopleSoft | Work Order HTTP No 6.5 | Network Low Lc
Enterprise | Management
FIN
https://www.oracle.com/security-alerts/cpuapr2026.html
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Remote CVSS VERSION 3.
CVE ID Product | C t | Protocol | EXPlott
elele O eLdense) without | Base | Attack @ Attack | Pr
Auth.? Score| Vector Complex | Re
Maintenance
Management
PeopleSoft
Enterprise
CVE-2026-34301 FIN WorkOrder | 706 | No | 65 |Network| Low | Le
. Management
Maintenance
Management
PeopleSoft
CVE-2026-34306 | -"€'PM1Se | prgiects | HTTP | No | 65 |Network| Low | Lc
FIN Project
Costing
PeopleSoft
Enterprise Absence
CVE-2026-34266 HCM HTTP No 6.5 |Network| Low Hi
Management
Absence
Management
PeopleSoft
CVE-2026-34280 | CnterPrise | JobProfile | ppp |\ 05 Network|  Low | Hi
HCM Human Manager
Resources
PeopleSoft
CVE-2026-34295 E”‘;eéﬂ'se Purchasing | HTTP | No | 65 |Network| Low | Lc
Purchasing
PeopleSoft File
CVE-2025-14017 | Enterprise Processing None No 6.3 Local High Nc
PeopleTools (libcurl)
PeopleSoft
CVE-2026-34269 | Enterprise Portal HTTP Yes 61 |Network| Low Nc
PeopleTools
PeopleSoft
Enterprise Research
CVE-2026-35241 CS Student Tiedine HTTP No 5.7 |Network| Low Lc
Records
PeopleSoft
Enterprise Employee
CVE-2026-22006 EENIMUEAT  Snapshot HTTP No 5.4 |Network| Low Lc
Resources
CVE-2026-22019 | PeopleSoft Person HTTP No 5.4 | Network Low Lc
Enterprise Search
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Remote CVSS VERSION 3.
CVE ID Product | C t | Protocol | EXPlott
elele O eLdense) without | Base | Attack @ Attack | Pr
Auth.? Score| Vector Complex | Re
HCM Shared
Components
PeopleSoft
CVE-2026-34307 | Enterprise Workflow HTTP No 54 |Network| Low Lc
PeopleTools
PeopleSoft | OpenSearch
CVE-2025-68161 Enterprise (Apache TLS Yes 4.8 |Network| High Nc
PeopleTools Log4j)

Additional CVEs addressed are:

The patch for CVE-2025-15467 also addresses CVE-2025-68160, CVE-2025-69418, CVE-
2025-69419, CVE-2025-69420, CVE-2025-69421, CVE-2026-22795, and CVE-2026-22796.

The patch for CVE-2025-66418 also addresses CVE-2025-66471.
The patch for CVE-2025-8194 also addresses CVE-2025-6069.

The patch for CVE-2025-14017 also addresses CVE-2025-13034, CVE-2025-14524, CVE-2025-
14819, CVE-2025-15079, and CVE-2025-15224.

The patch for CVE-2025-43967 also addresses CVE-2025-29482 and CVE-2025-43966.

Oracle Retail Applications Risk Matrix

This Critical Patch Update contains 15 new security patches for Oracle Retail Applications. All of
these vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited
over a network without requiring user credentials. The English text form of this Risk Matrix can
be found here.

Remote CVSS VERSION 3
CVEID Product | C | e | e
roduc omponen rotoco without  Base | Attack A Attack | P
Auth.? | Score Vector Complex R
Oracle Retail Point of Sal
CVE-2025-7962 | Xstore Pointof | , 09 23€ | gm1p | Ves | 75 |Network| Low |N
. (Jakarta Mail)
Service
Oracle Retail C'E?:I(];agzge
CVE-2025-48924 | Assortment P TCP Yes 5.3 | Network Low N
. Commons
Planning
Lang)
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Remote CVSS VERSION 3
Exploit
CVEID Product Component |Protocol without | Base = Attack | Attack
Auth.? Score| Vector Complex
Oracle Retail Security
CVE-2025-48924 | ' 2rehouse (Apache | rrp | ves | 53 |Network| Low
Management | Commons
System Lang)
Oracle Retail | Application
CVE-2025-68161 | Assortment |Core (Apache| TLS Yes 4.8 |Network| High
Planning Log4))
Oracle Retail SBEIJO]b
CVE-2025-68161 | Bulk Data cneduler 1 115 Yes | 4.8 |Network| High
Integration (Apache
8 Log4)
.| Core/Plugin
CVE-2025-68161 | OrecleRetail | che TLS Yes | 48 |Network| High
EFTLink .
Log4))
Oracle Retail | Mathematical
CVE-2025-68161 | _ —xract Operators | 5 | ves | 48 |Network| High
Tranform and (Apache
Load Log4))
Oracle Retail PeopIeS_oft
. . Integration .
CVE-2025-68161 Financial TLS Yes 4.8 |Network| High
Integration {ApEeeE
Log4))
Oracle Retail NF Issuing
CVE-2025-68161 Fiscal (Apache TLS Yes 4.8 |Network| High
Management Log4j)
Oracle Retail RIB Kernal
CVE-2025-68161 Integration (Apache TLS Yes 4.8 |Network| High
Bus Log4))
Oracle Retail .
Merchandise APRLEEER
CVE-2025-68161 Financial Core (Apache TLS Yes 4.8 |Network| High
Planning Log4))
Oracle Retail Security
CVE-2025-68161 | Merchandising (Apache TLS Yes 4.8 |Network| High
System Log4j)
Oracle Retail | RPAS Fusion
CVE-2025-68161 | Fredictive Clleii: TLS | Yes | 48 |Network| High
Application (Apache
Server Log4))
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Remote CVSS VERSION 3
CVEID Product | C t |Protocol| EXPlOit
roduc omponen rotocol| ... ut Base Attack Attack
Auth.? Score| Vector Complex
Oracle Retail Security
CVE-2025-68161 Price (Apache TLS Yes 4.8 |Network| High N
Management Log4))
Oracle Retail | tRﬁBt.
CVE-2025-68161 Service nstafiation | 1) g Yes | 4.8 |Network| High |N
(Apache
Backbone )
Log4j)

Oracle Siebel CRM Risk Matrix

This Critical Patch Update contains 14 new security patches for Oracle Siebel CRM. 13 of these
vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a

network without requiring user credentials. The English text form of this Risk Matrix can be

found here.
Remote CVSS VERSIC
Exploit
CVEID Product Component Protocol without | Base | Attack | Attack
Auth.? | Score | Vector Comple:
Siebel CRM .
CVE-2025-13601 Cloud SIEee Clou_d None No 7.7 Local Low
.. Manager (glib)
Applications
CVE-2022-45688 | >0l CRM | DataArchival | jrpp | yos | 95 | Network|  Low
Administration (Quartz)
Siebel CRM Siebel Cloud
CVE-2025-69223 Cloud Manager HTTP Yes 7.5 | Network Low
Applications (AIOHTTP)
Siebel CRM | gl Cloud
CVE-2025-8869 Cloud u HTTP Yes 75 |Network| Low
.. Manager (pip)
Applications
. Keyword
CVE-2025-58057 | 2P CRM 1 iomation | HTTP | Yes | 75 |Network| Low
Deployment
(Netty)
Siebel CRM Server
CVE-2023-26464 D;e ]g ment Infrastructure TLS Yes 7.5 | Network Low
ploy (Apache Log4j)
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Remote CVSS VERSIC
Exploit
CVEID Product Component | Protocol without | Base | Attack | Attack

Auth.? | Score | Vector | Comple:

Communications

CVE-2025-7962 | o0& CRM | el/Dashboard| SMTP | Yes | 75 |Network| Low
End User .
(Jakarta Mail)
. Event Publish
CVE-2024-29371 | D08 CRM 1 i Subscribe | HTTP | Yes | 75 |Network| Low
Integration . .
(josedj)
CVE-2023-1436 | >C08CRM | pror ettison) | HTTP | Yes | 75 |Network| Low
Integration
. Event Publish
CVE-2025-27817 Isr']f':e:actg‘: and Subscribe | TCP Yes | 75 |Network| Low
& (Apache Kafka)
Keyword
CVE-2025-48924| €0SlCRM 1 Automation | irgp | vee | 53 |Network| Low
Deployment (Apache

Commons Lang)

Siebel CRM | Open Integration

CVE-2024-36124 Integration (Snappy)

HTTP Yes 5.3 | Network Low

Siebel Approval

CVE-2025-68161 | ' o0¢ CRM Manager TLS | Yes | 48 |Network| High
Development .
(Apache Log4))
CVE-2025-68161 | SCOSI/CRM | EAl(Apache |\ 15 | veg | 48 |Network| High
Integration Log4))

Additional CVEs addressed are:

* The patch for CVE-2023-26464 also addresses CVE-2022-23302, CVE-2022-23305, and CVE-
2022-23307.

* The patch for CVE-2025-58057 also addresses CVE-2025-55163 and CVE-2025-58056.

* The patch for CVE-2025-69223 also addresses CVE-2025-69224, CVE-2025-69225, CVE-
2025-69226, CVE-2025-69227, CVE-2025-69228, CVE-2025-69229, and CVE-2025-69230.

* The patch for CVE-2024-29371 also addresses CVE-2023-51775.

* The patch for CVE-2023-1436 also addresses CVE-2022-40149, CVE-2022-40150, CVE-2022-
45685, CVE-2022-45693, CVE-2026-28493, CVE-2026-28494, CVE-2026-28686, CVE-2026-
28687, CVE-2026-28688, CVE-2026-28689, CVE-2026-28690, CVE-2026-28691, CVE-2026-
28692, CVE-2026-28693, CVE-2026-30883, CVE-2026-30929, CVE-2026-30931, CVE-2026-
30935, and CVE-2026-30936.

* The patch for CVE-2025-27817 also addresses CVE-2025-27818.
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Oracle Supply Chain Risk Matrix

This Critical Patch Update contains 4 new security patches for Oracle Supply Chain. 2 of these
vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a
network without requiring user credentials. The English text form of this Risk Matrix can be

found here.
Remote CVSS VERSION 3.1
d I Exploit
CVEID Product Component Protoco without | Base | Attack | Attack | Pri
Auth.? Score| Vector | Complex Rec
CVE-2025-9900 | Oracle SECUMty | irtp | Yes | 88 |Network| Low |No
AutoVue (LibTIFF) )
Oracle Security
CVE-2026-22801 ) None No 7.8 Local Low Lo
AutoVue (libpng)
Oracle Installation
CVE-2025-68161 | | roduct Issues TLS Yes | 4.8 |Network| High |No
Lifecycle (Apache
Analytics Log4j)
Oracle Agile
Product Product
CVE-2026-34296  Lifecycle Quiality HTTP No 4.3 | Network| Low Lo
Management | Management
for Process
Notes:
1. This vulnerability applies to Oracle AutoVue Office, Oracle AutoVue 2D Professional, Oracle
AutoVue 3D Professional Advanced, Oracle AutoVue EDA Professional and Oracle AutoVue
Electro-Mechanical Professional. Please refer to Patch Availability Document for more details.
Additional CVEs addressed are:
* The patch for CVE-2025-9900 also addresses CVE-2025-8176, CVE-2025-8177, and CVE-
2025-8961.
* The patch for CVE-2026-22801 also addresses CVE-2026-22695.
* The patch for CVE-2026-34296 also addresses CVE-2026-21969.
Oracle Systems Risk Matrix
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This Critical Patch Update contains 2 new security patches for Oracle Systems. 1of these
vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a
network without requiring user credentials. The English text form of this Risk Matrix can be

found here.
Remote CVSS VERSION 3.1 RISK
Exploit
CVEID Product | Component Protocol without | Base | Attack | Attack | Privs
Auth.? | Score | Vector Complex Req'd I
Sun ZFS i
Ch— Firmware
CVE-2024-6387 . subsystem | HTTPS Yes 9.0 |Network| High | None
Appliance (OpenSSH)
Kit P
CVE-2026-34281 gg;cr'ii Kernel None | No | 65 | Local | Low | Low

Oracle Utilities Applications Risk Matrix

This Critical Patch Update contains 7 new security patches, plus additional third party patches
noted below, for Oracle Utilities Applications. 6 of these vulnerabilities may be remotely
exploitable without authentication, i.e., may be exploited over a network without requiring user
credentials. The English text form of this Risk Matrix can be found here.

Remote CVSS VERSION 31 F
CVEID Product Component | Protocol Exploit
P without Base | Attack | Attack | Priv
Auth.? Score| Vector Complex Req'
Ut.ﬁradi. Python
CVE-2025-53643 1tes Live Scripting HTTP Yes 75 | Network Low Non
Energy
(AIOHTTP)
Connect
Oracle
Utilities System
CVE-2025-66418 Network Wide HTTP Yes 75 | Network Low Non
Management | (urllib3)
System
e | o
CVE-2026-24734 Testin (Apache HTTP Yes 7.5 | Network Low Non
g Tomcat)
Accelerator
CVE-2020-17521 Oracle Security None No 5.5 Local Low Lov
Utilities (Apache
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Accelerator

Remote CVSS VERSION 31F
CVEID Product |C t | Protocol | EXPlOit
elele el pleln (o LG without Base | Attack | Attack | Priv
Auth.? Score| Vector Complex Req'
Application Groovy)
Framework
Oracle Tools
CVE-2025-48924 |  Uhties (Apache | irrp | Yes | 53 |Network| Low | Non
Testing Commons
Accelerator Lang)
l_?clrl? t(;]:s Security
CVE-2025-68161 L. (Apache TLS Yes 4.8 |Network| High Non
Application Loga)
Framework &
Gines | 09
CVE-2025-68161 . (Apache TLS Yes 4.8 |Network| High Non
Testing Log4i)

Additional CVEs addressed are:
* The patch for CVE-2025-66418 also addresses CVE-2025-66471.
* The patch for CVE-2026-24734 also addresses CVE-2025-61795.

Additional patches included in this Critical Patch Update for the following non-

exploitable CVEs for this Oracle product family:

* Oracle Utilities Network Management System
* SW- System Wide (Apache Commons Lang): CVE-2025-48924 [VEX Justification:

vulnerable_code_not_in_execute_path].

Oracle Virtualization Risk Matrix

This Critical Patch Update contains 9 new security patches for Oracle Virtualization. 1of these

vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited over a

network without requiring user credentials. The English text form of this Risk Matrix can be

found here.
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Remote CVSS VERSION 31 RISI
CVEID Product | C t | Protocol | EXPIOTt
roduc omponent | Frotoco without | Base | Attack | Attack | Privs
Auth.? | Score Vector Complex Req'd

CVE-2026-35242 | Orde VM1 None | No | 75 | Local | High | High
VirtualBox

CVE-2026-35246 | O29e VM | None | No | 75 | Local | High | High
VirtualBox

CVE-2026-35251 | Orade VM None | No | 75 | Local | High | High
VirtualBox

CVE-2026-35230 | Or2de VM| o None | No | 75 | Local | High | High
VirtualBox

CVE-2026-35245 | 0race VM| RDP Yes | 75 |Network| Low | None
VirtualBox

CVE-2026-35247 | Or3Ce VM1 o None | No | 60 | Local | Low | High
VirtualBox

CVE-2026-35248 | Orace VM| None | No | 50 | Local | High | High
VirtualBox

CVE-2026-35249 | Orace VM| None | No | 32 | Local | Low | High
VirtualBox

CVE-2026-35250 | Orade VM o None | No | 23 | Local | Low | High
VirtualBox
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