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OX Security discovered a critical vulnerability (CVE-2025-65717) in
VS Code’s Live Server extension (72M+ installs) that allows attackers
to exfiltrate local files by luring a developer to a malicious webpage
while the extension is running. The issue was disclosed in August
2025 with no maintainer response to date.

CVE-2025-65717 — Live Server
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Severity: Critical (CVSS 9.1)
IDE: VS Code
Extension: Live Server
Affected Versions: All versions of Live Server
Impact: Data exfiltration

Our Findings

Live Server is a Visual Studio Code extension that starts a local development HTTP server and
automatically reloads the browser when files in the workspace change, supporting both static
and dynamic pages. It provides configurable options such as the server root, port, host, default
browser, proxy settings, and HTTPS. The extension also supports multiple workspace roots and
watches for file changes to trigger live reloads, allowing developers to preview changes in real
fime without manually refreshing the browser.

We discovered a vulnerability in the Live Server extension for VS Code that allows a remote,
unauthenticated atftacker to exfiltrate files from a developer’s local machine. Attackers only need
to send a malicious link to the victim while Live Server is running in the background.

Technical Analysis

Attack Scenarios: How could this be exploited in the wild?
Stealing sensitive source code — Crawling localhost can expose proprietary code, scripts, or
configuration files.

Exfiltrating credentials — Any files, including environment variables inside the .env files,
containing API keys, passwords, or .env secrets could be sent to an attacker-controlled
domain.

Harvesting local data — Local files, logs, or databases served by a development server can
be exposed.

Attack Flow
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What We Discovered

When Live Server is running, and a developer opens a malicious HTML page (hosted remotely) in
their default web browser, the page can use JavaScript to access http:/localhost:5500
(http:/localhost:5500/), allowing it to recursively crawl all files served by Live Server and exfiltrate
them to an attacker-controlled domain.

Live Server doesn’t implement CORS protections by default, allowing any webpage to make
cross-origin requests to localhost:5500. This enables remote sites to fetch local files as if they
were legitimate same-origin requests.

The following malicious HTML file was served on our server, simulating a malicious website:
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