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Advisories CVE-2026-7778

runZero Platform dashboard configuration exposure
fA todb | UpdatedMay5,2026, 8:00am EDT

Vendors: runZero
Products: Platform

Related: CVE-2026-7778

Executive summary

Anissue that could allow a dashboard configuration to be viewed from outside of the
authorized organization scope has beenresolved. Thisis aninstance of CWE-269: Improper
Privilege Management, and has an estimated CVSS score of
CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:C/C:L/I:N/A:N (5.0, Medium). This issue was fixed in version
v4.0.260416.0 of the runZero Platform.

Attackervalue

By inspecting another organization’s dashboard, an attacker (whois also an authorized
runZero user) could learn about what that organization is most concerned about with their
exposure and asset management strategies, thus helping the attacker devise more
specifically targeted attacks.
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Timeline
2026-04-14:I1ssue identified by the vendor

2026-04-16: Issue fixed by the vendor

2026-05-05: Published this advisory

Written by todb

Tod Beardsley is VP of Security Research atrunZero, where he "kicks assets and fakes
frames." Priorto 2025, he was the Section Chief for the Vulnerability Response section
for CSD/VM/VRC at CISA, the Cybersecurity and Infrastructure Security Agency, part of
the US government, and a seasonal Travis County Election Judge in Texas. He's also a
founder and CNA point of contact for AHA!. Tod spends much of his time involvedin
vulnerability research and coordinated vulnerability disclosure (CVD). He has over 30
years of hands-on security experience, stretching fromin-band telephony switching to
modern ICS/OT implementations. He has held IT ops, security, software engineering,
and management positions in large organizations such as the US Government, Rapid?,
3Com, Dell, and Westinghouse, as both an offensive and defensive practitioner. Todis a
CVE Board member, has authored several research papers, andis aninternationally-
tolerated horror fiction expert.

More about todb —

https://www.runzero.com/advisories/runzero-platform-dashboard-configuration-exposure-cve-2026-7778/



https://www.linkedin.com/in/todb
https://runzero.com/
https://cisa.gov/
https://takeonme.org/cve.html
https://cve.mitre.org/community/board/index.html#current_members
https://www.linkedin.com/in/todb/#publications:~:text=Publications,Publications
https://podsothoth.club/
https://www.runzero.com/authors/tod-beardsley/
https://www.runzero.com/4-9/
https://www.runzero.com/4-9/
https://www.runzero.com/4-9/
https://www.runzero.com/4-9/
https://www.runzero.com/4-9/
https://www.runzero.com/

5/5/26, 3:42 PM runZero Platform dashboard configuration exposure

£ runZero 4.9 is here: Map the unmappable. Secure every path. More —

(> runz=ro
Cetine latest news ana expertinsignts aeliverea in your inobox.

(7 runz=ro

in % @ X & O N

© Copyright 2026 runZero, Inc. All Rights Reserved

Legal
Privacy Policy
Do Not Sell or Share My Personal Information
Master Subscription Agreement

Manage Subscriptions

https://www.runzero.com/advisories/runzero-platform-dashboard-configuration-exposure-cve-2026-7778/ 3/3


https://www.runzero.com/
https://linkedin.com/company/runzero/
https://bsky.app/profile/runzero.com
https://infosec.exchange/@runZeroInc
https://twitter.com/runZeroInc
https://www.youtube.com/c/runZeroInc
https://github.com/runZeroInc
https://www.runzero.com/blog/index.xml
https://www.runzero.com/legal/
https://www.runzero.com/legal/privacy/
https://www.runzero.com/legal/do-not-sell-my-info/
https://www.runzero.com/legal/msa/
https://www.runzero.com/subscribe/
https://www.runzero.com/4-9/
https://www.runzero.com/4-9/
https://www.runzero.com/4-9/
https://www.runzero.com/4-9/
https://www.runzero.com/4-9/
https://www.runzero.com/

