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SailPoint IdentitylQ Role
Editor Incorrect

Authorization Vulnerability
— CVE-2026-5712

Description

This vulnerability impacts all versions of IdentitylQ and allows an
authenticated identity that is the requestor or assignee of a work item to
edit the definition of a role without having an assigned capability that
would allow role editing.

Affected product and versions

IdentitylQ 8.5 and all 8.5 patch levels prior to 8.5p2

IdentitylQ 8.4 and all 8.4 patch levels prior to 8.4p4

IdentitylQ 8.3 and all 8.3 patch levels prior to 8.3p5

All previous versions are affected
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Resolution

SailPoint has released IIQSR-972 for each impacted and supported version
of IdentitylQ. Future patch levels will include the fixes once they become
available.

CVE details

CVE ID: CVE-2026-5712
Published Date: 04/29/2026

Vulnerability Type: IdentitylQ Role Editor Incorrect Authorization
Vulnerability

CWE: CWE-863
CVSS v3 Score: 8.0

CVSS v3 Vector: CVSS:3.1/AV:N/AC:H/PR:L/UIR/S:C/C:H/I:H/ A:H
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