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Multiple Vulnerabilities in SD-330AC

2026.04.20 Vulnerability

Title Multiple Vulnerabilities in SD-330AC

Outline Multiple vulnerabilities have been identified in our product SD‑330AC.

These vulnerabilities cannot be directly exploited from external networks such

as the internet. However, if an attacker is able to communicate with the

affected product from within the same local network, exploitation of these

vulnerabilities may result in the execution of unintended operations, service

disruption, or unauthorized modification of settings, which could have a

serious impact on the safe use of the product.

At present, no incidents of exploitation or damage related to this have been

reported.

Products SD‑330AC Version 1.42 and earlier

AMC Manager Version Ver.5.0.2 and earlier

Vulnerabilities ■ Vulnerabil it ies Related to the Web Configuration Interface

Identif ication Number: CVE‑2026‑32955

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Base Score: 8.8

Type: Stack overflow in an authenticated login redirect URL

(CWE‑121)

Impact: This vulnerabil ity could allow an authenticated attacker to
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cause memory corruption, potentially resulting in the execution of

unintended operations.

Workaround: Disable the HTTP/HTTPS services.

Identif ication Number: CVE‑2026‑32956

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Base Score: 9.8

Type: Heap overflow in an unauthenticated login redirect URL

(CWE‑122)

Impact: This vulnerabil ity could allow an unauthenticated attacker

to cause memory corruption, potentially resulting in the execution

of unintended operations.

Workaround: Disable the HTTP/HTTPS services.

Identif ication Number: CVE‑2026‑32957

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

Base Score: 5.3

Type: Improper restriction of f i le upload functionality (CWE‑306)

Impact: This vulnerabil ity could allow an unauthenticated attacker

to upload arbitrary fi les to the product. However, although

uploaded fi les are placed in a temporary memory area, they are

not used or executed, and therefore no actual damage is

expected.

Workaround: Disable the HTTP/HTTPS services.

Identif ication Number: CVE‑2026‑32963

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Base Score: 6.1

Type: Reflected cross‑site scripting (XSS) on the system status

page (CWE‑79)

Impact: This vulnerabil ity allows malicious JavaScript to be

injected into l inks to a web page.

Workaround: Disable the HTTP/HTTPS services.

■ Vulnerabil ity Related to Firmware Updates

Identif ication Number: CVE‑2026‑32958

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

Base Score: 6.5

Type: Hard‑coded firmware signing key (CWE‑321)

Impact: This vulnerabil ity could allow tampered firmware prepared

by an attacker who has obtained the firmware signing key, to be

accepted as legitimate firmware by the product.

Workaround: Set a password for the web configuration interface.

■ Vulnerabil ity Related to the SNMP Agent

Identif ication Number: CVE‑2015‑5621
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CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Base Score: 7.5

Type: Denial of Service (DoS) vulnerabil ity in net‑snmp

(CWE‑1395)

Impact: This vulnerabil ity could allow an attacker to abnormally

terminate the SNMP agent running on the product.

Workaround: Disable the SNMP service.

■ Vulnerabil ity Related to AMC Manager Communications

Identif ication Number: CVE‑2026‑32959

CVSS Score: CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N

Base Score: 5.9

Type: Use of a constant keystream for encryption (CWE‑327)

Impact: This vulnerabil ity could allow an attacker to i l legitimately

obtain confidential information, such as configuration data,

through a man‑in‑the‑middle attack.

Workaround: None.

Identif ication Number: CVE‑2026‑32960

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

Base Score: 6.5

Type: Authentication bypass through reuse of credentials

(CWE‑226)

Impact: This vulnerabil ity could allow an attacker to reuse the

authentication credentials of an already authenticated

administrator to gain administrator privileges on the product.

Workaround: None.

Identif ication Number: CVE‑2026‑32961

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Base Score: 5.3

Type: Heap overflow due to insufficient validation of data length

(CWE‑122)

Impact: This vulnerabil ity could result in a denial of service (DoS)

or allow remote code execution.

Workaround: None.

Identif ication Number: CVE‑2026‑32965

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

Base Score: 7.5

Type: Product can be used without an administrator password

being set (CWE‑1188)

Impact: This vulnerabil ity could allow an attacker to set a

password on a product that is being operated without an

administrator password, thereby obtaining administrator

privileges.
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Edge Computing
エッジAI/エッジコンピューティング

産業用ネットワーク
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Workaround: Set an administrator password for the web

configuration interface.

■ Vulnerabil ity Related to Serial Device Server Setup

Communications

Identif ication Number: CVE‑2026‑32962

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

Base Score: 5.3

Type: Abil ity to modify product settings without requiring

authentication (CWE‑306)

Impact: This vulnerabil ity could allow an unauthenticated attacker

to tamper with the product’s configuration.

Workaround: None.

Identif ication Number: CVE‑2024‑24487

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Base Score: 5.3

Type: Product reboot can be performed without requiring

authentication (CWE‑266)

Impact: This vulnerabil ity could allow an unauthenticated attacker

to reboot the product, resulting in a denial of service (DoS).

Workaround: None.

Identif ication Number: CVE‑2026‑32964

CVSS Score: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:L

Base Score: 6.5

Type: Injection vulnerabil ity in configuration processing (CWE‑93)

Impact: This vulnerabil ity could allow an unauthenticated attacker

to insert arbitrary entries into the system configuration fi le.

Workaround: None.

Solutions To address these vulnerabil it ies, we are providing firmware that

includes countermeasures for this issue on our website below.

We apologize for the inconvenience, and kindly ask that you apply

the update to the applicable product(s).

SD-330AC Firmware Ver.1.50 and later

AMC Manager Ver.5.1.0 and later

Impact

after Solutions Applied

When the firmware is applied to the product, the following

restrictions and operational changes wil l be applicable as a result

of this enhanced security.

1. Firmware downgrade restrictions

Once the firmware has been installed, downgrading to the

CBR-100AC

CANデータを無線LANに変換･配信･ロギングし稼働監視の効率アップを実現

働く車向け CAN／無線LANブリッジ

DS-700AC

エンタープライズセキュリティ搭載

USB3.0対応 無線デバイスサーバ

個人情報を取り扱う企業・病院・地方自治体のネットワークプリンタをセキ

ュアに共有

BR-100AH

IEEE 802.11ah対応

無線LANブリッジ（子機）

Device Networking
産業用ネットワーク/映像伝送/遠隔監視

FBR-100AN / FBR-100

製造現場のPLCやHMIで機械を監視

EX-150AH

IEEE 802.11ah/Wi-Fi 6対応

ワイヤレスブリッジ

温度拡張版 BR-100AH

IEEE 802.11ah対応

無線LANブリッジ（子機）

BR-500AC

IEEE 802.11ac対応 無線LANブリッジ(子機)

BR-300AN

動作ログ保存機能対応

BR-600AX

産業向けワイヤレスブリッジ

Wi-Fi 6E対応

OBR-100AX

屋外向けワイヤレスブリッジ

IEEE 802.11ax(Wi-Fi 6)対応

BR-330AC-LP

エンタープライズセキュリティ対応

低消費電力 無線LANブリッジ（子機）

SX-ND-7350W6

インタラクティブ画像伝送対応

無線LANアクセスポイント

SKY-AP-304W6

Wi-Fi6対応 インタラクティブ画像伝送対応

アクセスポイント

SKY-AP-304W6

ワイヤレスブリッジ

Wi-Fi 6対応

BR-600AX

OBR-100AX

Wi-Fi 4/5対応

BR-330AC-LP

BR-500AC

BR-300AN

IEEE 802.11ah対応

EX-150AH

温度拡張版 BR-100AH

BR-100AH

Edge Computing
エッジAI/エッジコンピューティング

産業用ネットワーク

工作機械向けプロトコルコンバータ

FBR-100AN / FBR-100

CAN通信無線LANコンバータ

CBR-100AC

デバイスサーバ

USB3.0対応

DS-700AC
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previous version of f irmware cannot be done.

2. Mandatory configuration steps before using the functions

To ensure product security, setting an administrator password is

mandatory before using the product. If the administrator password

has not been set, the product’s functions—other than init ial setup

—will not be available.

3. Compatibil i ty with AMC Manager

After applying the firmware, AMC Manager versions 5.0.2 and

earlier can no longer be used. Please use AMC Manager version

5.1.0 or later.

4. Conditions for using the init ial setup tool Serial Device Server

Setup

The Serial Device Server Setup tool can only be used when the

product is in its factory default configuration. As noted in No. 2

above, after completing the init ial setup, please set an

administrator password before using the product.

Reference Japanese: 

English:
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DS-520AN

エンタープライズセキュリティ対応

IEEE 802.11a/b/g/n USBデバイスサーバ

SD-330AC

IEEE 802.11ac対応シリアルデバイスサーバ

RS-232C機器をセキュアにネットワーク化

DS-700

USB3.0対応 無線デバイスサーバ

個人情報を取り扱う企業・病院・地方自治体のネットワークプリンタをセキ

ュアに共有

DS-600

高速伝送＆エンタープライズセキュリティ対応

USB3.0デバイスサーバ

ビジネスシーンで使われるUSB機器をセキュアにネットワーク化

CBR-100AC

CANデータを無線LANに変換･配信･ロギングし稼働監視の効率アップを実現

働く車向け CAN／無線LANブリッジ

DS-700AC

エンタープライズセキュリティ搭載

USB3.0対応 無線デバイスサーバ

個人情報を取り扱う企業・病院・地方自治体のネットワークプリンタをセキ

ュアに共有

BR-100AH

IEEE 802.11ah対応

無線LANブリッジ（子機）

Device Networking
産業用ネットワーク/映像伝送/遠隔監視

FBR-100AN / FBR-100

製造現場のPLCやHMIで機械を監視

EX-150AH

IEEE 802.11ah/Wi-Fi 6対応

ワイヤレスブリッジ

温度拡張版 BR-100AH

IEEE 802.11ah対応

無線LANブリッジ（子機）

BR-500AC

IEEE 802.11ac対応 無線LANブリッジ(子機)

BR-300AN

動作ログ保存機能対応

BR-500AC

BR-300AN

IEEE 802.11ah対応

EX-150AH

温度拡張版 BR-100AH

BR-100AH

Edge Computing
エッジAI/エッジコンピューティング

産業用ネットワーク

工作機械向けプロトコルコンバータ

FBR-100AN / FBR-100

CAN通信無線LANコンバータ

CBR-100AC

デバイスサーバ

USB3.0対応

DS-700AC

DS-700

DS-600

USB2.0対応

DS-520AN

RS-232Cシリアル対応

SD-330AC

SD-300

4/20/26, 4:52 AM Multiple Vulnerabilities in SD-330AC | silex technology, Inc.
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