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Statement on Hardcoded DES Decryption Keys in TP-Link
Archer C50V3/V4/V5 (CVE-2025-6982)

Security Advisory Updated 07-16-2025 18:49:37 PM & 13071

Important Information:
This device has reached end-of-life (EOL); therefore, please review the ‘Recommendation(s)’ section carefully.
Vulnerability Description:

Use of Hard-coded Credentials in TP-Link Archer C50 V3( <= 180703)/V4( <= 250117 )/V5(<= 200407 ), allows
attackers to decrypt the config.xml file.

Impact:

This Hardcoded DES Decryption Keys may be used to decrypt the user config file.
CVSS v4.0 Score: 6.9 / Medium
CVSS:4.0/AV:A/AC:L/AT:N/PR:L/ULN/VC:H/VI:N/VAIN/SC:N/SI:N/SA:N

Affected Products/Versions and Fixes:

Affected Product Model | Related Vulnerabilities | Affected Version

TP-Link Archer C50 V3 CVE-2025-6982 <=180703
TP-Link Archer C50 V4 CVE-2025-6982 <=250117
TP-Link Archer C50 V5 CVE-2025-6982 <=200407

Recommendation(s):
We strongly recommended that users with the affected device(s) take the following action(s):

1. Upgrade the device to one of our supported models to be able to receive automatic updates for ongoing
protection.
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products of TP-Link Systems Inc. or its affiliates.

Note: Some services and materials may require you to accept additional terms and conditions
before access or use.

References to "TP-Link" may include TP-Link Systems Inc., its subsidiaries, or business units
within the TP-Link corporate structure, as applicable.

The materials provided, including but not limited to press releases, presentations, blog posts,
and webcasts, are current as of the date of publication and may be superseded by subsequent
updates.
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