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Security Advisory

Vulnerability Description:

Logic vulnerability in TP-Link Archer C20 v5, v6.0, Archer AX53 v1.0 and Tl-WR841N v13 (TDDP module) allows

unauthenticated adjacent attackers to execute limited administrative commands including factory reset and

device reboot without credentials.

Impact:

Attackers on the adjacent network can remotely trigger factory resets and reboots without credentials,

causing configuration loss and interruption of device availability.

CVE-2026-0834:

CVSS v4.0 Score: 5.3 / Medium

CVSS:4.0/AV:A/AC:L/AT:N/PR:N/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N

Affected Products/Versions and Fixes:

Affected Product Model Affected Version

Archer C20 v5

Archer C20 v6.0

Archer AX53 v1.0

TL-WR841N v13

< US_V5_260419

< EU_V5_260317

<V6_251031

<V1_251215

< 0.9.1 Build 20231120 Rel.62366

Recommendations:

We strongly recommend that users with affected devices take the following actions:

1. Download and update to the latest firmware version to fix the vulnerabilities.Chat Now
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EN:https://www.tp-link.com/en/support/download/archer-c20/v5/#Firmware

https://www.tp-link.com/en/support/download/archer-c20/v6/#Firmware

https://www.tp-link.com/en/support/download/archer-ax53/v1/#Firmware

US: https://www.tp-link.com/us/support/download/archer-c20/v5/#Firmware

https://www.tp-link.com/us/support/download/tl-wr841n/v13/#Firmware

Disclaimer:

If you do not take all recommended actions, this vulnerability will remain. TP-Link cannot bear any responsibility

for consequences that could have been avoided by following this advisory.

Related FAQs

How to configure WDS function on Archer D5, Archer D7(b), TD-W8968, TD-W8970(B), TD-W9970,

TD-W8980, TD-W9980(B)

How to Configure Guest Network on TD-W8968(v2 and later), TD-W8960N(v5 v6), TD-W8950N, TD-

W9980(B), TD-W9970,Archer D2/D5/D7/D9

How to turn TD-W8968, TD-W8970, TD-W8980, TD-W9970, TD-W9980, TD-VG5612, Archer

D2/D5/D7/D9 into NBN Ready, as a Wireless Router

How to setup and share a printer on your local network with the TD-

W8968/8970/8980/9970,Archer D2/D5/D7/D9

How to Set Up Access Control on Archer C2 and Archer C20i routers

How to set up and manage access to your shared storage with the Archer C2 and Archer C20i

routers

Looking For More

TP-Link Unveils World’s 1st Batch WiFi 7 Tri-Band Network Adapter — Archer TBE550E

Archer AXE300 Unboxing

Is this faq useful?
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TP-Link, Tapo, Kasa, Omada, VIGI, Aginet, HomeShield, and Tapo Care branded products are

products of TP-Link Systems Inc. or its affiliates.

Note: Some services and materials may require you to accept additional terms and conditions

before access or use.

References to "TP-Link" may include TP-Link Systems Inc., its subsidiaries, or business units

within the TP-Link corporate structure, as applicable.

The materials provided, including but not limited to press releases, presentations, blog posts,

and webcasts, are current as of the date of publication and may be superseded by subsequent

updates.
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