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GIGABYTE | GigabyteControl Center - Arbitrary File Write

TVN ID TVN-202603008
CVE ID CVE-2026-4415
cvsSs 8.1 (High)

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
Affected Products Gigabyte Control Center version 25.07.21.01 and earlier

Gigabyte Control Center developed by GIGABYTE has an Arbitrary File Writ
e vulnerability. When the pairing feature is enabled, unauthenticated remote

Description _ _ . . , .
attackers can write arbitrary files to any location on the underlying operating
system, leading to arbitrary code execution or privilege escalation.

Solution Please update to version 25.12.10.01 or later.
Credit David Spruengli
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