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Digiwin｜EasyFlow.NET - SQL Injection

TVN ID TVN-202604006

CVE ID CVE-2026-5963, CVE-2026-5964

CVSS

【CVE-2026-5963】
9.8(Critical) CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

【CVE-2026-5964】
9.8(Critical) CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Affected Products

【CVE-2026-5963】
EasyFlow .NET V6.1.x, V6.6.x, V8.1.1, V8.1.2, V8.1.3, V8.1.4

【CVE-2026-5964】
EasyFlow .NET V6.1.x, V6.6.x, V8.1.1, V8.1.2

Description

【CVE-2026-5966(Arbitrary File Deletion)】
Unauthenticated remote attackers can inject arbitrary SQL commands to re
ad, modify, and delete database contents.

【CVE-2026-5967(Privilege Escalation)】
Unauthenticated remote attackers can inject arbitrary SQL commands to re
ad, modify, and delete database contents.

Solution

【CVE-2026-5963】
Update to version 8.1.5 or later, or install patch 2026/01/20.

【CVE-2026-5964】
Update to version 8.1.3 or later, or install patch 2026/01/20.
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