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HGiga | iSherlock - OS Command Injection

TVN ID TVN-202604002
CVEID CVE-2026-6349
CVSS 9.8 (Critical)

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H

Affected Products :
Hgiga iSherlock 4.5 and 5.5(including MailSherlock, SpamSherlock, Audit
Sherlock)

Affected Products Affected Packages :
iSherlock-base-4.5 before version 476
iISherlock-audit-4.5 before version 261
iISherlock-base-5.5 before version 476
iISherlock-audit-5.5 before version 261

The iSherlock developed by HGiga has an OS Command Injection vulnerabi
Description lity, allowing unauthenticated local attackers to inject arbitrary OS command
s and execute them on the server.

Update iSherlock-base-4.5 package to version 476 or later
Update iSherlock-audit-4.5 package to version 261 or later

Solution _ _
Update iSherlock-base-5.5 package to version 476 or later
Update iSherlock-audit-5.5 package to version 261 or later
Credit Ting-Wei Hsieh, Jun-Yi Dai (CHT Security)
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