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Sunnet | CTMS and CPAS - 2 Vulnerabilities

TVN ID TVN-202604012
CVE ID CVE-2026-7489, CVE-2026-7490

[CVE-2026-7489]
8.8 (High) CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H
CVSS
[CVE-2026-7490]
7.2 (High) CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

[CVE-2026-7489)
CTMS all versions

Affected Products [CVE-2026-7490]

CTMS all versions
CAPS all versions

[CVE-2026-7489(SQL Injection)]
Authenticated remote attackers can inject arbitrary SQL commands to read,
modify, and delete database contents.

Description
[ CVE-2026-7490(Arbitrary File Upload)]

Privileged remote attackers can upload and execute web shell backdoors, t
hereby enabling arbitrary code execution on the server.

. The vendor should have issued a patch. If not yet received, please reach ou

Solution i
t to the vendor directly.
Credit Cyba3r, ¢jis01117(CHT Security)
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