5/2/26, 9:55 AM TWCERT/CC Taiwan Computer Emergency Response Team/Coordination Center-Zyosoft | School App - Insecure Dire...

Home / Services / Taiwan Vulnerability Note (TVN) / TVN List

Date:2026-04-30 Font-stze: A- A A+

Zyosoft | School App - Insecure Direct Object Reference

TVN ID TVN-202604013
CVE ID CVE-2026-7491
cvsSs 8.1 (High)

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

School App(Android) version before 1.1.62

Affected Product : i
ected Froducts  school App(iOS) version before 2.7.2

School App developed by Zyosoft has an Insecure Direct Object Reference
Description vulnerability, allowing authenticated remote attackers to modify a specific pa
rameter to read and modify other users' data.

Update School App (Android) to version 1.1.62 or later

Solution . :
utl Update School App (iOS) to version 2.7.2 or later

Credit shnien(CHT Security)
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